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GUIDELINES for Change Requests:

Provide an informative introduction containing the problem(s) being solved, and a summary list of proposals.

Each CR should contain changes related to only one particular issue/problem.
In case of a correction, and the change apply to previous releases, a separated “mirror CR” should be posted at the same time of this CR
Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.
Follow the drafting rules.
All pictures must be editable.
Check spelling and grammar to the extent practicable.
Use Change bars for modifications.
The change should include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change. Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.
Multiple changes in a single CR shall be clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.
When subsequent changes are made to content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text. 
Introduction
See background in SEC-2018-0063 (“Discussion on Multicast Security”).

This CR proposes a change of the present text in normative  Annex B.1 on Security for  the Multicast group fan out procedure. A reference to TS-0003 is included which defines security for Multicast group fan out.
*** 1st Change ***










7
Security Consideration

This clause applies to CoAP unicast communication only. Security for multicast comunication is addressed in Annex B.1.

CoAP itself does not provide protocol primitives for authentication or authorization.. 
Just as HTTP is secured using Transport Layer Security (TLS) over TCP, CoAP can be secured using Datagram TLS (DTLS) [5].

All CoAP messages shall be sent as DTLS "application data". For matching an ACK or RST to a CON message or a RST to a NON message: The DTLS session shall be the same and the epoch shall be the same.
For matching a response to a request, the DTLS session shall be the same and the epoch shall be the same. The response to a DTLS secured request shall always be DTLS secured using the same security session and epoch.

OneM2M primitive parameters contained in CoAP messages may be protected by DTLS in a hop-by-hop manner. For the details, see oneM2M security solution specification [4].


*** 2nd Change ***

Annex B (Normative)
Multicast group fan out procedure

B.0
Introduction

This clause describes the behavior of CoAP layer for multicast group fan out procedure. Figure B.0-1 illustrates the steps involved in the interaction.
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Figure B.0‑1: Multicast group fan out procedure
·   The Group Hosting CSE (CoAP client) shall use the Non-confirmable Method for the resource to the Member Hosting CSEs (CoAP server). The Group Hosting CSE shall provide a unique Token value in the request.

·   The Member Hosting CSE, upon successful processing of the request, shall send an appropriate response in a separate Non-confirmable message with the same Token value. 

B.1
Security
DTLS is not applicable to multicast group fan out messages. Security for multicast group fan out is addressed in clause 6.1.2.2.3 of  oneM2M TS-0003 [4].
B.2
Caching

A GET request to a multicast group fan out shall not contain an ETag option.

*** End of 2nd Change ***
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