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1.0 Title
Wide area Energy related  measurement/control system for advanced  transmission and distribution automation
1.1 Description
This use case covers the introduction of Phase Measurement Units (PMUs, aka Synchrophasors )  in power electrical systems , a technology that provides a tool for system operators and planners to measure the state of the electrical system and manage power quality. They are positioned across the high voltage transmission and distribution network, operated by transmission and distribution system operators (TSO/DSO) respectively. PMUs are considered one of the most important measuring devices in the future of power systems.

In typical applications, PMUs are sampled from widely dispersed locations in the power system network  and synchronized from the common time source of a global positioning system (GPS) radio clock.  PMUs measure voltages and currents at diverse locations on a power grid and output accurately time-stamped voltage and current phasors, allowing for synchronized comparison of two quantities in real time. These comparisons can be used to assess system conditions.
A phasor network consists of  PMUs dispersed throughout the electricity system, Phasor Data Concentrators (PDC) to collect the information and a Supervisory Control And Data Acquisition (SCADA) system at the central control facility.  Such a network is used in Wide Area Measurement Systems (WAMS). The complete network requires rapid data transfer within the frequency of sampling of the phasor data (with transmission delay <1s).  At the central control facility, the SCADA system presents system wide data on all generators and substations in the power system every 2 to 10 seconds. PMUs often use phone lines to connect to PDC, which then send data to the SCADA or Wide Area Measurement System (WAMS) server.
Regarding data transmission network implementation, an always-on connection scenario for PMUs is reasonable. Individual data traffic from PMU is rather low, compared to other mobile broadband usage but it is continuous. However, there may be bursty traffic /transmission e.g transmission of bulk daily or hourly data e.g. from transient fault recorder therefore causing a high bandwidth burst of transmitted data.
Potential applications/control scenarios include:

· Power system automation, as in smart grids

· Load shedding and other load control techniques such as demand response mechanisms to manage a power system. (i.e. Directing power where it is needed in real-time)

· Increase the reliability of the power grid by detecting faults early, allowing for isolation of operative system, and the prevention of power outages.

· Increase power quality by precise analysis and automated correction of sources of system degradation.

· Wide area measurement and control, in very wide area super grids, regional transmission networks, and local distribution grids.
By correlating power state information collected in operator control centres (TSO/DSO), TSO can initiate automatic counter measures within seconds, to protect a whole wide-area network from black-out events or DSO can work around critical situations caused local, by local intervention, to avoid catastrophic repercussions on the electricity transmission network. Based on recent nation-wide events, black-outs causes propagate within minutes and sometimes within seconds through the entire national and even international transport & distribution networks.

1.2 Source (as applicable)
Fujitsu, ETSI

1.3 FFSActors (as applicable)
· Power system operators, transmission system operator (TSO) & Distribution System Operator (DSO), to monitor and control/initiate automatic counter measures under certain network conditions 
· Application developer of energy monitoring and control application 

· Telco operator providing/communicating/ the measurements to TSO/DSO control centers
1.4 Pre-conditions (if any)
Communication/connectivity networks (phase network) to collect the measurements from PMUs to SCADA centers
1.5 Triggers (if any)
System conditions deducted from the analysis of collected data trigger a counter measure action for example to protect wide-area network from black-out events.

1.6 Normal Flow (as applicable)
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1.6.1  Alternative flow (if any)
1.7 Post-conditions (if any)
Corrective or Restricted operation of power electrical network as a result of the preventive action because of the shut-down of (a part) power network.
1.8 High Level Illustration (as applicable)
       <Relevant diagram or picture>
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1.9 Potential requirements (as applicable)
Extracted from ETSI service requirements (Ref TS102 689 V1.1.1) but suitable for this use case. 

1. Data collection and reporting capability/function
The OneM2M System shall support the reporting from a specific oneM2M Device or group of oneM2M Devices or group of oneM2M collectors in the way requested by the oneM2M Application as listed below:

• a periodic reporting with the time period being defined by the oneM2M application;

• an on-demand reporting with two possible modes. One is an instantaneous collecting and reporting of data, the other one is a reporting of the data that were pre-recorded at the indicated specific time period;

• an event-based reporting e.g. transient fault 

2. Remote control of oneM2M Devices

The oneM2M System shall support the capability for an Application to remotely control oneM2M Devices that support this capability; e.g. control power flow or shut down a regional power network to prevent a black-out event

3. Information collection & delivery to multiple applications

The oneM2M System shall support the ability for multiple oneM2M Applications to interact with the same oneM2M Devices

Simultaneously
4.  Data store and share

The oneM2M System shall be able to store data to support the following requirements:

• Provide functionality to store and retrieve data.

• Establish storage policies for stored data (e.g. define maximum byte size of the stored data).

• Enable data sharing of stored data subjected to access control
5. Security requirements
5.1. Authentication of oneM2M system with oneM2M devices/Gateway/collectors
The oneM2M system shall support mutual authentication with oneM2M Device or oneM2M Gateway/collector. For example mutual authentication may be requested between a service provider and the entity requesting the service. The parties may choose the strength of authentication to ensure appropriate level of security.

5.2. Authentication of oneM2M devices with oneM2M applications
 When there is a request for data access or for oneM2M Device/Gateway access, the oneM2M Device or oneM2M Gateway shall be able to mutually authenticate or oneM2M Applications from which the access request is received.

5.3. Data integrity

The OneM2M System shall be able to support verification of the integrity of the data exchanged.

5.4.  Prevention of abuse of network connection

OneM2M security solution should prevent unauthorized use of the M2M Device/Gateway.

5.5.  Privacy

The M2M System shall be capable of protecting privacy.

5.6. Multiple actors

Multiple actors are involved in the end-to-end OneM2M service. The OneM2M System shall allow for such different actors to deliver the service in collaboration, maintaining security of the end-to-end service. 
5.7. Security credential and software upgrade at the Application level.

Where permitted by the security policy, OneM2M System shall be able to remotely provide the following features, at the Application level:

• Secure updates of application security software and firmware of the OneM2M Device/Gateway.

• Secure updates of application security context (security keys and algorithms) of the OneM2M Device/Gateway.
This functionality should be provided by a tamper-resistant Secured Environment (which may be an independent Security Element) in OneM2M Devices/Gateways supporting this functionality.

6. Continuous connectivity

The OneM2M System shall support continuous connectivity, for OneM2M applications requesting the same OneM2M service on a regular and continuous basis. This continuous connectivity may be de-activated upon request of the Application or by an internal mechanism in the M2M system

7. Communication network selection

Assuming multiple paths are available, the OneM2M System shall be able to select the appropriate communication network, based on e.g. policies or application delay, reliability, stability, or bandwidth requirements.
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