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1 Functional architecture

This contribution provides snap-shots of the TIA TR-50 M2M Smart Device Communication System Architecture a description of the reference points. The detailed Architecture descriptions can be found in TIA PN-4940.005.  
Terms and Definitions:

AAA-SD: provide authentication, authorization and accounting services to other entities in the network to establish and enforce security policies. The services may include generation of keys, generation and validation of certificates, validation of signatures, etc.

Home Application: The home application is a logical entity that is responsible for the business logic, either directly or via supervision and interaction with node applications and PoA applications and with PoA devices. 

Node Application: The node application is a logical entity that acts as an intermediary between the home application and the PoA application and between the home application and the PoA device. The node application interacts with home application, other node applications, PoA application or PoA device, and may perform functions such as a data aggregation, storage, load balancing, etc. 

PoA Application: PoA application is a logical entity that provides resources to node or home applications or to other PoA applications. The PoA application interacts with home, node, other PoA applications or with PoA devices. The PoA application may perform functions such as autonomous reporting of values reported by devices, monitoring for values reported by devices that exceed specified limits, trend analysis of values reported by devices, etc. 

Container: The container is a logical entity that provides services to the applications that operate within it, and enforce security policies.

Abbreviations:

AAA-SD
AAA of Smart Device

ACL

Access Control List

API

Application Programming Interface

DAP

Data Aggregation Point

EHR

Electronic Health Record

PHR

Personal Health Record

PoA

Point of Attachment

SDC

Smart Device Communications
1.1 TR-50 M2M Smart Device Communications System Architecture
1.1.1 Functions and reference points

The TR-50 System Architecture pertains to the access agnostic monitoring and bi-directional communication of events and information between smart devices and other devices, applications or networks. Layers in the protocol stack at and below the transport layer are assumed to exist (including but not limited to TCP/IP, UDP/IP, HTTP, HTTPS, DHCP, Diff-Serv, MPLS, XMPP) and their descriptions are beyond the scope of this document. 

To maintain a consistent interface to the transport layers (over fixed-point wireless, over wireless local area network, over digital subscriber line, etc.) a convergence layer is introduced into the protocol stack, as illustrated in Figure 1. (The dotted lines in the node indicate optional capability.)
PoA, node and server are considered above the access networks.
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Figure 1 TR-50 Conceptual Protocol Stack
The following Figure depicts the high level system architecture for the TIA TR-50 M2M Smart Device Communication. 
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Figure 2 TR-50 High Level System Architecture
The high level system architecture shown above may be described as a distributed cooperative computing system. The container provides services to the application(s) that operate within it, and enforce security policies. 

In Figure 2, some containers are labeled, PoA container, node container and server container. The labels are for ease of reference and imply some level of logical grouping. 

Some containers are not labeled implying that the entities within them can operate in any convenient appropriate container. 

2 Reference points

2.1 Overview

Reference Architecture Diagram

Figure 3 depicts the TR-50 reference architecture diagram, showing functional elements, and the interconnection reference points. Light blue boxes represent containers while light yellow boxes represent applications and/or devices.
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Figure 3 Reference architecture 

Functional Elements

AAA-SD

A container that hosts an entity or entities that provide authentication, authorization and accounting services and interact with the admin entities in other containers in establishing and enforcing security policies.

home application
The home application is responsible for the business logic, either directly or via supervision and interaction with node and PoA applications and with PoA devices. 

node application

The node application acts as an intermediary between the home application and the PoA application and between the home application and the PoA device. It interacts with home application, PoA application, and PoA device, and may perform functions such as data aggregation, and load balancing.

PoA application 
PoA application provides resources to node application, home applications or to other PoA applications. PoA applications interact with home application, node applications, PoA applications and with PoA devices, and may perform functions such as autonomous reporting of values reported by devices, monitoring for values reported by devices that exceed specified limits, trend analysis of values reported by devices, etc.

PoA applications may be instances of a standardized class to facilitate their invocation by, for example, specifying parameters for their operation. For the purposes of illustration, consider the following:

stream:
an instance to this class autonomously reads data from a specified source and streams it to a specified target according to some specified criteria.

average:
an instance to this class autonomously reads data from a specified source, computes the average according to some specified criteria, and reports the result to a specified target according to some specified criteria.

limit:
an instance to this class autonomously reads data from a specified source, compares the data with some specified limits, and reports to a specified target if the limits are exceeded.

trend:
an instance to this class autonomously reads data from a specified source, computes the trend according to some specified criteria, and reports to a specified target if the computed trend exceeded some specified criteria.

PoA device 
A PoA device is a resource that represents a physical device. The means by which physical devices are interfaced are outside the scope of this document. The combination of services provided by the PoA container and the software that implements a PoA device are responsible for whatever conversion is necessary to represent the physical device as a standardized resource. 

Reference Points

A1:
provides for interaction between the AAA-SD container and the home application.

A2:
provides for interaction between the AAA-SD container and the node application.

A3:
provides for interaction between the AAA-SD container and the PoA application.

A3’:
provides for interaction between the AAA-SD container and the PoA device.


The realization of A3 and A3’ may be identical.


The realization of A1, A2, A3 and A3’ may be identical.

B1:
provides for interaction between the home application and a node application, including bi-directional communication of control information, events and data.

B2:
provides for interaction between a PoA application and the home application, including bi-directional communication of control information, events and data.

B2’:
provides for interaction between a PoA device and the home application, including bi-directional communication of control information, events and data.


The realization of B2 and B2’ may be identical.

B3:
provides for interaction between a PoA application and a node application, including bi-directional communication of control information, events and data.

B3’:
provides for interaction between a PoA device and a node application, including bi-directional communication of control information, events and data.


The realization of B3 and B3’ may be identical.

B4:
provides for interaction between the different node applications, possibly in different containers, including bi-directional communication of control information, events and data.


The realization of B1 and B4 may be identical.

B5:
provides for interaction between the different PoA applications, possibly in different containers, including bi-directional communication of control information, events and data.

B5’:
provides for interaction between the different PoA devices, possibly in different containers, including bi-directional communication of control information, events and data.


The realization of B5 and B5’ may be identical.


The realization of B2, B2’, B3, and B3’ may be identical.

B6:
provides for interaction between the home applications and a node container, including bi-directional communication of control information, events and data.

B7:
provides for interaction between the home application and a PoA container, including bi-directional communication of control information, events and data.

B8:
provides for interaction between node applications and a PoA container, including bi-directional communication of control information, events and data.

B9:
provides for interaction between a PoA application and a PoA device, including bi-directional communication of control information, events and data. 
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