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1 Functional architecture

This clause provides an overview of the M2M Service Capabilities and a description of the reference points.

1.1 Framework

1.1.1 Functions and reference points

This clause provides the framework of the functional architecture as well as reference points.
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Figure 5.1: M2M functional architecture framework

NOTE: Reference points shown with dashed lines denote interfaces that are out of scope of the present document.
M2M Service Capabilities (SCs) Layer provides functions that are to be exposed on the reference points. M2M SCs can use Core Network functionalities through a set of exposed interfaces (e.g. existing interfaces specified by 3GPP, 3GPP2, ETSI TISPAN, etc.). Additionally, M2M SCs can interface to one or several Core Networks.

In the remaining of the present document the following terms will be used:

· NSCL: Network Service Capabilities Layer refers to M2M Service Capabilities in the Network Domain.

· GSCL: Gateway Service Capabilities Layer refers to M2M Service Capabilities in the M2M Gateway.

· DSCL: Device Service Capabilities Layer refers to M2M Service Capabilities in the M2M Device.

· SCL: Service Capabilities Layer, refers to any of the following: NSCL, GSCL, DSCL.

· D/G SCL: refers to any of the following: DSCL, GSCL.

The external reference points (mIa, mId, dIa) are mandated and are required for ETSI M2M compliance. In clauses 5.2 through 5.4 the description of the M2M Service Capabilities is informative. The Description of the reference points is normative.

M2M Node: is a logical representation of the M2M components in the M2M Device, M2M Gateway, or the M2M Core.  An M2M Node shall include one SCL, and optionally an M2M Service Bootstrap function and an M2M Service Connection function.  An M2M Node relies on a s Secured Environment Domain, controlled by the M2M Service Provider associated with the SCL, to protect Sensitive Functions and Sensitive Data.

A Device/Gateway M2M Node shall be instantiated upon pre-provisioning or executing an M2M Service Bootstrap procedure on the M2M Device/Gateway with an M2M Service Provider.  Each Device/Gateway M2M Node may be instantiated with only one M2M Service Provider.

M2M Applications: are respectively Device Application (DA), Gateway Application (GA) and Network Application (NA). DA could reside in an M2M Device which implements M2M Service Capabilities (referred to in clause 6.1 as D device) or alternatively reside in an M2M Device which does not implement M2M Service Capabilities referred to in clause 6.1 as D' device).

mIa Reference Point: 

allows a NA to access the M2M Service Capabilities in the Network Domain. The mIa Reference Point shall comply to the following specification [1].

dIa Reference Point: 

allows a DA residing in an M2M Device to access the different M2M Service Capabilities in the same M2M Device or in an M2M Gateway;

· allows a GA residing in an M2M Gateway to access the different M2M Service Capabilities in the same M2M Gateway.

The dIa Reference Point shall comply to the following specification [1].

mId Reference Point: 

allows an M2M Service Capabilities residing in an M2M Device or M2M Gateway to communicate with the M2M Service Capabilities in the Network Domain and vice versa. mId uses core network connectivity functions as an underlying layer. The mId Reference Point shall comply to the following specification [Error! Reference source not found.].

.

2 Reference points

2.1 Overview

This clause describes the mapping of reference points as described in clause 1.1 to the different deployment scenarios that are supported by the present document.
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Figure 6.1: Mapping of reference points to different deployment scenarios

Gateway (G): shall provide M2M Service Capabilities (GSCL) that communicates to the NSCL using the mId reference point and to DA or GA using the dIa reference point.
Device (D): shall provide M2M Service Capability (DSCL) that communicates to an NSCL using the mId reference point and to DA using the dIa reference point.

Device' (D'): shall host DA that communicates to a GSCL using the dIa reference point. D' does not implement ETSI M2M Service Capabilities.

Additionally there is a non-ETSI M2M compliant device ('d') that connects to SCL using the xIP Capability (NIP, GIP, DIP). d devices do not use ETSI M2M defined reference points, however: 

· GIP may either be an internal capability of GSCL or an application communicating via reference point dIa with GSCL.
· DIP may either be an internal capability of DSCL or an application communicating via reference point dIa with DSCL.
2.2 mIa

The mIa reference point offers generic and extendable mechanism for Network Applications interactions with the NSCL.

The mIa reference point, between NA and NSCL, shall support the procedures described in clause 3.2.3 and comply to [1]. These functions include:

· Registration of NA to the NSCL.

· Request to Read/Write, subject to proper authorization, information in the NSCL, GSCL, or DSCL.

· Request device management actions (e.g. software upgrade, configuration management).

· Subscription and notification to specific events.

· Request the creation, deletion and listing of group(s).

2.3 dIa

The dIa reference point offers generic and extendable mechanism for Device Application (DA)/Gateway Application (GA) interactions with the DSCL/GSCL.

The dIa reference point, between D/GA and DSCL/GSCL, shall support the procedures described in clause 3.2.3 and comply to [1]. These functions include:

· Registration of D/GA to GSCL.

· Registration of DA to DSCL.

· Request to Read/Write, subject to proper authorization, information in the NSCL, GSCL, or DSCL.

· Subscription and notification to specific events.

· Request the creation, deletion and listing of group(s).

2.4 mId

The mId reference point offers generic and extendable mechanism for SCL interactions.

The mId reference point, between SCLs, shall support the procedures described in clause 3.2.3 and comply to [1]. These functions include:

· Registration of a DSCL/GSCL to NSCL.

· Request to Read/Write, subject to proper authorization, information in the NSCL, GSCL, or DSCL.

· Request device management actions (e.g. software upgrade, configuration management).

· Subscription and notification to specific events.

· Request the creation, deletion and listing of group(s).

· Provides security related features as defined in clause 8.
2.5 mIm

The mIm reference point offers generic and extendable mechanisms for NSCL-to-NSCL interactions and communications. 

The mIm reference point, between two NSCLs, shall support the following functions:

· Mutual registration of a NSCL to NSCL

Editor’s Note: The scope of functions on mIm reference point is for FFS. For example, some functions on mId reference point may or may not be required for mIm reference point; or some existing functions on mId reference point may be adapted for mIm reference point; or mIm reference point may need some new functions. 
3 M2M Resource Management and Procedures

3.1 Introduction

3.1.1 Usage of resources in a RESTful architecture

The procedures described below adopt a RESTful architecture style. This style governs how M2M Applications (DA, GA, NA) and/or M2M SCL are exchanging information with each other. The properties of a RESTful style are not described here, please refer to [i.1]. A RESTful architecture is about the transfer of representations of uniquely addressable resources. ETSI M2M standardized the resource structure that resides on a SCL.
In a very simplistic view, imagine that certain resources are buckets that can hold some application specific data. These buckets - as far as the scope of an M2M service layer is concerned - reside in the respective SCL. The buckets have certain properties and are structured as suggested in more detail in the subsequent clauses.

To illustrate a very basic use of this mediator function of the M2M SCL, a simple example shall be described here. An application (DA) on an M2M Device that is not always connected wants to send some data to another application (NA) on the network by means of the M2M SCL. DA would write data to a resource in the NSCL and NA would read that resource. If configured accordingly, the NA could also be notified by the NSCL upon the writing (update) of the resource by the DA, in order to facilitate synchronization between DA and NA. Figure 9.1 is meant to illustrate that process of the data flow and not the operation flow.
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Figure 9.1: Simple example for use of SCL resources to exchange data

When handling resources in a RESTful architecture, there are four basic methods - so called "verbs" - that could be applied to resources:

· CREATE: Create child resources.

· RETRIEVE: Read the content of the resource.

· UPDATE: Write the content of the resource.

· DELETE: Delete the resource.

These methods are referred to as the CRUD methods below. In addition to these basic methods in a RESTful architecture, it is often also useful to define verbs actions that might not directly map to one of the specific method. Moreover a definition of these particular verbs helps the readability of the present document if the verb is chosen appropriately. The additional verbs introduced are:

· NOTIFY: used to indicate the operation for reporting a notification about a change of a resource as a consequence of a subscription. This verb would either map to a response of a RETRIEVE method in case that the long polling mechanism is used, or to an UPDATE method in case that the asynchronous mechanism is used.

· EXECUTE: for executing a management command/task which is represented by a resource. This verb corresponds to an UPDATE method without any payload data.

3.1.2 Definitions

This clause provides definitions that are used for describing the resource procedures detailed in clauses 9.2 and 9.3.

Resource: is a uniquely addressable entity in the RESTful architecture. A resource has a representation that shall be transferred and manipulated with the verbs. A resource shall be addressed using a Universal Resource Identifier (URI).

Sub-Resource: also called child resource. It is a resource that has a containment relationship with the addressed (parent) resource. The parent resource representation contains references to the children. The lifetime of the sub-resource is linked to the parent's resource lifetime.

Attribute: is meta-data that provides properties associated with a resource representation.

Attribute-Type: attributes are distinguished by the following types:

	RW
	read/write by client

	RO
	Read-Only by client, set by the server

	WO
	Write-once, can be provided at creation,but cannot be changed anymore


Note that if an attribute is RW, it does not mean that the Issuer can set it to any value. Some values may be restricted by the Hosting SCL, e.g. due to policies. For example, an expiration time may be written by the Issuer, but it is treated as a suggestion by the Hosting SCL. The Hosting SCL is free to change (i.e. lower) the expiration time. If the Hosting SCL changes anything it shall send back a full representation of the resource as it is created, i.e. a success response with a body.
Issuer: is the actor performing a request. An issuer shall either be an Application or a SCL.

Announced Resource: the content of this resource refers to a resource hosted by the Hosting SCL (Master/original Resource). The purpose of this resource is to facilitate a discovery of the original resource, so that the issuer of the discovery does not have to contact all SCLs in order to find the resource. For detailed description about this resource, refer to clause 9.2.1.14.

Local SCL: The Local SCL is the SCL where an Application or a SCL shall register to. It is the first SCL that receives the request from the original issuer of the request (either an Application or a SCL):

· if the NA is the original issuer, the Local SCL is the NSCL;

· if the GA is the original issuer, the Local SCL is the GSCL;

· if the DA in a D device is the original issuer, the Local SCL is the DSCL;

· if the DA in a D' device is the original issuer, the Local SCL is the GSCL;

· if the DSCL in a D Device is the original issuer then the local SCL is the NSCL or the GSCL.

Hosting SCL: The SCL where the addressed (Master/original Resource) resource resides.

NOTE:
In some cases the hosting SCL also act as Local SCL, this is valid in case of a registration.

Announced-to SCL: a SCL that contains the announced resource (a resource could be announced to multiple SCLs).

Receiver: it represents the actor that receives a request from an issuer. A receiver shall be a SCL or an Application.

3.2 Resource structure

3.2.1 Types of resources to be used in a SCL

This clause introduces the main types of resource used in a SCL. Since all of these resources will have to be addressed in some way and since there are relationships between them (like a parent-child containment relationship), a hierarchical tree structure for modelling their structure and relationships is presented next is clause 9.2.3.

3.2.1.1 SclBase Resource

The sclBase resource shall contain all other resources of the hosting SCL. An sclBase resource is the root of all other resources it contains. The sclBase resource shall represented by an absolute URI. All other resources hosted in the SCL shall also be identified by a URI.

For example, a specific sclBase resource identifying an Network SCL could be http://m2m.myoperator.org/some/arbtrary/base/".

An example of a URI identifier of a container resource hosted by this network SCL could be "http://m2m.myoperator.org/some/arbtrary/base/containers/myExampleContainer".

3.2.1.2 SCL Resource

SCL resource shall represent an associated (remote) SCL that is authorized to interact with the hosting SCL. In order to be authorized to interact with the hosting SCL, the remote SCL has to go through a M2M service registration procedure. An SCL resource is created as a result of a successful registration of the remote SCL with its local SCL or vice-versa. SCL resource shall store context information about the registered SCLs. Registered SCL resource shall contain other resources as described in the tree structures in clause 9.2.3.4.

3.2.1.3 Application Resource

Application resource shall store information about the Application. Application resource is created as a result of successful registration of an Application with the local SCL. Applications shall only register to their local SCL.

3.2.1.4 AccessRight Resource

AccessRight resource shall store a representation of permissions. An accessRight resource is associated with resources that shall be accessible to entities external to the hosting SCL. Basically, they control "who" (permissionHolder) is allowed to do "what" (permissionFlag). Moreover, they can be used in the privacy protection.

3.2.1.5 Container Resource

Container resource is a generic resource that shall be used to exchange data between applications and/or SCLs by using the container as a mediator that takes care of buffering the data. Exchange of data between applications (e.g. on device and network side) is abstracted from the need to set up direct connections and allows for scenarios where both parties in the exchange are not online at the same time. 

3.2.1.6 LocationContainer Resource

A LocationContainer resource shall represent a container for the location information of a M2M entity (e.g. M2M Device/Gateway). The location information may be generated by a Device/Gateway application or provided by location server in the network domain.

3.2.1.7 Group Resource

Group resource shall be used to define and access groups of other resources.

For example, a group resource could be used to write the same content to a group of M2M container resources (this allows a DA to write the same data to many container resources in a NSCL. The data is only sent once to the NSCL, while letting the NSCL replicate it to different container resources. This is a more optimal use of the dIa/mId reference point).

3.2.1.8 Subscription Resource

Subscription resource shall be used to keep track of status of active subscription to its parent resource. A subscription represents a request from the Issuer to be notified about modifications on the parent resource.

3.2.1.9 M2MPoC Resource

The M2MPoC resource shall represent information maintained in the NSCL on how to reach a DSCL or GSCL via a specific access network. The device or gateway maintains this information in the NSCL by creating, updating, or deleting this resource when their point of attachment changes.

3.2.1.10 MgmtObj Resource

A MgmtObj resource holds the management data which represents a certain type of M2M remote entity management function. For a remote entity (i.e. M2M Device/Gateway) multiple mgmtObj resources may be created on NREM for different management purposes.

3.2.1.11 MgmtCmd Resource

A MgmtCmd resource shall be only used to model non-RESTful management commands, i.e. BBF TR-069 Remote Procedure Call (RPC) methods, as listed in Table 9.1. This resource represents the RPC methods in a RESTful manner. With such RESTful modelling, a MgmtCmd (i.e. a RPC) shall be triggered by an NA using the RESTful verb UPDATE. If supported by the specific BBF TR-069 procedure, a triggered MgmtCmd may be cancelled before it finishes by an NA using UPDATE verb or a DELETE verb.

Table 9.1: BBF TR-069 RPC to be modelled as MgmtCmd Resource

	BBF TR-069 RPC Methods
	Meaning

	FactoryReset
	Used by the ACS [Error! Reference source not found.] to reset the CPE [Error! Reference source not found.] to its factory default state.

	Reboot
	Used by the ACS to cause the CPE to reboot.

	Upload
	Used by the ACS to cause the CPE to upload a specified file to the designated location. It can be cancelled by BBF TR-069 CancelTransfer RPC.

	Download
	Used by the ACS to cause the CPE to download a specified file from the designated location. It can be cancelled by BBF TR-069 CancelTransfer RPC.

	ScheduleDownload
	Used by the ACS to cause the CPE to download a specified file from the designated location and apply it within either one or two specified time

Windows. It can be cancelled by BBF TR-069 CancelTransfer RPC.

	ScheduleInform
	Used by the ACS to request the CPE to schedule a one-time Inform method call sometime in the future.

	ChangeDUState
	Used by an ACS to trigger the explicit state transitions of Install, Update, and Uninstall for a Deployment Unit (DU), i.e. installing a new DU, updating an existing DU, or uninstalling an existing DU.


3.2.1.12 AttachedDevices Resource

An AttachedDevices resource shall be used to collect the management information of all M2M D' devices that are attached to a M2M Gateway. It shall reside under a G <scl> resource created in the remote NSCL.
3.2.1.13 AttachedDevice Resource

A AttachedDevice resource shall be used to represent each M2M D' device that is attached to a M2M Gateway. The resource lives only in the NSCL and it shall reside under the AttachedDevices resource of the corresponding M2M Gateway.

3.2.1.14 Announced Resource

An announced resource shall point to the original resource hosted in another SCL. The announced resource is an actual resource which consists of only a limited set of attributes, which are the searchStrings, the link to the original resource and the access right. The purpose of the announced resource is to facilitate a discovery of the original resource when querying the announced-to SCL, so that the issuer of the discovery does not have to contact all SCLs in order to find the resources. An announced resource itself shall only be visible when it is directly accessed via its full URI. During discovery a direct reference to the original resource shall be returned. Only locally created resources can be announced.

Removing an announced resource, for example due to deregistration of an SCL (which correspond to a removal of the parent SC L resource), does not remove the original resource, but does remove all the children of announced resource Reversely, when the original resource is removed, it is the responsibility of the original SCL, where the original resource is hosted, to remove the announced resource. If this is not done (e.g. because the original SCL is offline), the announcement resource shall be removed when it expires.

NOTE:
There are collections with:
1) only real resources;
2) a mix of real resources and announced resources;
3) only announced resources.

A resource of the same type (e.g. <application> resources) might have different content depending on where in the tree it is located. There are different ways of representing this, i.e. either by defining different resources or by defining one collection resource that contain both types of children. The latter solution is chosen, but it is indicated in each case whether which child resources are allowed.
3.2.1.15 NotificationChannel Resource

A NotificationChannel resource shall be used by non-server capable client to receive asynchronous notifications. The notification channel is prepared to handle several mechanisms on how to receive these asynchronous notifications. However, currently only one mechanism is fully specified, which is the so-called "long polling" mechanism. This method is based on the server not responding to requests until a notification needs to be sent (or until a timeout occurs).

3.2.1.16 Discovery Resource

A discovery resource shall be used to allow discovery. It is used to retrieve the list of URI of resources matching a discovery filter criteria. It does not represent a real resource in the sense that it does not have a representation and it shall never be cached.

3.2.1.17 Collection Resource

This resource represents an abstract concept that is applicable to various resources in the resource structure. For details on the collection resources, see clause 9.3.

A collection resource normally has its own associated accessRightID and allows subscriptions on modification in the collection resource.

I.e. when resources contain a collection of similar sub-resources, this is modelled as a collection resource. There are several collection resources identified, e.g. the SCL resource mentioned above contains collection resources for <group> resources, for <container> and <locationContainer> resources, for <application> resources, for <accessRight> resources and for <mgmtObj> and <mgmtCmd> resources. A collection can container local resources and/or the corresponding announced resources. A collection resource representation contains the sub-resources by reference and it may also contain attributes.

3.2.2 Common attributes

Many of the attributes of the resources described in the present document are common. Those attributes are described here once in order to avoid duplicating the description for every resource that contains it.

Attributes that are only used in one or two resource types are described only in the section for that resource.

Table 9.2

	Name
	Description

	accessRightID
	URI of an access rights resource. The permissions defined in the accessRight resource that is referenced determine who is allowed to access the resource containing this attribute for a specific purpose (retrieve, update, delete etc.).

If a resource type does not have an accessRightID attribute definition, then the accessRights for resources of that type are governed in a different way, for example, the accessRight associated with the parent may apply to a child resource that does not have an accessRightID attribute definition, or the permissions for access are fixed. Refer to the corresponding procedures to see how permissions are handled in these cases.

If a resource type does have an accessRightID attribute definition, but the (optional) accessRightID attribute is not set, or it is set to a value that does not correspond to an valid, existing, accessRight resource, or it refers to an accessRight resource that is not reachable (e.g. because it is located on a remote SCL that is offline or not reachable), then the system default access permissions shall apply.

The system default access permissions grant all permissions (i.e. the full set of permissionsFlags) to the following permission holders depending on the prefix of URI of the resource.

The permissionHolders for prefixes from most specific to least specific are as follows:

<sclBase>/scls/<scl>/applications/<applicationAnnc>: the hosting SCL, the SCL corresponding to the <scl> resource and the Application corresponding to the <applicationAnnc> resource shall be the permissionHolders.

<sclBase>/scls/<scl>: the hosting SCL and the SCL corresponding to the <scl> resource shall be the permissionHolders.

<sclBase>/applications/<application>: the hosting SCL and the Application corresponding to the <application> resource shall be the permissionHolders.

<sclBase>: the hostingSCL shall be the permissionHolder.

	announceTo
	In a request on mIa or dIa, this is interpreted as the list of the SCLs that the SCL will try to announce to on behalf of the requestor. In responses, the list indicates the actual list of resources to which the resource is announced at the moment.

If this attribute is not provided in requests on the mIa or dIa, the local SCL will decide where the resource will be announced.

	creationTime
	Time of creation of the resource.

	expirationTime
	Absolute time after which the resource will be deleted by the hosting SCL. This attribute can be provided by the issuer, and in such a case it will be regarded as a hint to the hosting SCL on the lifetime of the resource. The hosting SCL can however decide on the real expirationTime. If the hosting SCL decides to change the expirationTime attribute value, this is communicated back to the issuer.
The lifetime of the resource can be extended by providing a new value for this attribute in an UPDATE verb. Or by deleting the attribute value, e.g. by not providing the attribute when doing a full UPDATE, in which case the hosting SCL can decide on a new value.

	filterCriteria
	This are criteria that filter the results. They can either be used in a GET (as query parameters) or in a subscribe.

	lastModifiedTime
	Last modification time of a resource.

	link
	URI of the related remote resource. In an announced resources, this is the URI of the announcing resource. In an <scl> resource, this is the URI of the <sclBase> resource of the registered SCL.

	searchStrings
	Tokens used as keys for discovering resources.


3.2.3 Tree structure modelling relationship of different resource types

3.2.3.1 Overview

The present document uses a tree representation for describing how the different types of resources relate to each other. This is essential for deriving a meaningful way to navigate to the different resources and understand their use. The tree structure described in this clause does not mandate a physical implementation for data storage however the access to resources shall be done by traversing the tree and using resource links as per the tree structure described in the remaining of clause 9.2.3 and related subclauses. The structure described in this clause applies to all SCLs, i.e. the same structure applies to resources in the NSCL, the GSCL and the DSCL.

The following notations have been used in the present document:

· The notation <resourceName> means a placeholder for an identifier of a resource of a certain type. The actual name of the resource is not predetermined.

· The notation "attribute" denotes a placeholder for one or more fixed names. Attribute names and types are described in a table for each resource showing the resource structure.

· Without the delimiters < and > or "and", names appearing in boxes are literals for fixed resource names or attributes.

· Square boxes are used for resources and sub-resources. In order to be able to access sub-resources in a RESTful way, an Issuer shall access these resources directly, only by their references (URIs) which are part of the parent resource representation. The parent resource does not include the representation of its sub-resources, Any deviations from this rules are described in details through the present document.

· Rounded boxes are used for attributes of resources. In order to be able to address and access individual attributes, or parts of an attribute, in a RESTful way they shall be accessible in a way similar to as sub-resources. This is called partial addressing. The main difference is that the attributes are served as part of the containing resource (e.g. in case of http binding they do not have separate e-tag handling and modification times are not kept per attribute).

· Parent-Child relationship and multiplicity: The parent-child relationships are indicated by solid lines. At each end of a line an indicator for the number of valid elements of a parent/child is depicted. The symbol:

· "*" indicates any number from 0 to infinity.

· "k", "n", "m", etc. indicate a fixed but so far undefined number of elements. If a parent resource is deleted, the containment relation implies that all child-resource shall be deleted as well (recursively).

The following conventions are used throughout the document:

· All resource type names shall be in lower case, in case of composed name the subsequent words shall start with a capitol letter, for example "accessRight".

· All resources shall indicate an object and not an action or verb.

· If a resource identifies a collection,, then the resource name shall be in a plural form, for example if we need to indicate a collection of flowers the correspondent resource shall be called "flowers".

· All attributes shall be in lower case. In case of composed name the separation between word is indicated by the using a capitol letter for the following word. For example "searchStrings".

3.2.3.2 Resource <sclBase>
The <sclBase> resource in this tree shall be the root for all resources that are residing on the hosting SCL.
This SCL can be reached for registering remote SCLs and/or local Applications. The <sclBase> hosts and manages sub-resources. An SCL shall perform M2M procedures upon requests by other entities (other SCLs or Applications). Not all defined features may be supported by specific SCLs. For example; a DSCL or GSCL may not be server capable and/or publicly addressable. This implies that some resources may only be addressed locally and not from a remote SCL. A <sclBase>-resource shall be addressed by an URI.

The <sclBase> resource may contain attributes that describe the hosting SCL.

Regardless of the accessRight, the <sclBase> resource shall not be created or deleted via the RESTful API. The <sclBase> is managed outside the scope of the API. However, it may be modified and read via the API by entities that have the correct authorization, as defined by the accessRight identified by the accessRightID attribute in the <sclBase> resource.

The <sclBase> resource does contain collection resources representing collections of <scl> resources, <application> resources, <container> resources, <group> resources, <accessRight> resources and <subscription> resources. In general, where in the resource tree an entity (Application or SCL) creates a <container>, a <group> or an <accessRight> resource depends mainly on the lifecycle requirements on that resource.

Resources created directly in a child collection of <sclBase> resource live as long as the <sclBase> lives, and this gives the resource the possibility to outlive its creator. The creator can either be a local or remote to the <sclBase>.

Resources created in the child collection of a <scl> resource on a remote <sclBase> resource live as long as the <scl> resource is available. They will be removed at deregistration of the SCL.
Resources created in the child collection of the <application> resource or a local application will live as long as the local <application> resource is available. They will be removed at deregistration of the application.

Resources created in the child collection of the <applicationAnnc> resource will live as long as that announcement resource lives. They will be removed when de-announcing of the application.
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Figure 9.2: Structure of <sclBase>-resources

The <sclBase> shall contain the sub resources based on the multiplicity indicated in Table 9.3.

Table 9.3

	subResource
	Multiplicity
	Description

	scls
	1
	Collection of <scl> resources each representing a remote SCLs with which the hosting SCL is registered to or that is registered with the hosting SCL. The collection only contains <scl> resources, representing remote SCLs. See clause 9.2.3.3.

	applications
	1
	Collection of <application> resources which are registered the hosting SCL represented by the <sclBase> resource.
This collection contains only <application> resources, representing local Applications. See clause 9.2.3.5.

	containers
	1
	Collection of <container> resources that do not have a containment relation with a specific remote entity (Application or SCL). This means that if the entity that created a <container> in this collection is deleted, the <container> shall not be deleted.
This collection contains local <container> resources (representing local containers created by local or remote entities). See clause 9.2.3.11.

	groups
	1
	Collection of <group> resources that do not have a containment relation with a specific remote entity (Application or SCL). This means that if the entity that created a <group> in this collection is deleted, the <group> resource shall not be deleted.
This collection contains local <group> resources (representing local groups created by local or remote entities). See clause 9.2.3.18.

	accessRights
	1
	Collection of <accessRight> resources that do not have a containment relation with a specific remote entity (Application or SCL). This means that if the entity that created an <accessRight> in this collection is deleted, the <accessRight> shall not be deleted.
This collection contains local <accessRight> resources created by local or remote entities. See clause 9.2.3.8.

	subscriptions
	1
	Collection containing all active subscriptions for the <sclBase> resource. See clause 9.2.3.22.

	discovery
	1
	Resource used for resource discovery. See clause 9.2.3.36.


The <sclBase> shall contain the attributes that are tagged M (Mandatory) in Table 9.4. The <sclBase> resource may also contain attributes that are tagged O (Optional) in Table 9.4.

Table 9.4

	AttributeName
	Mandatory/Optional
	Type
	Description

	accessRightID
	O
	RW
	See clause 9.2.2 Common attributes. The default may be set by the system at creation.

	searchStrings
	M
	RW
	See clause 9.2.2 Common attributes. This attribute is only applicable on the registered-to SCL's <sclBase> resource.

These searchStrings can be used by the registering SCL when creating a <scl> resource representing the registered-to SCL.

This allows the registered-to SCL to be discovered using search strings when the discovery procedure is executed on the discovery resource in the registering SCL.

	creationTime
	M
	RO
	See clause 9.2.2 Common attributes.

	lastModifiedTime
	M
	RO
	See clause 9.2.2 Common attributes.

	aPocHandling
	O
	RW
	The aPocHandling attribute controls how SCL retargeting shall be performed. It can have two value; SHALLOW or DEEP. 
SHALLOW means that only exact or shallow prefix matches (1 level deep) to elements in the aPoCPaths attribute are retargeted, 
DEEP means that any prefix match will result in retargeting. See [9.3.2.31] for details

If the aPocHandling attribute is not present, the SCL shall act the same as if the value was SHALLOW.

This attribute shall only be modified as part of the scl registration procedure (see [create <scl>) or, in case sclBase resource represents a GSCL or DSCL, it can be modified by an NSCL with which the GSCL or DSCL is registered.


3.2.3.3 Resource scls
The scls resource is a collection resource that shall represent a collection of 0 or more <scl> resources.
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Figure 9.3: Structure of scls resource

The scls resource shall contain the sub-resources with the indicated multiplicity in Table 9.5.

Table 9.5

	subResource
	Multiplicity
	Description

	<scl>
	0..unbounded
	See clause 9.2.3.4.

	subscriptions
	1
	See clause 9.2.3.22.

	mgmtObjs
	0..1
	This resource is only applicable and mandatory in the NSCL, i.e.:

In the NSCL the multiplicity shall be 1.

In the DSCL and GSCL, the multiplicity shall be 0.


The scls resource shall contain the sub resources that are tagged M (Mandatory) in Table 9.6. The scls resource may also contain sub resources that are tagged O (Optional) in Table 9.6.

Table 9.6

	AttributeName
	Mandatory/Optional
	Type
	Description

	accessRightID
	O
	RW
	See clause 9.2.2 Common attributes

	creationTime
	M
	RO
	See clause 9.2.2 Common attributes

	lastModifiedTime
	M
	RO
	See clause 9.2.2 Common attributes


3.2.3.4 Resource <scl>
An <scl> resource shall represent a remote SCL that is registered to the containing <sclBase>. This means that each remote SCL that is registered with the <sclBase> shall be represented by an <scl> resource in that <sclBase> (the registered remote SCL).

Conversely, each registered to SCL shall also be represented as a sub-set <scl> resource in the registering SCL's <sclBase>.

For example, when SCL1 registers with SCL2, there will be two <scl> resources created, one in SCL1, <sclBase1>/scls/<scl2> and one in SCL2: <sclBase2>/scls/<scl1>.
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Figure 9.4: Structure of <scl> resource

The <scl> resource shall contain the sub-resources with the indicated multiplicity in Table 9.7.

Table 9.7

	subResource
	Multiplicity
	Description

	containers
	1
	See clause 9.2.3.11. Can contain a mix of local <container> resources created by an SCL or Application and <containerAnnc> resources (representing references to remote containers that are announced here).

	groups
	1
	See clause 9.2.3.18. Can contain a mix of local <group> resources created by an SCL or Application and <groupAnnc> resources (representing references to remote groups that are announced here).

	applications
	1
	See clause 9.2.3.5. Contains only <applicationAnnc> resources (representing remote Applications that are announced here).

	accessRights
	1
	See clause 9.2.3.8. Can contain a mix of local <accessRight> resources and <accessRightAnnc> resources (representing references to remote <accessRight> resources that are announced here).

	subscriptions
	1
	See clause 9.2.3.22.

	mgmtObjs
	0..1
	See clause 9.2.3.26. Can contain the <mgmtObj> resources.

This is only applicable for <scl> resource hosted on the NSCL.

	notificationChannels
	1
	See clause 9.2.3.34. The collection of notification channels for use by the registered <scl>.

	m2mPocs
	0..1
	See clause 9.2.3.24. Collection of zero or more point of contacts that can be used to reach the SCL for M2M REST traffic, i.e. in-band points of contact.

Note that the m2mPoc does not play any role in the communication from registering SCL to registered-to SCL. It is assumed that registering SCL is configured or has discovered a remote/registered-to SCL and in doing so became aware of its IP-address or FQDN. This address will be used for all communication from registering/registered to register SCL. However, for the register SCL to contact the registered SCL, the m2mPocs information will be used.
Only the applicable in the NSCL's <sclBase>.

	attachedDevices
	0..1
	See clause 9.2.3.32. Collection of zero or more <attachedDevice> resources of the D' (or d) type devices attached to the M2M Gateway (or D device) represented by the <scl>. This sub-resource shall only appear in the G (or D) <scl> registered in an NSCL resource tree.


The <scl> resource shall contain the attributes that are tagged M (Mandatory) in Table 9.8. The <scl> resource may also contain attributes that are tagged O (Optional) in Table 9.8.

Table 9.8

	AttributeName
	Mandatory/Optional
	Type
	Description

	pocs
	M
	RW
	List of zero or more points of contact that can be used for out-of-band communication with an SCL.

This is only applicable for <scl> resources hosted on the NSCL, i.e. for <scl> resources that represent a registered DSCL or GSCL.

For <scl> resource hosted on the DSCL or GSCL, and therefore representing the NSCL, the value of the pocs is always the empty collection.

	remTriggerAddr
	O
	RW
	Contains the "triggering address" of the remote entity represented by the M2M Device's or Gateway's <scl> registered resource with a hosting network <sclBase> for management purpose. It shall not be present in any registered network <scl> hosted in a DSCL or GSCL. 

This attribute may be provided during the <scl> registration procedure or by other provisioning means including pre-configuration or bootstrapping.

The format of this attribute shall be a URI as specified by existing management protocols (e.g. a WAP/SIP/HTTP Push URI in OMA-DM, a HTTP URI in BBF TR-069).

For network-initiated management procedures, the NSCL shall send a triggering message (e.g. OMA-DM Notification, BBF TR-069 Connection Request) to this address to request the remote entity to setup a management session with the NSCL.

	onlineStatus
	M
	RO
	Indicates if the SCL is reachable for M2M REST traffic.

For <scl> resource hosted on the NSCL, the value is set as described below.

The status is set by the hosting SCL based on the provided m2mPoc information and/or long polling activity.

If the <scl> resource contains at least one active (online) m2mPoc, then the onlineStatus of that SCL resource shall be set to ONLINE.

If the <scl> resource is currently involved in long-polling, the online status of that SCL resource shall be set to be ONLINE.

If there are no m2mPocs defined or if all m2mPocs are marked as OFFLINE and no long-polling is ongoing, then the onlineStatus of that SCL shall be set to OFFLINE.

If there are m2mPocs, and all of them are marked as NOT_REACHABLE, the onlineStatus of the SCL shall be set to NOT_REACHABLE to indicate that the SCL cannot be reached using any of the m2mPocs. NOT_REACHABLE can be regarded as a sub-state of ONLINE.
For an <scl> resource hosted on a G/DSCL the value shall be ONLINE

	serverCapability
	M
	RO
	When set to TRUE it means that this SCL could try to issue connections towards the registered SCL.

This attribute is always set to TRUE for <scl> resources hosted on the DSCL or GSCL, i.e. for <scl> resources representing an NSCL (i.e. the registered-to SCL).

For <scl> resource hosted on the NSCL, the value of serverCapability is set to TRUE only if there are m2mPocs available.

	link
	M
	WO
	The URI of the <sclBase> of the remote SCL.

	schedule
	O
	RW
	Represents the connection schedule of the remote / registered SCL. This is provided for information purposes only. The present document does not mandate any specific handling associated with the schedule.

Only applicable for registered SCLs, i.e. only in the NSCL's <sclBase> resource tree.

	expirationTime
	M
	RW
	See clause 9.2.2 Common attributes. This represents the expiration time of the registration. If the SCL does not refresh its registration before that time the resource is deleted.

	accessRightID
	O
	RW
	See clause 9.2.2 Common attributes.

	searchStrings
	M
	RW
	See clause 9.2.2 Common attributes.

	creationTime
	M
	RO
	See clause 9.2.2 Common attributes.

	lastModifiedTime
	M
	RO
	See clause 9.2.2 Common attributes.

	locTargetDevice
	O
	RW
	The device address to be used for retrieving the location information of the M2M Device or Gateway which is represented by this <scl>.

Only present for <scl> resource hosted on the NSCL.

This attribute is only used in the case that the location information is provided by a network-based location server (e.g. a 3GPP location server). It will be provided to the location server by the hosting SCL (i.e. NTOE) for the location information retrieval.

The format of this attributed shall conform to the interface provided by the location server (e.g. MSISDN for a 3GPP location server).

	mgmtProtocolType
	O
	RW
	It is defined and used to store the management protocol that this <scl> supports. 

Only applicable for <scl> resource hosted on the NSCL.

An M2M Device (or a M2M Gateway) shall indicate the mgmtProtocolType they support during the procedures such as SCL Registration, Update SCL Registration, and normal RESTful Update of this attribute.

	integrityValResults
	O
	RW
	Indicates the signed Integrity Validation results for the registering SCL.

This attribute is optional and relates only to D/GSCL since Integrity Validation is not performed on the NSCL.

	aPocHandling
	O
	RO
	The aPocHandling attribute as received during scl registration is the basis for aPocHandling attribute that is set on the <sclBase> resource, which in turn controls the SCL retargeting behaviour.

	sclType
	M
	WO (Write Once)
	This attribute indicates the SCL type: NSCL, GSCL, DSCL. 


The link attribute is used for routing purposes in the NSCL. If a URI is addressed which is a subordinate URI of the one of the links in a registered SCL, then the hosting SCL (i.e. the NSCL) shall route the request based on the m2mPoc information provided for the registered SCL

The algorithm for this is follows:

· The hosting SCL shall select which of the <m2mPoc> resources marked as ONLINE or NOT_REACHABLE shall be used. The selection logic could depend on the indicated RCAT (see clause 9.3.1.5), time of day, cost criteria, location etc. Not reachable m2mPocs typically would get a lower priority in this selection process. The present document does not specify how the selection of the m2mPoc is done.

· The contactInformation from the selected <m2mPoc> resource shall be used to obtain a host and port. The contactInformation either directly contains the host and port or contains information that can be used to derive the host and port information.

· The request is routed based on The resolved host and port.

· If the hosting SCL detects that the constructed URI is not reachable, the hosting SCL shall set the onlineStatus of that selected <m2mPoc> resource to NOT_REACHABLE. This might lead to a change of the onlineStatus of the <scl> resource as described above. The hosting SCL shall then repeat the process using the remainder of the <m2mPoc> resources.

If all of the <m2mPoc> resources are OFFLINE, if none of them could be reached, or if the m2mPocs collection is empty, then the hosting SCL shall buffer the request for a maximum duration as indicated by the TRPDT (see clause 9.3.1.5). In the mean time it may try to wakeup the SCL that is corresponds to the <scl> resource. If no connection becomes available before the TRPDT expires, then the hosting SCL shall send an error response to the request.

3.2.3.5 Resource applications

The applications resource shall represent a collection of <application> resources.

Depending on its location in the tree it may contain registered application or announced application resources.

The <sclBase>/applications resource shall contain only <application> resources, representing locally registered applications.

The <sclBase>/scls/<scl>/applications resource shall contain only <applicationAnnc> resources, representing remote applications residing on the indicated <scl> that are announced to the local <sclBase>.
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Figure 9.5: Structure of registered applications and applications resources

The applications resource shall contain the sub with the indicated multiplicity in Table 9.9.

Table 9.9

	subResource
	Multiplicity
	Description

	<application>
	0..unbounded
	See clause 9.2.3.6. Represents either a locally registered or registerable applications.

	<applicationAnnc>
	0..unbounded
	See clause 9.2.3.7. Represents remote applications that are announced here.

	subscriptions
	1
	See clause 9.2.3.22.

	mgmtObjs
	0..1
	If the applications resource resides under <nsclBase>/scls/<scl>,i.e. on the NSCL of the M2M Server (NREM), it shall have a collection mgmtObjs.

If applications resource resides under <sclBase>/scls/<scl> it shall not have mgmtObjs. 

When the applications resource resided in a M2M Device (DREM) or M2m Gateway (GREM), it will not have mgmtObjs.


The applications resource shall contain the attributes that are tagged M (Mandatory) in Table 9.10. The applications resource may also contain attributes that are tagged O (Optional) in Table 9.10.

Table 9.10

	AttributeName
	Mandatory/Optional
	Type
	Description

	accessRightID
	O
	RW
	See clause 9.2.2 Common attributes.

	creationTime
	M
	RO
	See clause 9.2.2 Common attributes.

	lastModifiedTime
	M
	RO
	See clause 9.2.2 Common attributes.


3.2.3.6 Resource <application>

This resource represents an application that is registered.
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Figure 9.6: Structure of <application> resource

The <application> resource shall contain the sub resources with the indicated multiplicity in Table 9.11.

Table 9.11

	subResource
	Multiplicity
	Description

	containers
	1
	See clause 9.2.3.11. Contains local containers typically created by the parent application.

	groups
	1
	See clause 9.2.3.18. Contains local groups typically created by the parent application.

	accessRights
	1
	See clause 9.2.3.8. Contains local <accessRight> resources typically created by the parent application.

	subscriptions
	1
	See clause 9.2.3.22.

	notificationChannels
	1
	See clause 9.2.3.34. The collection of notification channels for use by the registered application.


The <application> resource shall contain the attributes that are tagged M (Mandatory) in Table 9.12. The <application> resource may also contain attributes that are tagged O (Optional) in Table 9.12.

Table 9.12

	AttributeName
	Mandatory/Optional
	Type
	Description

	expirationTime
	M
	RW
	See clause 9.2.2 Common attributes. This shall represent the expiration time of the registration. If the SCL does not refresh its registration before that time the resource is deleted and the application is de-registered.

	accessRightID
	O
	RW
	See clause 9.2.2 Common attributes.

	searchStrings
	M
	RW
	See clause 9.2.2 Common attributes.

	creationTime
	M
	RO
	See clause 9.2.2 Common attributes.

	lastModifiedTime
	M
	RO
	See clause 9.2.2 Common attributes.

	announceTo
	M
	RW
	See clause 9.2.2 Common attributes.

	aPoC
	O
	RW
	The Application Point of Contract is a URI that identifies how request are re-targeted.

	aPoCPaths
	O
	RW
	The aPocPaths, if present, is used to determine if a targetURI is to be re-targeted, by doing a prefix match against the elements in the path. Each path can optionally have an accessRightID associated with it, which, if present, is used for authorization purposes when doing the re-targeting. The accessRightID of the best matching path prefix is used for this purpose. The value of aPoCPaths is only relevant when the aPoC attribute is also present.

	locRequestor
	O
	RW
	The identity of the Application to be used for the content of privacy control when requesting the location information of a remote M2M Device or Gateway.

This attribute is only used in the case that the location information is provided by a network-based location server (e.g. a 3GPP location server). It will be provided to the location server if the content is required for the location information retrieval.

The format of this attributed shall conform to the interface provided by the location server (e.g. MSISDN for a 3GPP location server).


3.2.3.7 Resource <applicationAnnc>

This resource shall represent an active announcement of a registered application in another SCL. The <applicationAnnc> resource keeps a link to the original resource. That will also be the reference returned during discovery.

The <applicationAnnc> resources contains sub-resources for containers, groups, and accessRights collection resources. This allow the creation of these types of resources (container/group/accessRight) with a lifetime and scope that are linked to the announced resource. I.e. resource created as descendants of the announced resource will automatically be deleted when the application is de-announced or when the announcement expires.

It shall be the responsibility of the announcing SCL to keep the accessRightID and the searchStrings in sync with the resource that is announced.

The following rules apply:

<sclBase1./applications/<app> announced on <sclBase2> as <sclBase2>/scls/<scl1>/applications/<app_Annc>
Where <scl1> is the resource created when <sclBase1> registered with <sclBase1>. The announcing SCL shall suggest the name of the announced resource as the concatenation of the name of the announcing resource with the suffix "Annc" i.e. <app>Annc. Or if the application resource name is "myApp", the announced resource shall be named "myAppAnnc".
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Figure 9.7: Structure of <applicationAnnc> resource

The <applicationAnnc> resource shall contain the sub with the indicated multiplicity in Table 9.13.

Table 9.13

	subResource
	Multiplicity
	Description

	containers
	1
	See clause 9.2.3.11. Contains a mix or containerAnnc and container resources.

	groups
	1
	See clause 9.2.3.18. Contains a mix of groupAnnc and group resources.

	accessRights
	1
	See clause 9.2.3.8. Contains a mix of accessRightAnnc and accessRight resources.


The <applicationAnnc> resource shall contain the attributes that are tagged M (Mandatory) in Table 9.14. The <applicationAnnc> resource may also contain attributes that are tagged O (Optional) in Table 9.14.

Table 9.14

	AttributeName
	Mandatory/Optional
	Type
	Description

	link
	M
	WO
	See clause 9.2.2 Common attributes. The reference to the resource that is announced here.

	accessRightID
	O
	RW
	See clause 9.2.2 Common attributes. Same as the accessRightID of the announced resource (indicated by the link).

	searchStrings
	M
	RW
	See clause 9.2.2 Common attributes. Same as the searchStrings of the announced resource (indicated by the link).

	expirationTime
	M
	RW
	See clause 9.2.2 Common attributes.


3.2.3.8 Resource accessRights

The accessRights resource represents a collection of <accessRight> resources and/or <accessRightAnnc> resources. The following combinations are possible:

<sclBase>/accessRights - contains accessRight resources only (created by local or remote entities).

<sclBase>/scls/<scl>/accessRights - contains accessRightAnnc resources announced by <scl> and/or accessRight resources.

<sclBase>/applications/<app>/accessRights - contains local accessRight resource only, typically created by the Application corresponding to <app>.

<sclBase>/scls/<scl>/applications/<applicationAnnc>/accessRights - contains accessRightAnnc resource announced by the SCL corresponding to <scl> and/or accessRight resource typically created by the SCL corresponding to <scl> or the Application on whose behalf <applicationAnnc> is created.
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Figure 9.8: Structure of accessRights-resource

The accessRights resource shall contain the sub resources with the indicated multiplicity in Table 9.15.

Table 9.15

	subResource
	Multiplicity
	Description

	<accessRight>
	0..unbounded
	See clause 9.2.3.9.

	<accessRightAnnc>
	0..unbounded
	See [accessRightAnnc].

	subscriptions
	1
	See clause 9.2.3.22.


The accessRights resource shall contain the attributes that are tagged M (Mandatory) in Table 9.16. The accessRights resource may also contain attributes that are tagged O (Optional) in Table 9.16.

Table 9.16

	AttributeName
	Mandatory/Optional
	Type
	Description

	accessRightID
	O
	RW
	See clause 9.2.2 Common attributes.

	creationTime
	M
	RO
	See clause 9.2.2 Common attributes.

	lastModifedTime
	M
	RO
	See clause 9.2.2 Common attributes.


3.2.3.9 Resource <accessRight>

Access rights are defined as "white lists" or permissions, i.e. each permission defines "allowed" entities (defined in the permissionHolders) for certain access modes (permissionFlags). Sets of permissions are handled such that the resulting permissions for a group of permissions are the sum of the individual permissions. I.e. an action is permitted if it is permitted by some / any permission in the set.

By setting an accessRightID attribute on a resource, the permissions for accessing that resource are then defined by the permissions defined in the accessRight resource.
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Figure 9.9: Structure of <accessRight> resource

The <accessRight> resource shall contain the sub resources with the indicated multiplicity in Table 9.17.

Table 9.17

	subResource
	Multiplicity
	Description

	subscriptions
	1
	See clause 9.2.3.22.


The <accessRight> resource shall contain the attributes that are tagged M (Mandatory) in Table 9.18. The <accessRight> resource may also contain attributes that are tagged O (Optional) in Table 9.18.

Table 9.18

	AttributeName
	Mandatory/Optional
	Type
	Description

	expirationTime
	M
	RW
	See clause 9.2.2 Common attributes.

	searchStrings
	M
	RW
	See clause 9.2.2 Common attributes.

	creationTime
	M
	RO
	See clause 9.2.2 Common attributes.

	lastModifiedTime
	M
	RO
	See clause 9.2.2 Common attributes.

	announceTo
	M
	RW
	See clause 9.2.2 Common attributes.

	permissions
	M
	RW
	The collection of permissions defined by this <accessRight>. These permissions are applied to resources referencing this accessRight resource using the accessRightID attribute.

	selfPermissions
	M
	RW
	Defines the collection of permissions for the <accessRight> resource itself.


The permissionFlags and the permissionHolders could then be generalised to actions (which might be granting access, but might also be more specific, like granting access to a subset, i.e. filtering part of the data). The permissionHolders could be generalised to conditions, which may include things like the identity of the requestor, everybody except specified identities, but it might also include time based conditions etc.

3.2.3.10 Resource <accessRightAnnc>

This resource shall represent an active announcement of an <accessRight> resource in another SCL. The <accessRightAnnc> resource keeps a link to the original resource. That will also be the reference returned during discovery.

It shall be the responsibility of the announcer to keep the accessRightID and the searchStrings attributes in sync with the resource that is announced.

The following rules apply:

<sclBase1>/accessRights/<accessRight> announced on <sclBase2> as <sclBase2>/scls/<scl1>/accessRights/<accessRightAnnc>.

<sclBase1>/applications/<app>/accessRights/<accessRight> announced on <sclBase2> as <sclBase2>/scls/<scl1>/applications/<appAnnc>/accessRights/<accessRightAnnc>.

Where <scl1> is the resource created when <sclBase1> registered with <sclBase1> and <appAnnc> is the announced resource for <app>.

The announcing SCL shall suggest the name of the announced resource as the concatenation of the name of the announcing resource with the suffix "Annc", i.e. <accessRight>Annc. Or if the <accessRight> resource name is "myAccessRight", the announced resource shall be named "myAccessRightAnnc". The hosting/announced-to SCL may not accept this name in case of name clashes with locally created accessRight resource. In such a case the announced-to SCL will allocate a different name and return this to the issuer.
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Figure 9.10: Structure of <accessRightAnnc> resource

The <accessRightAnnc> resource shall not contain the any sub resources:

The <accessRightAnnc> resource shall contain the attributes that are tagged M (Mandatory) in Table 9.19. The <accessRightAnnc> resource may also contain attributes that are tagged O (Optional) in Table 9.19.

Table 9.19

	AttributeName
	Mandatory/Optional
	Type
	Description

	link
	M
	WO
	See clause 9.2.2 Common attributes. The reference to the resource that is announced here.

	accessRightID
	O
	RW
	See clause 9.2.2 Common attributes. Same as the accessRightID of the announced resource (indicated by the link).

	searchStrings
	M
	RW
	See clause 9.2.2 Common attributes. Same as the searchStrings of the announced resource (indicated by the link).

	expirationTime
	M
	RW
	See clause 9.2.2 Common attributes.


3.2.3.11 Resource containers

The containers resource represents a collection of container resources and containerAnnc resources. The following combinations are possible:

<sclBase>/containers – can contain the following type of resources

· container resources only (either created by local or remote entities).

<sclBase>/scls/<scl>/containers – can contain a mix of the following resources 
· containerAnnc resources announced by the SCL corresponding to <scl> 
· container resources.

<sclBase>/applications/<app>/containers – can contain a mix of the following type of resources

· container resources, typically created by the Application corresponding to <app> 

·  locationContainer, typically created by the Application corresponding to <app>.

<sclBase>/scls/<scl>/applications/<applicationAnnc>/containers – can contain a mix of the following type of resources

· <containerAnnc> resources announced by the SCL corresponding to <scl> 

· <locationContainerAnnc> resources announced by the SCL corresponding to <scl> 
· <container> resources typically created by the SCL corresponding to <scl> or corresponding to the Application on whose behalf <applicaitonAnnc> is created

· <locationContainer> resources typically created by the SCL corresponding to <scl> or corresponding to the Application on whose behalf <applicationAnnc> is created.
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Figure 9.11: Structure of containers-resource

The containers resource shall contain the sub resources that are tagged M (Mandatory) with the indicated multiplicity in Table 9.20. The containers resource may also contain sub resources that are tagged O (Optional) with the indicated multiplicity in Table 9.20.

Table 9.20

	subResource
	Mandatory/Optional
	Multiplicity
	Description

	<container>
	M
	0..unbounded
	See clause 9.2.3.12.

	<containerAnnc>
	M
	0..unbounded
	See clause 9.2.3.13.

	<locationContainer>
	O
	0..unbounded
	See clause 9.2.3.14.
<locationContainer> shall only reside under the containers resource, of which the parent resource is <application> or <applicationAnnc> resource.

	<locationContainerAnnc>
	O
	0..unbounded
	See clause 9.2.3.15.
<locationContainerAnnc> shall only reside under the containers resource, of which the parent resource is <application> or <applicationAnnc> resource.

	subscriptions
	M
	1
	See clause 9.2.3.22.


The containers resource shall contain the attributes that are tagged M (Mandatory) in Table 9.21. The containers resource may also contain attributes that are tagged O (Optional) in Table 9.21.

Table 9.21

	AttributeName
	Mandatory/Optional
	Type
	Description

	accessRightID
	O
	RW
	See clause 9.2.2 Common attributes.

	creationTime
	M
	RO
	See clause 9.2.2 Common attributes.

	lastModifiedTime
	M
	RO
	See clause 9.2.2 Common attributes.


3.2.3.12 Resource <container>

The <container> resource represents a container for instances.
 SHAPE  \* MERGEFORMAT 



Figure 9.12: Structure of <container> resource

The <container> resource shall contain the sub resources with the indicated multiplicity in Table 9.22.
Table 9.22

	subResource
	Mandatory/Optional
	Multiplicity
	Description

	subcontainers
	M
	1
	See clause 9.2.3.x. Collection of 0 or more sub-container <containers> resources.

	contentInstances
	M
	1
	See clause 9.2.3.16. Collection of 0 or more instances.

	subscriptions
	M
	1
	See clause 9.2.3.22.


The <container> resource shall contain the attributes that are tagged M (Mandatory) in Table 9.23. The <container> resource may also contain attributes that are tagged O (Optional) in Table 9.23.

Table 9.23

	AttributeName
	Mandatory/Optional
	Type
	Description

	expirationTime
	M
	RW
	See clause 9.2.2 Common attributes.

	accessRightID
	O
	RW
	See clause 9.2.2 Common attributes.

	searchStrings
	M
	RW
	See clause 9.2.2 Common attributes.

	creationTime
	M
	RO
	See clause 9.2.2 Common attributes.

	lastModifiedTime
	M
	RO
	See clause 9.2.2 Common attributes.

	announceTo
	M
	RW
	See clause 9.2.2 Common attributes.

	maxNrOfInstances
	M
	RW
	Maximum number of instances of a <container> resource.

	maxByteSize
	M
	RW
	Maximum number of bytes that is allocated for a <container> resource for the overall instances.

	maxInstanceAge
	M
	RW
	Maximum age of instances of a <container> resource, the value is expressed in seconds.


3.2.3.13 Resource <containerAnnc>

This resource shall represent an active announcement of a container in another SCL. The containerAnnc resource keeps a link to the original resource. That will also be the reference returned during discovery.

It shall be the responsibility of the announcer to keep the accessRightID and the searchStrings attribute in sync with the resource that is announced.

The following rules apply:

<sclBase1>/containers/<container> announced on <sclBase2> as <sclBase2>/scls/<scl1>/containers/<container>Annc.

<sclBase1>/applications/<app>/containers/<container> announced on <sclBase2> as <sclBase2>/scls/<scl1>/applications/<appAnnc>/containers/<containerAnnc>
Where <scl1> is the resource created when <sclBase1> registered with <sclBase1> and <appAnnc> is the announced resource for <app>.

The announcing SCL shall suggest the name of the announced resource as the concatenation of the name of the announcing resource with the suffix "Annc", i.e. <container>Annc. Or if the <container> resource name is "myContainer", the announced resource shall be named "myContainerAnnc". The hosting/announced-to SCL may not accept this name in case of name clashes with locally created <container> resource. In such a case the announced-to SCL will allocate a different name and return this to the issuer.
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Figure 9.13: Structure of <containerAnnc> resource

The <containerAnnc> resource shall not contain the any sub resources:

The <containerAnnc> resource shall contain the attributes that are tagged M (Mandatory) in Table 9.24. The <containerAnnc> resource may also contain attributes that are tagged O (Optional) in Table 9.24.

Table 9.24

	AttributeName
	Mandatory/Optional
	Type
	Description

	link
	M
	WO
	See clause 9.2.2 Common attributes. The reference to the resource that is announced here.

	accessRightID
	O
	RW
	See clause 9.2.2 Common attributes. Same as the accessRightID of the announced resource (indicated by the link).

	searchStrings
	M
	RW
	See clause 9.2.2 Common attributes. Same as the searchStrings of the announced resource (indicated by the link).

	expirationTime
	M
	RW
	See clause 9.2.2 Common attributes.


3.2.3.14 Resource <locationContainer>
The location resource contains location information of a remote entity.
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Figure 9.14: Structure of <location> resource
The <locationContainer> resource shall contain the sub resources with the indicated multiplicity in Table 9.25.

Table 9.25

	subResource
	Mandatory/Optional
	Multiplicity
	Description

	contentInstances
	M
	1
	See clause 9.2.3.16 Collection of zero or more instances of location information of a remote entity.
The contentInstances resource may not actually store the location data instances, if the location information is provided by a location server in the Network Domain.

	subscriptions
	M
	1
	See clause 9.2.3.22.


The <locationContainer> resource shall contain the attributes that are tagged M (Mandatory) in Table 9.26. The <locationContainer> resource may also contain attributes that are tagged O (Optional) in Table 9.26.

Table 9.26

	AttributeName
	Mandatory/Optional
	Type
	Description

	expirationTime
	M
	RW
	See clause 9.2.2 Common attributes.

	accessRightID
	O
	RW
	See clause 9.2.2 Common attributes. Referencing to the accessRight resource which controls the privacy of the location information retrieval.

	searchStrings
	M
	RW
	See clause 9.2.2 Common attributes.

	creationTime
	M
	RO
	See clause 9.2.2 Common attributes.

	lastModifiedTime
	M
	RO
	See clause 9.2.2 Common attributes.

	announceTo
	M
	RW
	See clause 9.2.2 Common attributes.

	maxNrOfInstances
	M
	RW
	Maximum number of instances of a <container> resource.

	maxByteSize
	M
	RW
	Maximum number of bytes that is allocated for a <container> resource for the overall instances.

	maxInstanceAge
	M
	RW
	Maximum age of instances of a <container> resource, the value is expressed in seconds.

	locationContainerType
	M
	WO
	Indicates the source of the location information, i.e. whether it is application generated or location server based.

In the location server based case, a retrieval request addressing the <locationContainer> resource shall trigger the hosting SCL to retrieve the corresponding location information from a location server, using the information provided in the "locRequestor" attribute of the requesting <application> resource and the "locTargetDevice" attribute of the parent <scl> resource of this <locationContainer> resource.


3.2.3.15 Resource <locationContainerAnnc>

This resource shall represent an active announcement of a <locationContainer> resource in another SCL. The locationContainerAnnc resource keeps a link to the original resource. That will also be the reference returned during discovery.

It shall be the responsibility of the announcer to keep the accessRight and the searchStrings in sync with the resource that is announced.

The following rules apply:

<sclBase1>/applications/<app>/containers/<locationContainer> announced on <sclBase2> as <sclBase2>/scls/<scl1>/applications/<appAnnc>/containers/<locationContainerAnnc>.

Where <scl1> is the resource created when <sclBase1> registered with <sclBase1> and <appAnnc> is the announced resource for <app>.

The announcing SCL shall suggest the name of the announced resource as the concatenation of the name of the announcing resource with the suffix "Annc", i.e. <locationContainer>Annc. Or if the <locationContainer> resource name is "myLocationContainer", the announced resource shall be named "myLocationContainerAnnc". The hosting/announced-to SCL may not accept this name in case of name clashes with locally created <locationContainer> resource. In such a case the announced-to SCL will allocate a different name and return this to the issuer.
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Figure 9.15: Structure of <locationContainerAnnc> resource
The <locationContainerAnnc> resource shall not contain the any sub resources.
The <locationContainerAnnc> resource shall contain the attributes that are tagged M (Mandatory) in Table 9.27. The <locationContainerAnnc> resource may also contain attributes that are tagged O (Optional) in Table 9.27.

Table 9.27

	AttributeName
	Mandatory/Optional
	Type
	Description

	link
	M
	WO
	See clause 9.2.2 Common attributes. The reference to the resource that is announced here.

	accessRightID
	O
	RW
	See clause 9.2.2 Common attributes. Same as the accessRightID of the announced resource (indicated by the link).

	searchStrings
	M
	RW
	See clause 9.2.2 Common attributes. Same as the searchStrings of the announced resource (indicated by the link).


3.2.3.16 Resource contentInstances

The contentInstances resource represents the collection of content instances in a container. It shall also keep track of the latest (newest) and the oldest instance. These shall reference the newest instance and the oldest instance in the collection, respectively. If there are no instances in the collection, the latest and oldest resources shall not be present.

The contentInstances resource is special in that a retrieve on the contentInstances shall give in the returned resource representation the content of the <contentInstance> resources in the collection (subject to the filtercriteria) and not just the references to these child resources. When a retrieve is performed on the contentInstances resource it shall be possible to indicate that either only the meta-data of the contentInstance resources in the collection matching the filter criteria shall be returned or whether both the meta-data together with the actual content of each contentInstance resource matching the filtercriteria shall be returned.

The ContentInstances resource does not have its own AccessRights. Instead the accessRights of the parent <container> resource shall apply.
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Figure 9.16: Structure of contentInstances resource

The contentInstances resource shall contain the sub with the indicated multiplicity in Table 9.28.

Table 9.28

	subResource
	Multiplicity
	Description

	<contentInstance>
	0..unbounded
	See clause 9.2.3.17.

	latest
	0..1
	Reference to latest instance, if present.

	oldest
	0..1
	Reference to oldest instance, if present.

	subscriptions
	1
	See clause 9.2.3.22.


The contentInstances resource shall contain the attributes that are tagged M (Mandatory) in Table 9.29. The contentInstances resource may also contain attributes that are tagged O (Optional) in Table 9.29.

Table 9.29

	AttributeName
	Mandatory/Optional
	Type
	Description

	creationTime
	M
	RO
	See clause 9.2.2 Common attributes.

	lastModifiedTime
	M
	RO
	See clause 9.2.2 Common attributes.

	currentNrOfInstances
	M
	RO
	Current number of instances in a <container> resource. It is limited by the maxNrOfInstances.

	currentByteSize
	M
	RO
	Current size in bytes of data stored in a <container> resource. It is limited by the maxNrOfBytes.


3.2.3.17 Resource <contentInstance>
The contentInstance resource represents a data instance in the container. The content of the instance is opaque to the M2M platform and it might even be encrypted. However, there is meta-data associated with an instance which shall be accessible.

Contrary to other resources, the <contentInstance> resource cannot be modified once created, regardless of the accessRightID associated with the parent resource. An instance may be deleted explicitly or it may be deleted by the platform based on policies. If the platform has policies for the instance retention these shall be represented by the attributes maxByteSize, maxNrOfInstances and/or maxInstanceAge on the <container> resource. If multiple policies are in effect, the strictest policy shall apply.
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Figure 9.17: Structure of <contentInstance> resource

The <contentInstance> resource shall contain the attributes that are tagged M (Mandatory) in Table 9.30. The <contentInstance> resource may also contain attributes that are tagged O (Optional) in Table 9.30: <contentInstance> attributes.

Table 9.30

	AttributeName
	Mandatory/Optional
	Type
	Description

	contentType
	O
	WO
	Optional type of the content included in the content attribute. This is media-type as defined in [Error! Reference source not found.] and [Error! Reference source not found.].

	contentSize
	M
	WO
	Size in bytes of the content attribute.

	creationTime
	M
	RO
	See clause 9.2.2 Common attributes.

	lastModifiedTime
	M
	RO
	See clause 9.2.2 Common attributes.

	delayTolerance
	O
	WO
	The time before the addition of the containing <contentInstance> resource shall be notified to any subscribers.

	searchStrings
	O
	WO
	See clause 9.2.2 Common attributes.

	content
	M
	WO
	Real opaque content of an instance. This may for example be an image taken by a security camera, or a temperature measurement taken by a temperature sensor.


3.2.3.18 Resource groups
The groups resource represents a collection of group resources and/or groupAnnc resources. The following combinations are possible:

<sclBase>/groups - contains group resources only (created by local or remote entities).

<sclBase>/scls/<scl>/groups - contains groupAnnc resources announced by the SCL corresponding to <scl> and/or group resources.

<sclBase>/applications/<app>/groups - contains local group resource only, typically created by the Application corresponding to <app>.
<sclBase>/scls/<scl>/applications/<applicationAnnc>/groups - contains groupAnnc resource announced by the SCL corresponding to <scl> and/or group resource typically created by the SCL corresponding to <scl> or the Application on whose behalf <applicationAnnc> is created.
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Figure 9.18: Structure of groups-resource

The groups resource shall contain the sub resources with the indicated multiplicity in Table 9.31.

Table 9.31

	subResource
	Multiplicity
	Description

	<group>
	0..unbounded
	See clause 9.2.3.19.

	<groupAnnc>
	0..unbounded
	See clause 9.2.3.20.

	subscriptions
	1
	See clause 9.2.3.22.


The groups resource shall contain the attributes that are tagged M (Mandatory) in Table 9.32. The groups resource may also contain attributes that are tagged O (Optional) in Table 9.32.

Table 9.32

	AttributeName
	Mandatory/Optional
	Type
	Description

	accessRightID
	O
	RW
	See clause 9.2.2 Common attributes.

	creationTime
	M
	RO
	See clause 9.2.2 Common attributes.

	lastModifiedTime
	M
	RO
	See clause 9.2.2 Common attributes.


3.2.3.19 Resource <group>
The group resource represents a group of resources of the same or mixed types. The <group> resource can be used to do bulk manipulations on the resources represented by the members. The group contains an attribute that represents the members of the group and a sub-resource (the membersContent) that allows verbs to be applied to the resources represented by those members.

When used as one of the permission holders in an accessRight resource, the group can be used to grant a collection of applications (represented by <application> resources) or SCLs (represented by <sclBase> resources) permissions for accessing (creating children, retrieving, etc.) a resource.
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Figure 9.19: Structure of <group> resource

The <group> resource shall contain the sub resources with the indicated multiplicity in Table 9.33.

Table 9.33

	subResource
	Multiplicity
	Description

	membersContent
	1
	See clause 9.2.3.21.

	subscriptions
	1
	See clause 9.2.3.22.


The <group> resource shall contain the attributes that are tagged M (Mandatory) in Table 9.34. The <group> resource may also contain attributes that are tagged O (Optional) in Table 9.34.

Table 9.34

	AttributeName
	Mandatory/Optional
	Type
	Description

	expirationTime
	M
	RW
	See clause 9.2.2 Common attributes.

	accessRightID
	O
	RW
	See clause 9.2.2 Common attributes.

	searchStrings
	M
	RW
	See clause 9.2.2 Common attributes.

	creationTime
	M
	RO
	See clause 9.2.2 Common attributes.

	lastModifiedTime
	M
	RO
	See clause 9.2.2 Common attributes.

	announceTo
	M
	RW
	See clause 9.2.2 Common attributes.

	memberType
	M
	WO
	It is the type of the member resources of the group if all member resources (including the member resources in any sub-groups) are of the same type, otherwise, it’s a type of ‘mixed’.


	currentNrOfMembers
	M
	RO
	Current number of members in a group. It is limited by the maxNrOfMembers.

	maxNrOfMembers
	M
	RW
	Maximum number of members in the group.

	members
	M
	RW
	List of zero or more member URIs referred to in the remaining of this specification as memberID. Each URI (memberID) should refer to a member resource or a (sub-) group resource  of the group.

	membersContentAccessRightID
	O
	RW
	URI of the accessRight resource defining who is allowed to access the membersContent resource.


3.2.3.20 Resource <groupAnnc>

This resource shall represent an active announcement of a group resource in another SCL. The groupAnnc resource keeps a link to the original resource. That will also be the reference returned during discovery.

It shall be the responsibility of the announcer to keep the accessRight and the searchStrings in sync with the resource that is announced.

The following rules apply:

<sclBase1>/groups/<group> announced on <sclBase2> as <sclBase2>/scls/<scl1>/groups/<groupAnnc>.

<sclBase1>/applications/<app>/groups/<group> announced on <sclBase2> as <sclBase2>/scls/<scl1>/applications/<appAnnc>/groups/<groupAnnc>.

Where <scl1> is the resource created when <sclBase1> registered with <sclBase1> and <appAnnc> is the announced resource for <app>.

The announcing SCL shall suggest the name of the announced resource as the concatenation of the name of the announcing resource with the suffix "Annc", i.e. <group>Annc. Or if the <group> resource name is "myGroup", the announced resource shall be named "myGroupAnnc". The hosting/announced-to SCL may not accept this name in case of name clashes with locally created group resource. In such a case the announced-to SCL will allocate a different name and return this to the issuer.
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Figure 9.20: Structure of <groupAnnc> resource

The <groupAnnc> resource shall not contain the any sub resources.

The <groupAnnc> resource shall contain the attributes that are tagged M (Mandatory) in Table 9.35. The <groupAnnc> resource may also contain attributes that are tagged O (Optional) in Table 9.35.

Table 9.35

	AttributeName
	Mandatory/Optional
	Type
	Description

	link
	M
	WO
	See clause 9.2.2 Common attributes. The reference to the resource that is announced here.

	accessRightID
	O
	RW
	See clause 9.2.2 Common attributes. Same as the accessRightID of the announced resource (indicated by the link).

	searchStrings
	M
	RW
	See clause 9.2.2 Common attributes. Same as the searchStrings of the announced resource (indicated by the link).

	expirationTime
	M
	RW
	See clause 9.2.2 Common attributes.


3.2.3.21 Resource membersContent

The members attribute of the <group> represents a collection of memberIds. Each memberId represents a reference to a resource. The membersContent represents the collection of resources identified by these memberIds. Any operation on the membersContent shall result in applying that operation on all the members in batch mode. The results of applying that operation to each member in the group shall be aggregated in one result that is returned to the requestor.

The membersContent resource does not have a resource representation by itself and consequently it does not have an accessRightID attribute. The accessRight resource used for access right validation is indicated by the membersContentAccessRightID attribute in the parent <group> resource.
The membersContent resource does not represent a real resource in the sense that its representation does not have an
e-tag.
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Figure 9.21: Structure of membersContent resource

3.2.3.22 Resource subscriptions

For keeping track of subscriptions to a subscribe-able resource, the subscriptions-resource is used as a child resource of the subscribe-able parent. The subscriptions-resource contains a collection of 0..n <subscription> resources that represent individual subscriptions to the subscribable resource (i.e. the parent of the subscriptions resource).

The subscriptions resource does not have any accessRightID associated with it. The following permissions shall apply.

· READ permission on the parent means CREATE permission to the <subscription> resource.

· DELETE permission on the parent means READ and DISCOVERY permission on the subscriptions collection resource.

To subscribe to a resource you create a subscription resource in the subscriptions collection. You will be notified about the change of the parent resource of the subscriptions resource where the <subscription> is added.

The structure is as follows.
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Figure 9.22: Structure of subscribers-resources

The subscriptions resource shall contain the sub resources with the indicated multiplicity in Table 9.36.

Table 9.36

	subResource
	Multiplicity
	Description

	<subscription>
	0..unbounded
	See clause 9.2.3.23.


3.2.3.23 Resource <subscription>

A subscription resource shall represent an active (asynchronous) subscription to a resource. I.e. <resourceURI>/subscriptions/<subscription> denotes an active subscription to the resource identified by the resourceURI.

Subscriptions shall only be possible on resources that have a subscriptions sub-resource.

The <subscription> resource does not have any accessRightID associated with it. The following permissions shall apply.

The subscriber (i.e. the entity that created the subscription) shall have READ, UPDATE, and DELETE permission.

The hosting SCL shall have READ, UPDATE, and DELETE permission.

To subscribe to a resource you create a subscription resource in the corresponding subscriptions collection. You will be notified about the change of the parent resource of the subscriptions resource where the <subscription> is added provided the resource is modified in a way that matches the specified filtercriteria in the subscription. The subscriber shall also notified (regardless of the filtercriteria) if the parent resource (the subscribed-to resource) is removed.
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Figure 9.23: Structure of <subscription> resource

The <subscription> resource shall not contain any sub resources.

The <subscription> resource shall contain the attributes that are tagged M (Mandatory) in Table 9.37. The <subscription> resource may also contain attributes that are tagged O (Optional) in Table 9.37.

Table 9.37

	AttributeName
	Mandatory/Optional
	Type
	Description

	expirationTime
	M
	RW
	See clause 9.2.2 Common attributes.

	minimalTimeBetweenNotifications
	O
	RW
	Minimal time between notifications in milliseconds.
Only one of minimalTimeBetweenNotifications and delayTolerance may be specified.

	delayTolerance
	O
	RW
	Minimal time between event and its notification.
Only one of minimalTimeBetweenNotifications and delayTolerance may be specified.

	creationTime
	M
	RO
	See clause 9.2.2 Common attributes.

	lastModifiedTime
	M
	RO
	See clause 9.2.2 Common attributes.

	filterCriteria
	O
	WO
	See clause 9.2.2 Common attributes. This attribute is write-once, which means that if the criteria change, the issuer shall create a new subscription and delete the old one.

	subscriptionType
	M
	RO
	Denotes whether it is a long polling or an asynchronous subscription.

	Contact
	M
	RW
	The URI where the subscriber wants to receive its notifications. This could be a URI of related to a notificationChannel resource, e.g. if the subscriber is not server capable (in the latter case the subscriptionType will be set to synchronous).

	aggregateURI
	O
	RO
	The group hosting SCL generated URI for aggregating the notifications.


3.2.3.24 Resource m2mPocs
An m2mPocs Collection resource shall represent the collection of <m2mPoc> resources that are applicable to the containing <scl> resource. The registered SCL can add and remove <m2mPoc> resource to and from this collection as its reachability parameters change. See clause 9.2.3.4.

The m2mPocs resource is not governed by the normal access right. Only the registering SCL is allowed to create new m2mPoc resources in this collection. Only the registering SCL and the hosting SCL are allowed to retrieve the collection attributes. Also it is not possible to subscribe to this resource.
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Figure 9.24: Structure of m2mPocs resource

The m2mPocs resource shall contain the sub resources with the indicated multiplicity in Table 9.38.

Table 9.38

	subResource
	Multiplicity
	Description

	m2mPoc
	0..unbounded
	See clause 9.2.3.25. Zero or more M2M point of contact resources that can be used to reach the SCL for M2M traffic.


The m2mPocs resource shall contain the attributes that are tagged M (Mandatory) in Table 9.39. The m2mPocs resource may also contain attributes that are tagged O (Optional) in Table 9.39.

Table 9.39

	AttributeName
	Mandatory/Optional
	Type
	Description

	creationTime
	M
	RO
	See clause 9.2.2 Common attributes.

	lastModifiedTime
	M
	RO
	See clause 9.2.2 Common attributes.


3.2.3.25 Resource <m2mPoc>
An <m2mPoc> Resource represents a possible way to establish a connection in order to reach resources on the <sclBase> corresponding to the containing <scl>.
The <m2mPoc> resource is not governed by the normal access right. Only the registering SCL shall be allowed to update the <m2mPoc> resource it created. Only the registering SCL and the hosting SCL shall be allowed to delete or retrieve <m2mPoc> resource. Also it is not possible to subscribe to this resource.
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Figure 9.25: Structure of <m2mPoc> resource

The <m2mPoc> resource shall not contain the any sub resources.

The <m2mPoc> resource shall contain the attributes that are tagged M (Mandatory) in Table 9.40. The <m2mPoc> resource may also contain attributes that are tagged O (Optional) in Table 9.40.

Table 9.40

	AttributeName
	Mandatory/Optional
	Type
	Description

	contactInfo
	M
	RW
	Provides information used to obtain routing information for M2M communication.

It may be ip-address and port information, it may be a FQDN, or it may be other information that the M2M SP can use to ask the network access provider for a ip-address.

	expirationTime
	M
	RW
	Clause 9.2.2 Common attributes This shall represent the expiration time of the m2mPoc resource. If the SCL does not refresh it is the m2mPoc before that time, the m2mPoc is removed. Removal of the m2mPoc may lead to a change of the online status to OFFLINE, see clause 9.2.3.4.

	onlineStatus
	M
	RW
	This attribute indicates if the SCL can currently be reached using the contactInfo in this m2mPoc. The remote SCL can set this attribute to OFFLINE to indicate it cannot or does not want to be reached via this m2mPoc, and to ONLINE indicate it can be reached via this m2mPoc.

The remote SCL shall never set the value to NOT_REACHABLE.

The hosting SCL shall change the value from ONLINE to NOT_REACHABLE, if the hosting SCL detects that the remote SCL cannot be reached via this m2mPoc and it shall change the value from NOT_REACHABLE to ONLINE when the hosting SCL detects the SCL becomes reachable again via this m2mPoc.

The mechanism how the hosting SCL determines reachability status of the remote SCL is not defined in the present document. E.g. this may be based on a heartbeat mechanism or on information received from the accessNetwork provider. If the attribute is not provided is shall be set to ONLINE.

	creationTime
	M
	RO
	See clause 9.2.2 Common attributes.

	lastModifiedTime
	M
	RO
	See clause 9.2.2 Common attributes.


3.2.3.26 Resource mgmtObjs
The mgmtObjs resource represents a collection of mgmtObj resources and <mgmtCmd> resources.

mgmtObjs may be created in multiple places/branches in <sclBase> tree of the M2M Server. On <sclBase> tree of M2M Server:

· <sclBase>/scls/<scl>/mgmtObjs is used to manage service capabilities and for other management functions (network mgmt layer and device management layer) of a single <scl> registered to the M2M Server.

· <sclBase>/scls/<scl>/attachedDevices/<attachedDevice>/mgmtObjs is used for management of each D' (or d) device attached to a M2M Gateway (or D device) represented by the <scl>.
· <sclBase>/scls/<scl>/attachedDevices/mgmtObjs is used for M2M Area Network Management of each D' (or d) device attached to a M2M Gateway (or D device) represented by the <scl>. The management objects etsiAreaNwkInfo shall be placed here as <mgmtObj>. However, etsiAreaNwkDeviceInfo shall be placed under <sclBase>/scls/<scl>/attachedDevices/<attachedDevice>/mgmtObjs.
Creating mgmtObjs in multiple places/braches allows mgmtObjs to explicitly correspond to the management functions (related to application or SCL) with the following benefits:

· Provides flexible control of accessRights for each mgmtObjs and its <mgmtObj> instances

· More easy to identify/locate a <mgmtObj>
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Figure 9.26: Structure of mgmtObjs resources

The mgmtObjs resource shall contain the sub resources with the indicated multiplicity in Table 9.41.

Table 9.41

	subResource
	Multiplicity
	Description

	<mgmtObj>
	0..unbounded
	See clause 9.2.3.27. Represents a <mgmtObj> resource.

	<mgmtCmd>
	0..unbounded
	See clause 9.2.3.29. Represents a <mgmtCmd> resource.

	subscriptions
	1
	See clause 9.2.3.22.


The mgmtObjs resource shall contain the attributes that are tagged M (Mandatory) in Table 9.42. The mgmtObjs resource may also contain attributes that are tagged O (Optional) in Table 9.42.

Table 9.42

	AttributeName
	Mandatory/Optional
	Type
	Description

	accessRightID
	M
	RW
	See clause 9.2.2 Common attributes.

	creationTime
	M
	RO
	See clause 9.2.2 Common attributes.

	lastModifiedTime
	M
	RO
	See clause 9.2.2 Common attributes.


3.2.3.27 Resource <mgmtObj>
The mgmtObj resource contains management data which represents individual M2M remote entity management functions. It represents a structured Management Object.
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Figure 9.27: Structure of <mgmtObj>
The <mgmtObj> resource shall contain the sub resources with the indicated multiplicity in Table 9.43.

Table 9.43

	subResource
	Multiplicity
	Description

	<parameters>
	0..unbounded
	Collects multiple parameters or attributes for management purpose. A <parameters> can have zero or more other <parameters> so as to form hierarchical structure, i.e. the management data for this specific <mgmtObj>. Such structure helps to import existing management objects as defined in OMA DM, BBF TR-069, or any other DM technology.
For each ETSI specific <mgmtObj> resource, the details of <parameters> (if any) are specified in annex B.
For any other <mgmtObj> resource using external data model, <parameters> may be partially or completely mapped from the MO data as specified by the corresponding DM technologies (e.g. OMA-DM, BBF).

	subscriptions
	1
	See clause 9.2.3.22.


The <mgmtObj> resource shall contain the attributes that are tagged M (Mandatory) in Table 9.44. The <mgmtObj> resource may also contain attributes that are tagged O (Optional) in Table 9.44.

Table 9.44

	AttributeName
	Mandatory/Optional
	Type
	Description

	expirationTime
	M
	RW
	See clause 9.2.2 Common attributes.

	accessRightID
	M
	RW
	See clause 9.2.2 Common attributes.

	searchStrings
	M
	RW
	See clause 9.2.2 Common attributes.

	creationTime
	M
	RO
	See clause 9.2.2 Common attributes.

	lastModifiedTime
	M
	RO
	See clause 9.2.2 Common attributes.

	moID
	M
	WO
	Contains a URN that uniquely identifies the MO data model used for this <mgmtObj> resource as well as the manage function and version it represents. This attribute shall be provided during the creation of the <mgmtObj> and shall not be modifiable afterwards.

It is mandatory for the <mgmtObj>, of which the data model is not specified by ETSI M2M but mapped from underlying existing data model specified in other device management protocols (e.g. OMA-DM, BBF TR-069).

For ETSI specific <mgmtObj> resource, this attribute is also mandatory, but the provided value may be ignored, since the MO data model and the management function /version can be determined by its reserved resource name.

	originalMO
	M
	WO
	Contains the local path of the original MO instance on the remote entity which is represented by the <mgmtObj> resource in the hosting SCL.

This attribute shall be provided during the creation of the <mgmtObj>, so that the hosting SCL can correlate the created <mgmtObj> with the original MO instance on the remote entity for further REM operations. It shall not be modifiable after creation.

The format of this attribute shall be a local MO path in the form as specified by existing management protocols
(e.g. "./anyPath/Fw1" in OMA-DM, "Device.USBHosts.Host.3." in TR-069).

	<moAttribute>
	O
	RW
	Each <moAttribute> is mapped from a leaf node of a MO tree (including ETSI M2M data mode and the existing management data models) based on the mapping rules below the table.

	description
	O
	RW
	the text-format description of mgmtObj.


When mapping an MO tree to a corresponding M2M <mgmtObj>, the follow rules shall apply:

· The root node of original MO tree (or sub-tree) maps to <mgmtObj>:

· The leaf nodes, if any, of the root node, maps to as the<moAttribute> attribute of the<mgmtObj> resource with the same name as the leaf node.

· An interior node of original MO tree maps to a <parameters> with the same name as the interior node.

· A leaf node of an interior node on the original MO tree maps to a<moAttribute> attribute with the same name as the leaf node.

3.2.3.28 Resource <parameters>
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Figure 9.28: Structure of <parameters>
The <parameters> resource shall contain the sub with the indicated multiplicity in Table 9.45.

Table 9.45

	subResource
	Multiplicity
	Description

	<parameters>
	0..unbounded
	See clause 9.2.3.27.

	subscriptions
	1
	See clause 9.2.3.22.


The <parameters> resource shall contain the attributes that are tagged M (Mandatory) in Table 9.46. The <parameters> resource may also contain attributes that are tagged O (Optional) in Table 9.46.

Table 9.46

	AttributeName
	Mandatory/Optional
	Type
	Description

	originalMO
	O
	WO
	See clause 9.2.3.27.

	accessRightID
	M
	RW
	See clause 9.2.2 Common attributes.

	creationTime
	M
	RO
	See clause 9.2.2 Common attributes.

	lastModifiedTime
	M
	RO
	See clause 9.2.2 Common attributes.

	<moAttribute>
	O
	RW
	See clause 9.2.3.27.


3.2.3.29 Resource <mgmtCmd>
<mgmtCmd> resource models non-RESTful management commands or RPC in BBF TR-069. It enables that an M2M Network Application can request to execute a non-RESTful RPC on a remote entity or even cancel an initiated yet unfinished cancellable management command over mIa reference point in a RESTful manner.
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Figure 9.29: Structure of resource <mgmtCmd>
· <mgmtCmd> shall be placed as a sub-resource of mgmtObjs. Multiple <mgmtCmd> can appear as a
sub-resource of mgmtObjs. Each <mgmtCmd> corresponds to a specific type of management commands, as defined by its attribute cmdType. There might be multiple requests to the same <mgmtCmd>. As a result, <mgmtCmd> has a sub-resource execInstances to contain all execution instances of the <mgmtCmd>. <mgmtCmd> shall be triggered using UPDATE method to its attribute "execEnable".

· Figure 9.29 shows the structure of <mgmtCmd> resource. The commands shall contain the following
sub-resources.

Table 9.47

	subResource
	Mandatory/Optional
	Multiplicity
	Description

	execInstances
	M
	1
	A collection resource as the placeholder to contain all execution instances of the same <mgmtCmd>.

	subscriptions
	M
	1
	See clause 9.2.3.22.


· and the following attributes.

Table 9.48

	AttributeName
	Mandatory/Optional
	Type
	Description

	expirationTime
	M
	RW
	See clause 9.2.2 Common attributes.

	accessRightID
	M
	RW
	See clause 9.2.2 Common attributes.

	searchStrings
	M
	RW
	See clause 9.2.2 Common attributes.

	creationTime
	M
	RO
	See clause 9.2.2 Common attributes.

	lastModifiedTime
	M
	RO
	See clause 9.2.2 Common attributes.

	description
	O
	RW
	the text-format description of this resource

	cmdType
	M
	WO
	The type to identify the command
(e.g. urn:bbf:tr069:download).

	execReqArgs
	O
	RW
	Structured attribute (e.g. abstract type) to contain any command-specific arguments of the request.

	execEnable
	M
	RO
	The attribute can be blank without any value or it can contain a URI that can be used to trigger execution of <mgmtCmd> using UPDATE method.


3.2.3.30 Resource execInstances
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Figure 9.30: Structure of resource execInstances

· execInstances contains all execution instances of the same management command <mgmtCmd>. Each <execInstance> is a sub-resource of execInstances. When <mgmtCmd> is successfully triggered by an M2M network application using UPDATE method, a corresponding <execInstance> shall be generated.

· Figure 9.30 shows the structure of resource execInstances. The execInstance resource shall contain the following sub-resources.

Table 9.49

	subResource
	Mandatory/Optional
	Multiplicity
	Description

	<execInstance>
	M
	0::unbounded
	The execution instance of <mgmtCmd>.

	subscriptions
	M
	1
	See clause 9.2.3.22.


· and the following attributes.

Table 9.50

	AttributeName
	Mandatory/Optional
	Type
	Description

	creationTime
	M
	RO
	See clause 9.2.2 Common attributes.

	lastModifiedTime
	M
	RO
	See clause 9.2.2 Common attributes.


3.2.3.31 Resource <execInstance>

· This resource represents an ongoing execution request instance, triggered by an M2M network application using UPDATE method to the attribute "execute" of <mgmtCmd>.
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Figure 9.31: Structure of resource <execInstance>

· Figure 9.31 shows the structure of resource <execInstance>. The <execInstance> resource shall contain the following sub-resources.

Table 9.51

	subResource
	Mandatory/Optional
	Multiplicity
	Description

	subscriptions
	M
	1
	See clause 9.2.3.22.


· and the following attributes.

Table 9.52

	AttributeName
	Mandatory/Optional
	Type
	Description

	expirationTime
	M
	RO
	See clause 9.2.2 Common attributes.

	accessRightID
	M
	RW
	See clause 9.2.2 Common attributes.

	creationTime
	M
	RO
	See clause 9.2.2 Common attributes.

	lastModifiedTime
	M
	RO
	See clause 9.2.2 Common attributes.

	execStatus
	M
	RO
	The status of <execInstance>. It can be initiated, started, finished, cancelled, or deleted.

	execResult
	M
	RO
	The execution result of <execInstance>.

	execDisable
	O
	RW
	The attribute is used to cancel <execInstance> using UPDATE method, Some BBF TR-069 RPCs such as Reboot cannot be cancelled and accordingly this attribute is optional.


3.2.3.32 Resource attachedDevices

This type of resources is used to collect the management information of all M2M D' (or d) devices that are attached to a M2M Gateway (or D device). It shall reside under a G (or D) <scl> resource created in the remote NSCL.
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Figure 9.32: Structure of attachedDevices resource
The attachedDevices resource shall contain the sub resources that are tagged M (Mandatory) with the indicated multiplicity in Table 9.53. The attachedDevices resource may also contain sub resources that are tagged O (Optional) with the indicated multiplicity in Table 9.53.

Table 9.53

	subResource
	Mandatory/Optional
	Multiplicity
	Description

	<attachedDevice>
	O
	0..unbounded
	See clause 9.2.3.33. Represents a attachedDevice resource.

	subscriptions
	M
	1
	See clause 9.2.3.22.


The mgmtObjs resource shall contain the attributes that are tagged M (Mandatory) in Table 9.54. The attachedDevices resource may also contain attributes that are tagged O (Optional) in Table 9.54.

Table 9.54

	AttributeName
	Mandatory/Optional
	Type
	Description

	accessRightID
	M
	RW
	See clause 9.2.2 Common attributes.

	creationTime
	M
	RO
	See clause 9.2.2 Common attributes.

	lastModifiedTime
	M
	RO
	See clause 9.2.2 Common attributes.


3.2.3.33 Resource <attachedDevice>

This type of resources is used to represent an M2M D' (or d) device that is attached to a M2M Gateway (or D device). It is a resource in the NSCL that shall reside under the AttachedDevices resource of the corresponding M2M Gateway (or D device).
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Figure 9.33: Structure of <attachedDevice> resource

The mgmtObjs resource shall contain the sub resources that are tagged M (Mandatory) with the indicated multiplicity in Table 9.55. The <attachedDevice> resource may also contain sub resources that are tagged O (Optional) with the indicated multiplicity in Table 9.55.

Table 9.55

	subResource
	Mandatory/Optional
	Multiplicity
	Description

	mgmtObjs
	M
	1
	See clause 9.2.3.26. Collects the <mgmtObj> resources of an attached device represented by the parent <attachedDevice> resource.

	subscriptions
	M
	1
	See clause 9.2.3.22.


The attachedDevice resource shall contain the attributes that are tagged M (Mandatory) in Table 9.56. The attachedDevice resource may also contain attributes that are tagged O (Optional) in Table 9.56.

Table 9.56

	AttributeName
	Mandatory/Optional
	Type
	Description

	accessRightID
	M
	RW
	See clause 9.2.2 Common attributes.

	creationTime
	M
	RO
	See clause 9.2.2 Common attributes.

	lastModifiedTime
	M
	RO
	See clause 9.2.2 Common attributes.


3.2.3.34 Resource notificationChannels

The notificationChannels resource represents a collection of notification channels. This resource can be a sub-resource of a registered application or a registered SCL. I.e. <sclBase>/applications/<application>/notificationChannels or <sclBase>/scls/<scl>/notificationChannels.

The notificationChannels resource is a resource that is only to be used by the corresponding application or SCL. Therefore, the notificationChannels resource does not have any accessRightID associated with it. Only the default accessRights apply (i.e. only the entities in the path, or ancestor entities, have all access rights).
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Figure 9.34: Structure of notificationChannels resource

The notificationChannels resource shall contain the sub resources with the indicated multiplicity in Table 9.57.

Table 9.57

	SubResource
	Multiplicity
	Description

	<notificationChannel>
	0..unbounded
	See clause 9.2.3.35.


The notificationChannels resource shall contain the attributes that are tagged M (Mandatory) in Table 9.58. The notificationChannels resource may also contain attributes that are tagged O (Optional) in Table 9.58.

Table 9.58

	AttributeName
	Mandatory/Optional
	Type
	Description

	creationTime
	M
	RO
	See clause 9.2.2 Common attributes.

	lastModifedTime
	M
	RO
	See clause 9.2.2 Common attributes.


3.2.3.35 Resource <notificationChannel>

The <notificationChannel> resource introduces a method for a non-server capable client to retrieve asynchronous notifications for which the client has subscribed. The notification channel is prepared to handle several mechanisms on how to receive these asynchronous notifications. However, currently only one mechanism is fully specified, which is the so-called "long polling" mechanism. This method is based on the server not responding to requests until a notification needs to be sent (or until a timeout occurs).

The notification channel resource has a contactURI which is used in subscriptions. In the case of long polling channeltype, the channelData contains another URI that is to be used for long polling. The notification channel links these two URIs together, such that notification that are received on the provided contactURI are returned as responses to long polling requests happening on the corresponding long polling URI.

See clause 9.3.2.2.26.6 for more details on long polling.

Currently, only the long polling channelType is defined and the channelData associated with this type.
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Figure 9.35: Structure of <notificationChannel> resource

The <subscription> resource shall not contain the any sub resources.

The <notificationChannel> resource shall contain the attributes that are tagged M (Mandatory) in Table 9.59. The <notificationChannel> resource may also contain attributes that are tagged O (Optional) in Table 9.59.

Table 9.59

	AttributeName
	Mandatory/Optional
	Type
	Description

	channelType
	M
	RW
	The type of the notificationChannel. Currently only longPolling is supported.

	contactURI
	M
	RO
	The URI that is used in subscriptions.

	channelData
	M
	RO
	The data associated with the channel. The type of data may differ depending on the channelType.
For the longPolling channelType, the channelData includes a URI on which the client can do the long polling request in order to get the notifications that were sent to the contactURI.

	creationTime
	M
	RO
	See clause 9.2.2 Common attributes.

	lastModifiedTime
	M
	RO
	See clause 9.2.2 Common attributes.


3.2.3.36 Resource discovery

The discovery resource shall be used to perform a discovery of resources matching specified filterCriteria under the <sclBase> and provide this result back to the issuer.

It does not represent a real resource in the sense that its representation does not have an e-tag.

The discovery resource does not have an accessRightID attribute. Every authenticated entity shall have READ permissions. However, the result that is returned to the issuer shall only contain URIs of resources for which the issuer has any permission (which could be limited to only DISCOVER permission).
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Figure 9.36: Structure of discovery resource

3.2.3.37 Resource subcontainers

The subcontainers resource represents a collection of sub-container <container> resources and a subscriptions resources.
The subcontainers resource shall be used to link a <container> resource with sub-container <container> resources, e.g. ../containers/<parentcontainer>/subcontainers/<container>.

 SHAPE  \* MERGEFORMAT 



Figure 9.y: Structure of subcontainers resource

The subcontainers resource shall contain the sub resources that are tagged M (Mandatory) with the indicated multiplicity in Table 9.z. The containers resource may also contain sub resources that are tagged O (Optional) with the indicated multiplicity in Table 9.z.

Table 9.z
	subResource
	Mandatory/Optional
	Multiplicity
	Description

	<container>
	M
	0..unbounded
	See clause 9.2.3.12.

	subscriptions
	M
	1
	See clause 9.2.3.22.


The subcontainers resource shall contain the attributes that are tagged M (Mandatory) in Table 9.w. The containers resource may also contain attributes that are tagged O (Optional) in Table 9.w.

Table 9.w
	AttributeName
	Mandatory/Optional
	Type
	Description

	accessRightID
	O
	RW
	See clause 9.2.2 Common attributes.

	creationTime
	M
	RO
	See clause 9.2.2 Common attributes.

	lastModifiedTime
	M
	RO
	See clause 9.2.2 Common attributes.
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