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M2M Architecture Description - ETSI

8.1
Introduction

<Text>

8.2
Reference Architecture

<Text>

8.3
Reference Points

<Text>

8.4
Message Flows

<Text>

8.5
Security

Data origin authentication, integrity and replay protection, confidentiality and privacy must be supported on the mId Reference Point (between the Device/Gateway Domain and the Network Domain).  However in some cases it is possible to rely on the Access Network to provide some of these services. Therefore, security at the M2M service layer consists of a set of optional functionalities. It comprises the following:

· M2M Service Bootstrap procedures for secure provisioning of (secret) M2M Root Key in M2M Device/Gateway and M2M Authentication Server;

· M2M Service Connection procedures, based on a provisioned M2M Root Key, for mutual authentication, authorization and secure session establishment;

· Integrity Validation reporting;

· Secured Environment in M2M Device/Gateway (for secure storage of Sensitive Data and secure execution of Sensitive Functions used by the M2M service layer).

M2M Service Bootstrap procedures may be access network assisted (using 3GPP GBA-based or EAP-based methods) or access network independent (using EAP-over-PANA or TLS-over-TCP methods).  M2M Service Connection procedures may be based on EAP/PANA, TLS-PSK or 3GPP GBA.
8.5
Management
Remote Entity Management (REM) service capability shall be supported by all M2M SCLs. Both OMA-DM and BBF TR-069 are considered as the supporting enablers to be reused in ETSI M2M functional architecture to implement the REM service capability. An M2M system may choose to implement either or both of them. Other device management enablers may also be reused in a similar manner, but the details are out of scope.
The mIa reference point shall support the RESTful interface procedures to allow the NREM to handle the request from M2M Network Applications for the purpose of the remote entity management.
The mId reference point shall support the RESTful interface procedures to allow the D/GREM to create <mgmtObj> and/or <mgmtCmd> resources in the NREM for the purpose of the remote entity management thereafter. It shall also support corresponding OMA-DM/TR-069 protocol interfaces and procedures for managing M2M Devices/Gateways enabled by OMA-DM/TR-069.
An <mgmtObj> or <mgmtCmd> resource in the NSCL represents either:

· high-level management functionalities (e.g. ETSI M2M specific data model) which shall be supported by the underlying Management Object(s) on the remote entity; or

· low-level functionalities on the remote entity mapped from the data model as specified by existing device management technologies (e.g. OMA-DM, BBF TR-069).
Through the manipulation of <mgmtObj> or <mgmtCmd> resources, ETSI M2M REM supports the following management functions at different layers of remote entities:

· M2M application lifecycle management: installing, removing and upgrading applications in an M2M Device/M2M Gateway.

· M2M service management: configuration management for the M2M Service Capabilities in the M2M Device/M2M Gateway.

· M2M Area Network management: configuration management for the M2M Area Networks (namely Capillary Network).

· M2M device management: configuration management of the M2M Device/M2M Gateway.

8.5.1 Managing M2M Device and M2M Gateway
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Figure 8.5.1: Reference Architecture for managing M2M Device/Gateway
As shown in Figure 8.5.1, the Device Management Client is integrated as a part of the D/GREM Service Capability, while the Device Management Server is integrated as a part of the NREM Service Capability.

NOTE:
Alternatively to REM Server being integrated as a part of the NREM a REM Server may be external to the NREM but interface with the NREM via an implementation-specific interface exposed by the REM Server.
Editor’s Note: When ETSI M2M architecture is deployed over 3GPP network, the OMA-DM Server in the 3GPP network layer may be integrated for the purpose of remote management. The detailed options of integration can be found in section 4.9 of ETSI TS 101 603 (3GPP Interworking), depending on the business relations between the 3GPP network operator and the M2M Service Provider.
Table 8.5.1 shows the mapping between ETSI M2M entities/interface to OMA-DM/TR-069 entities/interface.
	ETSI M2M 
	OMA DM 
	BBF TR069 

	REM Server
	DM Server 
	ACS 

	REM Client 
	DM Client 
	CPE 

	REM Interface (over mId) 
	DM-1, DM-2 
	TR069-CWMP 


On the M2M Device and M2M Gateway side:

· The D/GREM may collect the Management Object data from the REM Client in the local M2M Device/Gateway and create/update the corresponding <mgmtObj> an/or <mgmtCmd> resource(s) in the NSCL via the mId reference point. 

· Any device management activity (e.g. firmware update, fault management) in the Device/Gateway is carried out by the REM Client, communicating with a REM Server in NREM via existing Device Management interfaces.

On the NSCL side:

· The NREM triggers OMA-DM or BBF TR-069 Device Management procedures over mId resulting from actions on the <mgmtObj> or <mgmtCmd> resources by M2M Network Applications via mIa or by M2M Management Functions.

8.5.2 Managing M2M Devices behind an M2M Gateway
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 Figure 8.5.2: Reference Architecture for Managing devices behind M2M Gateway
Fig. 8.5.2 illustrates the integrated reference architecture for managing devices behind M2M Gateway, which may be legacy devices (d-type) or limited M2M Devices (D’-type) without M2M Service Capabilities and may not support OMA-DM or BBF TR069. In order to manage devices behind M2M Gateway, GREM needs to have Server, Client and Proxy function and NREM may need additional feature in order to support the proxy function at GREM. 
Table 8.5.2 shows the mapping between ETSI M2M entities/interface to OMA-DM/TR-069 entities/interface.
	ETSI M2M 
	OMA DM 
	BBF TR069 

	REM Server (N) 
	DM Server 
	ACS 

	REM Server (G) 
	Legacy Server 
	Control Point 

	REM Proxy
	GwMO 
	Proxy Module 

	REM Client 
	DM Client 
	CPE 

	Management Client 
	Legacy Client 
	Legacy Client 

	REM Interface 1 (over mId) 
	DM-1, DM-2 
	TR069-CWMP 

	REM Interface 2 (over dIa) 
	Legacy Interface (out of scope)
	Legacy Interface (out of scope)


In addition to support the functionalities described in clause 8.5.1 for managing the M2M Gateway itself, the GREM shall also be responsible for the management of the D'(or d)-type devices associated with the M2M Gateway. The interactions between the GREM and the D'(or d)-type device for device management purpose is out of scope.

The NREM acts as the same role and follows the same procedure as described in clause 8.5.1 to interact with GREM for the purpose of managing devices in the M2M Area Network, i.e. behind an M2M Gateway.
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