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1.0 Title
Wide area Energy related  measurement/control system for advanced  transmission and distribution automation
1.1 Description
Background:

· Phase Measurement Units (PMUs, aka Synchrophasors )  in power electrical systems , is a technology that provides a tool for power system operators and planners to measure the state of the electrical system and manage power quality. 

· PMUs are positioned across the high voltage (HV) transmission and Medium voltage (MV) distribution network, operated by transmission and distribution system operators (TSO/DSO) respectively, typically in a sub station where network node connections are made and the distribution of load is of importance.

· PMUs usually generate bulk statistical information transmitted hourly or daily or event based. They are capable of continuously monitoring the wide-area network status online, so continuous information streaming data will be available to control centres from hundreds of PMUs at once which requires a stable communication network with sufficient capacity and quality.
· The communications network that is used to collect, monitor and control electricity power systems (HV transmission and MV Distribution power systems) are usually owned by Electricity TSO/DSO and are very secure and reliable.
· PMUs are sampled from widely dispersed locations in the power system network and synchronized from the common time source of a global positioning system (GPS) radio clock.  PMUs measure voltages and currents at diverse locations on a power grid and output accurately time-stamped voltage and current phasors, allowing for synchronized comparison of two quantities in real time. These comparisons can be used to assess system conditions.
 Description:
· This use case shows the feasibility of High voltage /MV supervision through the interconnection of PMUs especially via mobile broadband communication networks. Thus not requiring any additional TSO/DSO internal network extensions especially in remote sites.
· Through analysis of PMU power state information collected in operator control centres (TSO/DSO), the TSO/DSO can send control information to PMUs, in the same mobile broadband communication network,  to control the power flow in the power system.
· Transmission delay of less than a second for the transmission of PMU measurements  in near real time to TSO/DSO in the case of control centres.

· Black-out causes propagates within minutes and sometimes only seconds through entire national and even international transport & distribution networks. So the transmission of control is critical in the range of less than seconds 
1.2 Source (as applicable)
Fujitsu, from  ETSI TR 102 935 v2.1.1
1.3 FFSActors (as applicable)
· Energy system operators: 
· Transmission System Operator (TSO) is responsible for operation, maintenance and development of the transmission network in its own control area and at interconnections with other control areas, long-term power system ability to meet the demand, and grid connection of the transmission grid users, including the DSOs.

· Distribution System Operator (DSO) is responsible for operation, maintenance and development of its own distribution grid and where applicable at the connections with other grids, ensuring the long-term ability to meet the distribution demand, regional grid access and grid stability, integration of renewables at the distribution level and regional load balancing (if that is not done by the balance responsible party).

· Telecommunications operator (s) provider of the  access network  (telcos)
System operators and/or providers of  service layer platform(s)  which can provide services/common functionalities for applications that are independent of the underlying network(s).  
1.4 Pre-conditions (if any)
Communication/connectivity networks (phase network) to collect the measurements from PMUs to centers


1.5 Triggers (if any)
System conditions deducted from the analysis of collected data trigger a counter measure action for example to curtail or reduce power flow in a HV/MV transmission 
1.6 Normal Flow (as applicable)
An example flow for the TSO scenario:[image: image1.png]System operator
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1. WAMS application subscribes to PMU data which is owed by the Transmission System Operator 
2. Measurements requested are sent back through (service provider) telco operator and System Operator to TSO centre for the WAM application 
3. Measurements sent to the system operator  are collected and can be stored by the operator.  
4. Notification message is sent to WAMS application in TSO control centre when the system operator receives the measurement. 
5. WAMS application/TSO control centre can pull/push the data measurements
6. Based on measurements collected, WAMS  application/ TSO control centre initiates a control command to shut down a transmission line under its controlled area
7. The Control  command is sent to system operator   where an appropriate communication network is selected to send the control command
8. Then control command is sent by system operator to the PMU under TSO controlled area to initiate the execution of the command e.g. the shut down of  a specific transmission line


An example flow for DSO scenario:
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1. WAMS application subscribes to the PMU data

2. Measurements are sent through telco operator

3. Measurements sent to system operator where they are stored.

4. Notification sent to WAMS  application  in DSO control centre when the measurements are received by system operator
5. WAMS application in DSO control centre pulls the measurements
6. Based on measurements collected WAMS  application in DSO control centre,  initiates a control command to reduce flow in a particular region under its controlled area
7. Control command  sent to system operator where an appropriate
 communication
 network is selected to send the control command
8. Then control command is sent to the PMU under DSO control to initiate the execution of the command e.g. the change of power flow.
1.6.1  Alternative flow (if any)
1.7 Post-conditions (if any)
Corrective or Restricted operation of power electrical network as a result of the preventive action because of the shut-down of (a part) power network.
1.8 High Level Illustration (as applicable)
       <Relevant diagram or picture>
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1.9 Potential requirements (as applicable)
Extracted from ETSI service requirements (Ref TS102 689 V1.1.1) but suitable for this use case. 

1. Data collection and reporting capability/function
The M2M System (e.g be owned by System Operator) shall support the reporting from a specific M2M Device (e,g PMU) or group of M2M Devices or group of M2M collectors

 in the way requested by the M2M Application (e.g WAM) as listed below:

• a periodic reporting with the time period being defined by the M2M application;

• an on-demand reporting with two possible modes. One is an instantaneous collecting and reporting of data, the other one is a reporting of the data that were pre-recorded at the indicated specific time period;

• an event-based reporting e.g. transient fault

 

2. Remote control of M2M Devices

The M2M System shall support the capability for an Application to remotely control M2M Devices that support this capability; e.g. control power flow or shut down a regional power network to prevent a black-out event

3. Information collection & delivery to multiple applications

The M2M System shall support the ability for multiple M2M Applications (in this use case the WAM) to interact with the same M2M Devices (in this case can interact with many PMUs)
Simultaneously


4.  Data store and share

The M2M System shall be able to store data to support the following requirements:

• Provide functionality to store and retrieve data.

• Establish storage policies for stored data (e.g. define maximum byte size of the stored data

).

• Enable data sharing of stored data subjected to access control


5. Security requirements
5.1. Authentication of M2M system with M2M devices/ 
/collectors
The M2M system shall support mutual authentication with M2M Device or M2M Gateway/collector. For example mutual authentication may be requested between a service provider
s and the entity requesting the service. The parties may choose the strength of authentication to ensure appropriate level of security.

5.2. Authentication of M2M devices with M2M applications


 When there is a request for data access or for M2M Device/Gateway access, the M2M Device or M2M Gateway shall be able to mutually authenticate or M2M Applications from which the access request is received.

5.3. Data integrity

The M2M System shall be able to support verification of the integrity of the data exchanged.
5.4.  Prevention of abuse of network connection

M2M security solution

 shall be able to prevent unauthorized use of the M2M Device/Gateway.
5.5.  Privacy

The M2M System shall be able to protect confidentiality  of collected information
.
5.6. Multiple actors

Multiple actors are involved in the end-to-end M2M service. The M2M System shall allow for such different actors to deliver the service in collaboration, maintaining mutual authentication and confidentiality 

of the end-to-end service. 
5.7. Security credential and software upgrade at the Application level.

Where permitted by the security policy, M2M System shall be able to remotely provide the following features, at the Application level:

• Secure updates of application security software and firmware of the M2M Device/Gateway.

• Secure updates of application security context (security keys and algorithms) of the M2M Device/Gateway.
This functionality should be provided by a tamper-resistant Secured Environment (which may be an independent Security Element) in M2M Devices/Gateways supporting this functionality.

6. Continuous connectivity

The M2M System shall support continuous connectivity

, for M2M applications requesting the same M2M service on a regular and continuous basis. This continuous connectivity may be de-activated upon request of the Application or by an internal mechanism in the M2M system

7. Communication network selection

Assuming multiple paths are available, the M2M System shall be able to select the appropriate communication network, based on e.g. policies or application delay, reliability, stability, or bandwidth requirements

.
�Indicates that this network is also used for control


�Yes that is correct the control centres are used to collect and analyse data.


�Does the control only go back to the same PMUs that provide measurements?





St seems that we should have time synchronisation requirements associated with this use case.MUs? nd event based reporting in th


�The control centre goes back to the operator that collected the data and this operator can send command to the same PMU to shut down in the affected area.








�Would it be one PMU or a set of PMUs?


�It can be either in this use case example it depends on the severity of the problem.


�What might make one network more appropriate that an other? Is it always one network for measurements, but it can be one of multiple networks for  commands?


�HC: this application is delay sensitive so  the system operator choose a communication network  among other that is s suitable for the purpose (eg. Choose TCP based rather than UDP based)


�If these are to be included in requirements then maybe they should be included in the use case?


�HC: collectors or gateway are part of the communication operator mentioned in the normal flow


�The use case says that the measurements are transmitted hourly or daily, maybe include on demand and event based reporting in the case case?


�Good point thanks will do,  because it can also be event based.


�There is no mention in the use case of  a DSO and a TSO application  receiving measurements from/or control a single PMU – if this is how it works maybe mention in the use case


� This is covered in the use case under background third bullet point “They are capable of continuously monitoring the wide-area network status online, so continuous information streaming data will be available to control centres from hundreds of PMUs at once”


�Not derived from this use case, maybe omit?


�The data stored here are the measurement data collected on an hourly or daily basis. Should this data be kept and for how long? If there is a fault and they want to trance the source can they call on this data for further analysis? That is the sort of thing we considering here.


�Not derived from this use case, maybe omit?


�Sharing data collected from PMUS  between TSO and DSO or third party doing data analysis.


�Note mentioned in the use case, maybe omit Gateway?


�HC: we refer to collector as gateway


�Which actor (s) is/are the SP in the use case? If multiple, then should the requirement reflect plural?


�5.1 and 5.2 separately include authentication between some entities in the end-to-end flow – do all entities in the flow need mutual authentication?


�Yes they do due to the sensitivity of data collected, shutting down a power station can have adverse effect so the security required means that all devices have to be mutually authenticated.


�Should this be “system”?


�What this is trying to say is what ever security solution used or adapted for M2M shall be able to prevent unauthorised use of a PMU or WAM . Security solution may consists of mechanism at different protocol stack layers (eg. transport and application layers) different could be at different layers


�Privacy is a general term like security, it normally includes things like confidentiality and anonymity – if you need confidentiality then it would be better to have that as a more specific requirement


�Security is not only about authentication. It may include confidentiality  …


�This relates back to 5.1 and 5.2, if security was replaced with mutual authentication then this would be better


�How does this requirement get derived from this use case?


� Background section 3rd bullet: They are capable of continuously monitoring the wide-area network status online, so continuous information streaming data will be available to control centres from hundreds of PMUs at once which requires a stable communication network with sufficient capacity and quality.


�In the use case, there is specific mention of time synchronisation. How accurate does it need to be? When a control command is sent to multiple PMUs, does it matter what kind of jitter there is between the receive times of adjacent PMUs? Should have time synchronisation requirements associated with this use case.


�HC: The  time synchronisation is required in the uplink from PMUs to allow the accurate measurement analysis in the  control centre. In the downlink towards the PMUs what is important is the to keep the transmission delay below 1seconds to prevent the quick propagation of the causes of trouble.


Not sure if we need to go into specific numbers here.
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