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1.0 Street Light Automation
Street Light Automation can be considered as part of the City Automation (ETSI classifier) vertical industry segment – and related to others e.g. Energy, Intelligent Transportation Systems, etc.
Industry segment organisations: none known
Industry segment standards: none known
Deployed: with varying functionality, in multiple countries
Street Light Automation Goals
· Improve public safety
· Reduced energy consumption / CO2 emissions
· Reduce maintenance activity
Methods
· Sensing and control
· Communications
· Analytics
1.1 Sub-use cases
A street light automation service provider, provides services to control the luminosity of each street light dependent upon:
· Local (street level)
1. Light sensors
2. Power quality sensors
3. Proximity sensors (civilian or emergency vehicles, pedestrians)
· Street light automation service provider operation center
4. Policies (regulatory & contractual)
5. Ambient light analytics (sunrise/sunset, weather, moonlight, etc.)
6. Predictive analytics (lights parts of streets predicted to be used, etc.)
· Communications received from other service providers
7. Traffic light service (emergency vehicle priority)
8. Emergency services (vehicle routing, police action, etc.)
9. Road maintenance service (closures and/or diversions)
10. Electricity service (power overload)
1.2  Source

Cisco Systems – from public document research
“Street Light Control” use case identified in ETSI TR 102 897
1.3  Actors
1. Street light automation application service provider, has the aim is to adjust street light luminosity
2. Street light devices have the aim is to sense, report, execute local and remote policies, illuminate street
3. Traffic light application service provider, has the aim is to enhance their emergency vehicle service using street lighting
4. Emergency services application services provider, have the aim is to brightly illuminate police action areas and brightly illuminate planned path of emergency vehicles
5. Road maintenance application service provider, has the aim is to obtain extra street light signalling near closed roads
6. Electricity application service provider, has the aim is to have electricity consumers reduce their load when an overload is declared
1.4 Pre-conditions (if any)
See sub-case flows
1.5 Triggers (if any)
See sub-case flows
1.6 Normal Flow
1.6.1. Sub use case 1 - Local: Light sensors

Summary: (no atomic action steps)
Trigger: Detected light level moves below/above threshold
Action: Increase/decrease luminosity in a set of street lights
Detailed flow (no confirmation, etc. – actors in “quotes”, system under study in italics)
1) “Street lights” message the Street light system that  street light sensors have detected light level movement below/above threshold
2) Street light system  informs the “street light operation centre” with the street light sensor information
3) “Street light operation centre” messages the Street light system with a street light control message to increase/decrease luminosity according to “street light operation centre” policy.
4) Street light system messages the “street lights” with a street light control message to increase/decrease luminosity according to “street light operation centre” policy.
5) Optionally (normal case), if “street lights” receive a control command from the Street light system within some time, then, “street lights” increase/decrease luminosity in a set of street lights according to “street light operation centre” policy.
6) Optionally (alternative case), if “street lights” do not receive a control command from the Street light system within some time, then, “street lights” increase/decrease luminosity in a set of street lights, according to local policy
Note that the terminology “policy” refers to a set of rules which may be dependent upon variables output from analytics algorithms.

1.6.2 Sub use case 2 - Local: Power quality sensors

Summary: (no atomic action steps)
Trigger: Detected input voltage level moves above/below threshold
Action 1: Send alert message to electricity service provider
Action 2: Decrease/increase energy applied to a set of street lights
Detailed flow (no confirmation, etc. – actors in “quotes”, system under study in italics)
1) “Street lights” message the Street light system that street light power sensors have detected input voltage level movement above/below threshold
2) Street light system  informs the “street light operation centre” with the street light sensor information
3) “Street light operation centre” messages the Street light system with an alert message to “electricity service provider” according to “street light operation centre” policy.
4) Street light system informs “electricity service provider” of alert message.
5) “Street light operation centre” messages the Street light system with a street light control message to increase/decrease luminosity according to “street light operation centre” policy.
6) Optionally (normal case), if “street lights” receive a control command from the Street light system within some time, then, “street lights” increase/decrease luminosity in a set of street lights according to “street light operation centre” policy.
7) Optionally (alternative case), if “street lights” do not receive a control command from the Street light system within some time, then, “street lights” increase/decrease luminosity in a set of street lights, according to local policy
1.6.3 Sub use case 3 - Local: proximity sensors (civilian or emergency vehicles, pedestrians)
Summary: (no atomic action steps)
Trigger: Civilian or emergency vehicle or pedestrian detected entering/leaving street section
Action: Increase/decrease luminosity in a set of street lights
Detailed flow (no confirmation, etc. – actors in “quotes”, system under study in italics)
1) “Street lights” message the Street light system that street light power sensors have detected civilian or emergency vehicle or pedestrian detected entering/leaving street section
2) Street light system  informs the “street light operation centre” with the street light sensor information
3) “Street light operation centre” messages the Street light system with a control message to increase/decrease luminosity according to “street light operation centre” policy.
4) Street light system messages the “street lights” with a street light control message to increase/decrease luminosity according to “street light operation centre” policy.
5) Optionally (normal case), if “street lights” receive a control command from the Street light system within some time, then “street lights” increase/decrease luminosity in a set of street lights according to “street light operation centre” policy.
6) Optionally (alternative case), if “street lights” do not receive a control command from the Street light system within some time, then, “street lights” increase/decrease luminosity in a set of street lights, according to local policy
1.6.4 Sub use case 4 - Operation centre: Policies (regulatory & contractual)
Summary: (no atomic action steps)
Trigger: SLA non-conformity for low intensity imminent
Action: Increase luminosity in a set of street lights to keep within SLA
Detailed flow (no confirmation, etc. – actors in “quotes”, system under study in italics)
1) The “street light operation centre” detects through analytics that an SLA regarding minimum street light intensity is in danger of not being met 
2) “Street light operation centre” messages the Street light system with a control message to increase luminosity according to “street light operation centre” policy.
3) Street light system messages the “street lights” with a street light control message to increase luminosity according to “street light operation centre” policy.
1.6.5 Sub use case 5 - Operation centre: Ambient light analytics (sunrise/sunset, weather, moonlight)
Summary: (no atomic action steps)
Trigger 5a: A band of rain moves across an area of street lights
Action 5a: Increase/decrease luminosity in a rolling set of street lights
Trigger 5b: Sunrise/sunset is predicted to occur area in 30 minutes
Action 5b: Decrease/increase luminosity in a rolling set of street lights
Detailed flow (no confirmation, etc. – actors in “quotes”, system under study in italics)
1) The “street light operation centre” detects through analytics that  (5a) a band of rain is moving across an area of street lights, or (5b) Sunrise/sunset is predicted to occur area in 30 minutes
2) “Street light operation centre” messages the Street light system with a street light control message to increase/decrease luminosity according to “street light operation centre” policy.
3) The Street light system messages the “street lights” to increase/decrease luminosity in a set of street lights according to “street light operation centre” policy.
1.6.6 Sub use case 6 - Operation centre:  Predictive analytics (lights parts of streets predicted to be used)
Summary: (no atomic action steps)
Precondition: Vehicle paths are tracked via proximity sensors and a route model is generated
Trigger: A vehicle enters a street section which has 85% probability of taking the next left turn
Action: Increase luminosity on current street section ahead and also on street on next left
Detailed flow (no confirmation, etc. – actors in “quotes”, system under study in italics)
1) “Street lights” message the Street light system that street light power sensors have detected civilian or emergency vehicle entering street section
2) Street light system  informs the “street light operation centre” with the street light sensor information
3) “Street light operation centre” messages the Street light system with a control message to increase/decrease luminosity according to “street light operation centre” policy.
4) Street light system messages the “street lights” with a street light control message to increase/decrease luminosity according to “street light operation centre” policy.
1.6.7 Sub use case 7 - From other service providers: Traffic light service input (emergency vehicle priority)
Summary: (no atomic action steps)
Trigger: An emergency vehicle is approaching a junction
Action: Increase luminosity in street lights along streets leading away from junction
Detailed flow (no confirmation, etc. – actors in “quotes”, system under study in italics)
1) “Traffic light service provider” messages the Street light system that emergency vehicle approaching street junction from certain direction.
2) Street light system  informs the “street light operation centre” with the street junction information
3) “Street light operation centre” messages the Street light system with a control message to increase luminosity according to “street light operation centre” policy.
4) Street light system messages the “street lights” with a street light control message to increase luminosity according to “street light operation centre” policy.
1.6.8 Sub use case 8 - From other service providers: Emergency services input (vehicle routing, police action)
Summary: (no atomic action steps)
Trigger 8a: An emergency vehicle route becomes active
Action 8a: Increase luminosity in street lights along vehicle route
Trigger 8b: An area is declared as having an active police action
Action 8b: Increase luminosity in street lights within police action area
Detailed flow (no confirmation, etc. – actors in “quotes”, system under study in italics)
1) “Emergency services provider” messages the Street light system that (8a) emergency vehicle street route is active, or (8b) an area is declared as having an active police action
2) Street light system  informs the “street light operation centre” with the street junction information
3) “Street light operation centre” messages the Street light system with a control message to increase luminosity according to “street light operation centre” policy.
4) Street light system messages the “street lights” with a street light control message to increase luminosity according to “street light operation centre” policy.
1.6.9. Sub use case 9 - From other service providers: Road maintenance service input (closures and/or diversions)
Summary: (no atomic action steps)
Trigger 9a: A road is closed
Action 9a: Program a changing luminosity pattern in street lights near to closed road
Trigger 9b: A route diversion is activated
Action 9b: Program a changing luminosity pattern in street lights along the streets of the diversion
Detailed flow (no confirmation, etc. – actors in “quotes”, system under study in italics)
1) “Road Maintenance service provider” messages the Street light system that (9a) a road is closed, or (9b) a route diversion is activated
2) Street light system  informs the “street light operation centre” with the road maintenance information
3) “Street light operation centre” messages the Street light system with a control message to set lights to changing luminosity pattern according to “street light operation centre” policy.
4) Street light system messages the “street lights” with a street light control message to set lights to changing luminosity pattern according to “street light operation centre” policy.
1.6.10 Sub use case 10 - From other service providers: Electricity service input (power overload)
Summary: (no atomic action steps)
Trigger: A power overload situation is declared
Action: Decrease luminosity in a set of street lights
Detailed flow (no confirmation, etc. – actors in “quotes”, system under study in italics)
1) “Electricity service provider” messages the Street light system that (9a) that an overload condition exists across some area.
2) Street light system  informs the “street light operation centre” with the overload condition information
3) “Street light operation centre” messages the Street light system with a control message to decrease luminosity according to “street light operation centre” policy.
4) Street light system messages the “street lights” with a street light control message to decrease luminosity according to “street light operation centre” policy.
1.7 Alternative flow
In the case of loss of communications, street lights have local policies which they obey

1.8 Post-conditions
Street light luminosity or luminosity pattern is adjusted as needed
1.9 Security Considerations
Attack vectors and example impacts:

1. by sending false reports of sensors to applications
· Energy provider overdriving voltage
2. by sending false control commands to devices
· Blackout to obscure crime
3. by blocking valid messages
· Energy wastage
1.10 High Level Illustration
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1.11 Potential requirements

Generic (needed by two or more verticals or applications)

1. The M2M solution shall support the ability to collect information from M2M devices
2. The M2M solution shall support the ability to deliver collected information from M2M devices to M2M applications
3. The M2M solution shall support  control commands (for devices) from M2M applications
4. The M2M solution shall support control commands  for groups of M2M devices
5. The M2M solution shall support the ability to receive device application software from M2M applications
6. The M2M solution shall support the ability to deliver device application software to M2M devices
7. The M2M solution shall provide mechanisms for information sharing, i.e. receiving information from M2M applications (information providing) to be consumed by other M2M applications (information consuming). 
8. The M2M solution shall provide charging mechanisms for information sharing among M2M applications 
9. The M2M solution shall support the ability to provide an estimate of the time period from when a device sent a message to the M2M solution until when it responded with a message to the device.
10. The M2M solution shall provide security context (authentication, encryption, integrity protection) for secure connection between entities.  The security context shall include mechanisms and techniques on how to setup a security connection , and where the security connection information is stored and how to establish the secure connection
11. The M2M service layer shall provide security mechanisms to facilitate the end to end security of M2M applications
12. The M2M service layer shall provide security mechanisms to avoid compromising the end to end security of M2M applications  
Specific (to this vertical/use case)

· None
Note that the terminology: 

“Device application software” refers to application software that runs on a device including programs, patches, program data, configuration, etc., 
“M2M application” is any application that makes use of the M2M service layer - some form of prior agreement may be needed
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