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1.0 Title
M2M Cellular Healthcare Gateway
1.1 Description
This use case addresses a cellular healthcare gateway to transport healthcare sensor data from a patient to a backend server, and to also support bidirectional communications between a backend server and the cellular healthcare gateway.
1.2 Source
Qualcomm
Several scenarios also supported by guidelines defined in Continua Health Alliance should be covered by this use case.
1.3  Actors 

· Patients using healthcare sensors

· Health care providers, operating healthcare enterprise backend servers
· Care givers and authorized users that could eventually access health sensor data
1.4 Pre-conditions
· Operational healthcare sensor(s) that requires occasionally or periodically transport of sensor data to a backend server.
· A local cellular healthcare gateway is available that can be used to transport data from the healthcare sensor to a backend server. It is open who owns and/or operates this cellular gateway. Different scenarios shall be supported (patient, healthcare provider, care-giver, M2M service provider, cellular network operator). 
· Cellular network connectivity is available for transporting healthcare sensor data.
· A backend server that is hosting applications to collect measurement data and makes it available to care-givers, healthcare-providers or the patient. 
1.5 Triggers
The following triggers could initiate exchange of information according to the flows described further-below:

· Creation of new patient healthcare data that requires transport to a backend server.
· Availability of new patient healthcare data at a backend server that requires sharing with authenticated users such as a nurse/doctor (healthcare provider) and a patient’s relative (such as a child care-giver)
· Health care service provider needing to contact patient to take measurements
· Analysis of healthcare patient sensor info or trends that triggers the need to take action on behalf of patient (for example determination of a deteriorating health condition).
Network dynamic access constraints or network utilization constraints or prior network access policy constraints or device energy minimization considerations can cause delay tolerant sensor data to be buffered (and aggregated if needed) at the cellular gateway and transmitted at a later time.
1.6 Normal Flow
1. Regular flow
         A measurement of the healthcare sensor is initiated. Patient can initiate the generation of sensor data such as taking a glucometer measurement. The measurement may also be initiated based on some pre-defined schedule. The  healthcare sensor data is forwarded to a backend server. Measured data needs to be forwarded to authorized subscribers – such as care-giver or nurse/doctor – via notifications.
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2. Alternative flow 1
This flow is the same as the regular flow with the following exceptions: The healthcare sensor data may need be stored on the cellular gateway and forwarded at a future time based on one or more of the following factors:

· delay tolerances associated with the data

· network policy constraints (efficiency, avoidance of peak loads, protection of spectrum)

· device constraints (energy consumption, data tariff).
· temporary lack of coverage

Multiple measurements can be aggregated and transmitted together at a future time. 
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3. Alternative flow 2

The backend server may expect the patient to submit sensor data periodically or with an pre-defined schedule. In the absence of a typically expected sensor data event, the backend server can trigger an event to request the patient to take a measurement.
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4. Alternative flow 3
The cellular gateway node can continuously process the data that it forwards. It can have smart algorithms to detect health anomalies associated with the patient. In case no anomalies are detected, the health sensor data may only be forwarded occasionally (see also alternative flow 1). In case an anomaly is detected, the cellular gateway needs to send an alert to the health care provider or the care-giver or to the patient if desired.
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                                          Alert (optional)


1.7 Post-conditions
1. Regular flow 

Sensor data is stored in a database associated with the backend server. Healthcare provider and care-giver observe data to ascertain status of patient’s health.
2. Alternative flow 1
Data is buffered and transmitted when the network constraints or policy constraints or energy minimization constraints allow the transmission of delay-tolerant data

3. Alternative flow 2

Patient takes measurement and sends data to backend server

4. Alternative flow 3

     Local data analysis with indication of abnormal condition results in an alert message sent to the health care provider and optionally to the patient.
1.8 High Level Illustration

              



[image: image5.png]







1.9 Potential requirements
Rationale
This use case sets out from the presence of a gateway between one or more healthcare sensor(s) and a backend server. Even though the use case is assuming a cellular gateway, this restriction is not needed in general. Resulting requirement:
1.
The M2M system shall be capable of supporting gateway nodes that are capable of transporting sensor measurements to back end servers.

Rationale
Sensors can measure patient data with or without patient initiation. Therefore, new measurement data may become available at any time. Resulting requirement:

1. Whenever a healthcare sensor has measurement data available, it shall be possible for the sensor to send a request to the cellular healthcare gateway to transport new measurement data to the backend server.
Rationale
Incoming requests from the healthcare sensor to the healthcare gateway may not result in immediate forwarding of the data to the backend server if any of the following is applicable: Dynamically changing cellular network availability (coverage); cellular network utilization constraints (policies); device energy consumption or memory constraints. In one of the flows also the quality of the data to be transported (alert=high priority) was relevant for determining when the connection needs to be triggered. Resulting requirements:

2. The cellular healthcare gateway needs to be capable to buffer incoming requests from the healthcare sensor for transporting data to the backend server and support forwarding them at a later time depending on cellular network availability, cellular network utilization policies, device constraints
3. The cellular healthcare gateway needs to be capable to accept parameters with incoming requests from the healthcare sensor which define a delay tolerance for initiating the delivery of the sensor measurements or parameters for categorizing sensor measurements into different levels of priority

4. The Cellular healthcare gateway needs to be cable of receiving policies which express cellular network utilization constraints and which shall govern the decision making in the gateway when initiating connectivity over cellular networks.
5. The cellular healthcare gateway needs to be capable to trigger connections to the cellular network in line with the parameters given by the request to transport data and in line with configured policies regarding utilization of the cellular network 
A subscription and notification mechanism was described in this use case. Only authenticated and authorized users (e.g. care-giver, relatives, doctors) shall be able to subscribe to healthcare sensor measurement data and get notifications and access to the measured data. These authenticated and authorized stakeholders are typically using applications that use the M2M system to access the measured data. Resulting requirement:

6. The M2M system shall be capable of supporting a mechanism to allow applications to subscribe to data of interest and get notifications on changes or availability of that data.

7. The M2M system needs to be able to allow access to data that is being transported or buffered only to authenticated and authorized applications
Rationale
The use case also describes a flow in which the backend server could initiate an action on the cellular healthcare gateway. Resulting requirements:
8. The M2M system shall support transport of data from the backend server to the cellular healthcare gateway.

9. The M2M system shall support of triggering a cellular connection to the cellular healthcare gateway in case the gateway supports such functionality.
Healthcare Provider





Care-Giver 





                   Healthcare Backend Server





             Local Cellular Healthcare Gateway





Health Patient


(takes  measurement )





    Healthcare Sensor 





                   Healthcare Backend Server





                  Local Cellular Healthcare Gateway


           (Network-aware buffered transmissions)





Healthcare Sensor Measurement 2





Healthcare Sensor Measurement 1





Patient Monitoring Event





                  





             Healthcare Backend Server





            Local Cellular Healthcare Gateway


                           (contacts patient)





    Healthcare Sensor 





Health Patient


(takes measurement)





Health care provider  (and/or care-giver)


(alerted)








                   Healthcare Backend Server





                  Local Cellular Healthcare Gateway


                     (Local Data Analysis Event)





    Healthcare Sensor 





Health Patient





Healthcare Provider





Care-Giver 





                   Healthcare Backend Server





            Local Cellular Healthcare Gateway





Health 


Patient





Healthcare    Sensor








© 2012 oneM2M Partners

Page 12 (of 12)



