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1.0 Title
Application security use-cases
1.1 Description
Application security for M2M is a critical element of the security of M2M systems.  This document attemtps to define 3 approaximate levels of security that applications may be designed to support at technical levels.  
The nature of M2M systems and their intended application will have a significant baring on the security requirements. For instance, M2M system controling physical environments may have an enhanced security reuirements over devices measuring and reporting envirnmental conditions. 
Security is a matter of confidentiality (protect against unauthorized disclosure), integrity (protection against unauthorized change) and availability (protection against unauthorized deletion or delay).
Security in M2M applications is associated with data in-use or stored withn the applcation, but not data traveling through the network.  

Security in M2M applications is also with the operating systems, firmware or control insructions contained with the application endpoints, , but not the operating system, firmware or configurations and control instructions associated with the network elements (switches, routers, basestations, gateways, infrastructure such as DNS, DHCP, or directories).

1.2 Source (as applicable)
TIA – Intel-McAfee
1.3  FFSActors (as applicable)
· Manufacturers of M2M applications

· Service providers supporting M2M systems

· Integrators of M2M systems

· Regulators of M2M systems

· Insurers 

· Interdependent thrid-parties (partners, supply-chain, customers)

· Users

· Public/personal/consumer

· Private/commercial/business

· Public/government

1.4 Pre-conditions (if any)
None – applicable across all M2M applications and use cases
1.5 Triggers (if any)
None – applicable across all M2M applications and use cases 
1.6 Normal Flow (as applicable)
This flow represents a typical approach to risk assessment, which is used to systematically guide decisions related to risks that will be treated, transferred or accepted in the M2M system

· Application requirements associated with sensitivity are defined for confidentiality, integrity and availability. 
· Risk assessment carried out considering physical and logical threats to the M2M system, before any security controls are applied.
· Risk assessment carried out at each level of application security, until residual risk (after treatment, transfer) is satisfactory to the Actors

1.7 Post-conditions (if any)
Applications security is subject to third party verification and audit as determined by the Actors.
1.8 High Level Illustration (as applicable)
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1.9 Potential requirements (as applicable)
Different M2M applications will have a requirement to support differing security capabilities relative to controls on confidentiality, integrity and availability.

	
	Gold level
	Silver level
	Bronze level

	Recommended Confidentiality controls
	· Encrypted comms to control or data repository
· Account segregation

· Credential management

· Command accounting

· Port management

· Detailed log generation
	· Credential management

· Port management

· Log generation
	· Input validation

· Port management

	Recommended Integrity controls
	· Code whitelisting

· Input validation
	· Input validation
	

	Recommended Availability controls
	· Fail safe

· Validated MTTF metric
	· Fail safe

· Target MTTF metric


	· Estimated MTTF

	Risk management
	· Vulnerability assessment
· Penetration testing

· Risk Assessment
	· Vulnerability assessment
· Penetration testing
	

	Audit
	· Scheduled annually
	· Audit on major change or upgrade
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