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	Abstract:*
	Security requirements compiled from aggregated oneM2M requirements and other sources. 

	Agenda Item:*
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	Work item(s):
	Requirements

	Document(s) 

Impacted*
	Requirement specification (number to be assigned)

	Intended purpose of

document:*
	 FORMCHECKBOX 
Decision

 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	Discussion and initial agreement for potential inclusion in the requirement TS at the TP2 meeting
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	Requirement ID 
	Classification 
	Requirement Text 
	Related use cases (where applicable)


	1

(Final number to be assigned )
	Security requirements-
 Service level authentication

(from SEC_001)
	The M2M System shall support mutual authentication  withM2M applications in the Device or Network domain or other M2M Cores. The parties may choose the strength of authentication to ensure appropriate level of security. 
M2M applications may or may not use the mutual authentication functionality (depending e.g. on the capabilities of supporting devices)..  
	

	2

(Final number to be assigned )
	Security requirements- 
Application user identification
	The M2M System shall enable M2M applications to identify and authenticate their users. M2M applications may or may not use this functionality.
	BUTLER Global NFR

	3

(Final number to be assigned )
	Security requirements-
Application security

(from SEC_001)
	The M2M System shall enable M2M applications to establish secure end-to-end communication with peer applications, independently of the M2M Service providers with whom the applications are registered.
M2M applications may or may not use this functionality.
	36r5

	4

(Final number to be assigned )
TBC: maybe redundant, e.g. 7-8
	Security requirements-

(from SEC_003)
	For M2M applications using security functionalities (requirements 1-3), the M2M System shall provide security context (authentication, encryption, integrity protection) for secure connection between entities.  The security context shall include mechanisms and techniques on how to setup a security connection , and where the security connection information is stored.
	

	5

(Final number to be assigned )
	Security requirements-

Applicative updates

(from SEC_005)
	For M2M applications using security functionalities (requirements 1-3), where permitted by the security policy, the M2M System shall be able to remotely provide the following features, at the Application level:
• Secure  updates of application security software and firmware of the M2M application.
• Secure updates of application security context (security keys and/or algorithms) of the M2M application.
This functionality should be provided by a tamper-resistant Secured Environment (which may be an independent Security Element) in M2M Devices/Gateways supporting this functionality. Different security levels shall be allowed to accommodate the security needs of M2M applications.
	30r4

	6

(Final number to be assigned )
	Security requirements-  
(from SEC_006)
	The M2M System shall be able to ensure integrity protection of the data exchanged.
	30r4

	7

(Final number to be assigned )
	Security requirements-  
(from SEC_007)
	The M2M System shall be able to prevent unauthorized use of M2M applications.
	30r4

	8

(Final number to be assigned )
	Security requirements-  
(from SEC_008)
	The M2M System shall be able to ensure confidentiality protection of the data.
	30r4

	9

(Final number to be assigned )
	Security requirements-

(from SYS_014)
	The M2M System may support M2M Device and M2M Gateway Integrity Validation.


	

	10

(Final number to be assigned )
See 3 as alternative? 
	Security requirements-  
(from SYS_023)
	Multiple actors are involved in the end-to-end M2M service. The M2M System shall allow for such different actors to deliver the service in collaboration, maintaining mutual authentication and confidentiality of the end-to-end service.
	30r4

	11

(Final number to be assigned )
	Security requirements – 
Denial of Service
	The M2M System shall incorporate protection against threats to its availability such as Denial of Service attacks.
	

	12

(Final number to be assigned )
	Security requirements-
Credentials protection  
	The M2M System shall provide adequate protection against misuse, cloning or theft of security credentials (in M2M Device, Gateway and Core), in respect of the associated risks.
	

	13

(Final number to be assigned )
See 14 as alternative?
	Security requirements- Multiple M2M Service Providers  
	The presence of applications operating on resources belonging to a different M2M system shall comply with security requirements of the own and the other M2M systems.
Privacy of the use of resources shall be maintained in case of applications operating on resources belonging to different M2M systems.
	

	14

(Final number to be assigned )
	Security requirements-
(from REQ_057)
	The M2M System shall enable M2M applications to restrict access to their data only to authorized parties, and provide mechanisms for mutual authentication with s requesting access to their data, independently of the M2M Service providers with whom the applications is registered.. 
	

	15

(Final number to be assigned )
	Security Requirements –
Privacy
	The M2M System shall provide mechanisms to enable users of M2M applications to preserve their privacy.
	

	16

(Final number to be assigned )
	Security requirements – 
Non-repudiation 
	The M2M System shall provide mechanisms to ensure the non-repudiation of messages transmitted within the M2M service layer.
	

	17

(Final number to be assigned )
	General requirements – 
Roaming
	The M2M System shall enable roaming of mobile M2M devices between transport networks of their supported technology. 
	BUTLER – Smart transportation

	18

(Final number to be assigned )
	General Requirements –
	The M2M System shall support migration of gateway connected devices between service gateways, where such devices may move out of range while in use.
	BUTLER – Smart transportation
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