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1.0 Title
General Requirements on Remote Measurement and Control for Agriculture Producing
1.1 Description
· The aim of this use case is to apply M2M and IOT technology in the agriculture producing, realize remotely the environment monitoring, device controlling and operation automation.
· The scenario of  the use case includes:
· Some sensors related to Agriculture producing will be deployed in the field to monitor the environment factors, such as below. Users can obtain the field environment information through network remotely anywhere and anytime, other than go to fields personally.
· Air temperature & humidity
· Soil temperature & humidity
· CO2 concentration 
· Light intensity

· Some controller will be deployed in the field, that will let users can operate equipment in the field through network remotely.  Such as:
· Fan
· Roller shutters of green houses
· Irrigation
1.2 Source (as applicable)
China Telecom, from  CCSA 2012-0336T-YD 
1.3 Actors 

· Service Operator (s) that can provide service layer platform,  service maintenance and management
· Service User (s) that use Intelligent Agriculture system and devices in the real agriculture producing 
· Telecommunications operator (s)  that provide mobile network access
1.4 Pre-conditions (if any)
· Some sensors and controllers are deployed in field real sites of agriculture producing, for example in the greenhouse
· A cellular gateway is deployed available that can be used to transport monitoring data from the sensor to the service platform, or transport controlling instruction from service platform to controller
· Cellular network connectivity is available for transporting mutual data between service platform and field devices.
1.5 Triggers (if any)
· The following triggers could initiate exchange of information according to the flows described further-below:
· Sensor information will be transferred to service platform periodically.
· Users send operating instruction to one or some controller (s) to open the fan or irrigation switch.
· The connected rules can be defined between sensors and controllers in the platform. If the sensors value exceeds the threshold pre-defined, system will send instruction to related controller automatically, without users’ intervention.
1.6 Normal Flow (as applicable)
1.6.1 Sensors data transport flow
Different types of sensors will be deployed in the field to gather the environment information. These sensors’ value will be transferred periodically through network to service platform to be saved and processed. Users can obtain the sensors information from service platform to understand the environment information of agriculture producing field.
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1.6.2 Controller instruction transport flow
Different types of controllers will be deployed in the field to control fans, irrigation devices and so on. Users send instructions to controllers through service platform. The instructions will be transferred through network to controllers in the field.
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1.6.3 Connected rules data flow
Sensors and Controllers will be deployed in the field. Connected rules will be configured in the service platform. Sensors values are transferred to service platform. According to connected rules, if the sensor value exceeds threshold pre-defined, system will send instruction to controller directly.
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1.7 Post-conditions (if any)
· Sensors data are stored in the database of service platform
· Data analysis and processing in the service platform

· Service platform provides user interface to users, for example browser and mobile client
1.8 High Level Illustration (as applicable)
       <Relevant diagram or picture>
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1.9 Potential requirements (as applicable)
1. Sensor data collection and reporting capability/function
The system shall support sensor data reporting from specific device or group of devices in the field to service platform

· a periodic reporting with the time being defined by the Users.
· sensor data reporting from sensor to platform.
· sensor data caching in the gateway if M2M connection is not available temporarily.
2. Remote control of controller in the field

The system shall support the capability for Users to remotely control the controllers in the field through user interface provided by service platform.
3. Network equipment deployment in the field
It’s very complicated of deploying network devices, sensors and controllers in the agriculture field because real condition complexity of field. Also, different types of equipment will be used in different condition. For example, if there is no power supply in some fields, the batteries can be used in equipment deployment.
4. System capability open  to third party service developer
The service platform can provide system capability open function to some third party service developers.
5. Data store
The service platform shall be able to provide data storage functions to support following requirements:

· Provide functionality to store and retrieve missive data.
· Establish storage policies for stored data (e.g. define maximum byte size of the stored data).
6. System security requirements
There are some security requirements in the system as below.
6.1. Authentication and Authorization of users with service platform
When users access service platform through browser or client software, authentication mechanism is needed to protect system.

There are many types of users, for example system managers, operating users, agriculture specialist and so on. So the authorization mechanism is needed to give different type of users with different authority.
6.2. Authentication of gateways with service platform
To receive data from legal gateways, authentication mechanism is needed between gateway and service platform.
6.3. Integrity of data transfer
Data and instruction will be transferred through wireless connection, so the integrity protection function requirement is needed to confirmation data validity and integrality.
6.4. Privacy
The System shall be able to protect privacy of collected information, including data and policies in the service platform.
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