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1.0 Title
Use case of peer communication between M2M devices
1.1 Description
Triggered by appearance of mobile devices such as tablets and smart phones number of sensors and devices that are involved in our life is exponentially increasing every year.
Because such devices often deal with owner’s or user’s  data that requires security, providing such  security is essential especially when the devices are placed in communication-enabled environment through the networks.
When the devices are connected to the Internet to communicate often the data is protected by security mechanisms available in Internet protocols.

However when the devices are in offline environment (not connected to the Internet) and are communicating via ad-hoc network, such mechanisms are not available although the data in the communication channel should still be secured. An important example of ad-hoc communication is the push-to-talk(PTT) [1]  communication between soldiers, law enforcement or public safety officers. 
In this document, we describe a use case of surveillance communication where PTT communication between surveillance devices occurs in an offline environment (without Internet connection), where a strong data security is required as the messages may contain crucial surveillance-related information.
1.2 Source (as applicable)
Samsung SDS (TTA)
1.3  FFSActors (as applicable)
· Devices: surveillance devices such as motion sensors, personal alarms, etc. They utilize M2M connectivity, send or receive messages with other devices.
· PTT Domain: set of Devices that are connected by an ad-hoc network and communicate with a PTT protocol. This is an offline environment without Internet connection.
1.4 Pre-conditions (if any)
· Peer-to-Peer Connectivity between Devices
1.5 Triggers (if any)
· Data transfer from Devices
1.6 Normal Flow (as applicable)
1. A sensing Device notices abnormal event and decides to send message to other devices.
2. The sensing Device encrypts the message to be transferred. 
3. Devices in the PTT Domain receive the encrypted message.
4. Devices in the PTT Domain decrypts message and make appropriate actions for the abnormal event.
· Note that, sometimes, not all of the devices that received the encrypted message may need to, or may require authorization to decrypt the message.
1.7 Post-conditions (if any)
1.8 High Level Illustration (as applicable)
1.9 Potential requirements (as applicable)
Note that, following list is written not considering overlaps with requirements from other contributions. Consideration on distinction was made in another input contribution of us: ‘oneM2M-REQ-2013-req_for_SEC_from_peer_communication_and_infrastructure_retrofit.doc’.
1. OneM2M security function shall support a mechanism of mutual authentication between devices, gateways and servers.
2. OneM2M security function shall support a data encryption mechanism for data integrity and confidentiality.
3. OneM2M security function shall support a secure communication between devices, gateways and servers in an offline environment, i.e. without connection to Internet.
4. OneM2M security function shall support security mechanisms that do not incur large overhead of computation, communication or storage in the oneM2M system or in M2M devices.
1.10 Reference of “Push-to-talk”
[1]. Wikipedia, ‘Push-to-talk’,

http://en.wikipedia.org/wiki/Push-to-talk
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