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This document reports on the discussions conducted on the e-mail reflector of the Security WG to progress on the formulation of Requirements related to security.

The discussion was initiated under the [S-REQ] tab and was later split in 3 threads as inputs started to be submitted:

· [S-REQ-ASSESS] aiming at extracting/finalizing some security requirements (Group 23-34 in REQ doc 120r1) emerging from the Requirements matrix assessment conducted on the REQ reflector

· [S-REQ-NEW] aiming at consolidating new security requirements submitted after TP2 and therefore not included in the Matrix assessment. Privacy related requirements were taken apart as this subject was more delicate.
· [S-REQ-PRIV] aiming at consolidating the security requirements related exclusively to Privacy
It is worth noting that a proposal was made by BT on how to prioritize requirements, which was not implemented yet for lack of related inputs during the reduced discussion timeframe: for each proposed requirement, state support by specific  SDO features (i.e. reference to SDO specifications deemed to address the requirement) and profile those requirements with inputs from the verticals. This process could be considered for further progress after TP3.
1
Consolidation of Security requirements emerging from the Matrix assessment 
The assessed requirements matrix was analyzed by the moderator regarding the security requirements in Group 23 to 34 of the matrix, resulting in the selection of 15 proposed formulation of requirements that were submitted for further elaboration. The following process was used for this purpose:

· All requirements outlined in red in the Overview tab of REQ doc 120r1 were filtered out, as it was not realistic to work on the 40 or so requirements captured in groups 23 to 34 of the matrix.
· The responses of all assessors captured in REQ doc 120r1 were analyzed to:

·  Identify redundancies in the emerging subset of requirements
· Capture the comments made by assessors on the retained formulations

· The resulting document was posted on the reflector and individual requests were sent to the initial authors of captured formulations (Fujitsu, Gemalto and Telecom Italia) to make an attempt at addressing the comments and redundancies affecting their formulations. 

As of Friday February 15, answers from Fujitsu and Gemalto to address remarks on some of their proposed formulations were captured in a revised document posted as an input to the REQ session at TP3. Specifically:

· Attempts to reword requirements on authentication were received from Fujitsu and Gemalto. It clarifies that there is no overlap of concept between the intentions of both contributors. 
· A discussion was initiated to address one redundancy by merging 2 formulations for “unauthorized access to the M2M system” around one new formulation.
· An attempt to reword another requirement on protection of credentials was made.

· Answer to many comments were received, many of them related to identified redundancies. However at least 3 requirements remain affected by potential yet unaddressed redundancies.
· Two other requirements relate to elaborated concepts that seem unlikely to be accepted rapidly in their current form. Recommendation was made to the authors to split them into more elementary requirements.
· Finally, the moderator identified four proposed elementary requirements for which comments and overlaps were addressed by the authors without need for any reformulation: They appear as the most likely candidates for acceptance at TP3, all the more so as they address the most elementary security concepts, i.e. Confidentiality (HLR 215), Integrity (HLR 213), Availability (HLR 177), and Privacy (HLR 181). 

The moderator feels that lack of a common agreement on sufficient basic terminology (such as “gateway” or “core”) between all participants remains the major obstacle for agreement of many of the emerging requirements at TP3. For example some contributors use “M2M application” and others use “M2M Device/Gateway” when an impact on the service layer of M2M objects is expected.
BT provided on the reflector on that day an extensive set of comments and suggestions to improve the retained requirements. Continuing discussions were encouraged based on their proposed formulations, but their proposals were not captured in the input document to REQ for lack of time.
2
Consolidation of new proposed security requirements received since TP2 

Proposals for new security requirements were received from Motorola Mobility (extract from their e-Health use case in REQ doc 99), from CATT and from NXP. They were merged in a consolidated input document (also posted as a REQ input), which enabled to address overlaps (1 proposed requirement from CATT was deleted as it was already addressed by the ones from Motorola Mobility) and clarify several formulations. It currently contains 18 proposed requirements.
3
Consolidation of new Privacy requirements proposed since TP2 

Due to several discussions around the concept of privacy and the way to address it in oneM2M, it was decided to consolidate related requirements proposed by NXP on the topic in a separate input contribution (also submitted to REQ). The proposal contains 4 new requirements that explicitly address basic concepts related to privacy such as anonymity, pseudonymity, unlinkability and unobservability, and proposes a further requirement to assess whether privacy is well addressed. 
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