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Background

Between TP#2 and TP#3, the following set of 13 proposed definitions were distributed via email to the TP and SEC mailing lists. 1 additional definition was proposed. Two comments were received which are listed below.
For each security term used in the potential requirements spreadsheet distributed, the identifiers(s) where the term was used is/are listed together with any source reference and comment received.
authentication: The corroboration that a entity in an association is the one claimed.
(HLR-057, HLR-206, HLR-192, HLR-184, HLR-174, HLR-198, HLR-175, HLR-205, HLR-193, HLR-185, HLR-183, HLR-202, HLR-211)
Comment 1: Is it necessary to have both definitions (“authentication” & “mutual authentication”). Maybe they can be merged into only one?
Also it would be nice to add the fact that shared secret among parties allows challenge/response to authenticate two parties.
mutual authentication: Two parties authenticating each other
(HLR-184, HLR-174, HL-180)

Comment 1: Is it necessary to have both definitions (“authentication” & “mutual authentication”). Maybe they can be merged into only one?
Also it would be nice to add the fact that shared secret among parties allows challenge/response to authenticate two parties.
Comment 2: We may need to  expand the definition as in TETRA
“4.1.4 Mutual authentication of user and infrastructure
Mutual authentication of user and infrastructure shall be achieved using a combined three pass mechanism. The algorithms and key K used shall be same as those used in the one way authentication
described in the previous subclauses. The decision to make the authentication mutual shall be made by the first party to be challenged, not the initial challenging party. Thus mutual authentication shall be started as a one way authentication by the first challenging party, and shall be made mutual by the responding party. If the first authentication in such a case fails the second authentication shall be abandoned.”
http://www.etsi.org/deliver/etsi_i_ets/300300_300399/30039307/01_60/ets_30039307e01p.pdf
Re “Also it would be nice to add the fact that shared secret among parties allows challenge/response to authenticate two parties.”
Again from the  “roaming and handover radio technology model” rather than the  “permanently connected client- server model ” we could state:  
·         Explicit authentication by challenge response at the start of the session (registration) followed by ongoing Implicit authentication by either 1) knowledge of a shared ciphering key  or 2)   knowledge of a shared integrity key,  This implicit authentication may be realized by exchanging protected messages only, so that only an entity in possession of a certain shared key can make use of the data   
authorization [ITU-T X.800]: The granting of rights, which includes the granting of access based on access rights.
(HLR-183, HLR-180, HLR-188, HLR-214)
 

confidentiality [ITU-T X.800]: The property that information is not made available or disclosed to unauthorized individuals, entities, or processes.
(HLR-189, HLR-215)
 

credentials : Data objects which are used to uniquely identify an entity and which are used in security procedures.
(HLR-178)

encryption [ITU-T X.800]:  The cryptographic transformation of data to produce cipher text.
(HLR-202, HLR-211)
 
integrity [IEC/ISO 27001], [IEC/ISO 27002]: Safeguarding the accuracy and completeness of information and processing methods.
(HLR-211, HLR-186, HLR-199, HLR-213, HLR-207, HLR-187, HLR-111, HLR-200, HLR-202)
 

key [ITU-T X.800]:A sequence of symbols that controls the operations of encryption and decryption.
(HLR-190, HLR-212)
 

privacy [ITU-T X.800 Amd.1]: The right of individuals to control or influence what information related to them may be collected and stored and by whom and to whom that information may be disclosed.
(HLR-091, HLR-179, HLR-196, HL-181, HLR-208)

 

repudiation [ITU-T X.800]: Denial by one of the entities involved in a communication of having participated in all or part of the communication.
(HLR-182)

 

secure [IETF RFC4949]: A system condition in which the system is in conformance with the applicable security policy.
(HLR-210, HLR-191, HLR-202, HLR-211, HLR-190, HLR-212)

security [IETF RFC4949]: A system condition that results from the establishment and maintenance of measures to protect the system.
(HLR-203, HLR-204, HLR-178, HLR-179, HLR-188, HLR-202, HLR-211, HLR-197, HLR-190, HLR-212, HLR-086, HLR-055, HLR-092, HLR-091, HLR-184, HLR-174)
 

trust [IETF RFC4949]: A feeling of certainty either (a) that the system will not fail or (b) that the system meets its specifications.
(HLR-198, HLR-209)
 

validity: The extent to which an assertion is logically founded.
(HLR-111, HLR-200, HLR-207)
Proposals:
Note that the syntax of the following proposals may need to be adjusted depending upon the accepted Definition and Acronyms TR template: 

Proposal 1:

It is proposed to include the following informative references in the Definition and Acronyms TR. A, b, c, d and e represent integers to be assigned by the Rapporteur.
Start of proposed text for proposal 1
___________________________________________________________________________

[i.a] 
ITU-T Recommendation X.800 (1991), security architecture for open system interconnection for CCIT applications
[i.b]
ITU-T Recommendation X.800 Amd.1 (1996), Security architecture for open systems interconnection for CCITT applications. Amendment 1: Layer Two Security Service and Mechanisms for LANs.

[i.c]
ISO/IEC 27001 (2005), Information technology – Security techniques ‑ Information security management systems ‑ Requirements.

[i.d] 
ISO/IEC 27002 (2005), Information technology - Security techniques -Code of practice for information security management.

[i.e]
IETF RFC 4949 (2007), Internet Security Glossary, Version 2
End of proposed text for proposal 1
___________________________________________________________________________
Proposal 2:
It is proposed to include the following definitions in the Definition and Acronyms TR
Start of proposed text for proposal 2
___________________________________________________________________________
authentication: The corroboration that a entity in an association is the one claimed.
authorization [i.a]: The granting of rights, which includes the granting of access based on access rights.

confidentiality [i.a]: The property that information is not made available or disclosed to unauthorized individuals, entities, or processes.
credentials : Data objects which are used to uniquely identify an entity and which are used in security procedures.
encryption [i.a]:  The cryptographic transformation of data to produce cipher text.
integrity [i.c], [i.d]: Safeguarding the accuracy and completeness of information and processing methods.
key [i.a]:A sequence of symbols that controls the operations of encryption and decryption.

mutual authentication: Two parties authenticating each other
privacy [i.b]: The right of individuals to control or influence what information related to them may be collected and stored and by whom and to whom that information may be disclosed.
repudiation [i.a]: Denial by one of the entities involved in a communication of having participated in all or part of the communication.
secure [i.e]: A system condition in which the system is in conformance with the applicable security policy.
security [i.e]: A system condition that results from the establishment and maintenance of measures to protect the system.
trust [i.e]: A feeling of certainty either (a) that the system will not fail or (b) that the system meets its specifications.
validity: The extent to which an assertion is logically founded.
___________________________________________________________________________

End of proposed text for proposal 2
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