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	Requirements regarding Remote Maintenance services Use Case
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	Shingo Fujimoto, Fujitsu, <shingo_fujimoto@jp.fujitsu.com>
Seigo Kotani, Fujitsu, <skotani@jp.fujitsu.com>

	Contact:
	(same as above)

	Date:*
	2013-Feb-25

	Abstract:*
	Proposing some functional requirements derived from introduced use case
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	Work item(s):
	Requirements

	Document(s) 

Impacted*
	Requirement-TS

	Intended purpose of

document:*
	 FORMCHECKBOX 
 Decision

 FORMCHECKBOX 
 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	Proposed requirements should be part of requirement TS.
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	Requirement ID 
	Classification 
	Requirement Text 

	R-xxxx 
	M2M Gateway,

Device,
Security
	M2M Gateway SHALL be able to detect M2M Device(s) that might be newly implemented and/or might be newly updated of each firmware/software for each M2M Device(s).

	R-xxxx
	M2M Gateway,

Device,
Security
	Detection process of the newly implemented M2M Device(s) SHALL be done based on the status/configuration information data which is endorsed by the device key.

	R-xxxx
	M2M 

Device,
Security
	The M2M service SHALL provide the mechanism for authorization on data reports sent from the M2M Device(s) by referring the White List which is managed by Trusted Third Party such as EMA (Environment Manage Authority).

	R-xxxx
	M2M 

Device,
Security
	The M2M system SHALL support endorsement on the integrity validation check for M2M Device(s).  The endorsement may be achieved on the digital signature with the device key, which is certified by the digital certificate issued by CA(Certification Authority) of PKI(Public Key Infrastructure).

	R-xxxx
	M2M 

Device,
Security
	The M2M Device SHALL support HSM(Hardware Security Module) to protect device keys and hardware integrity of system itself.
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