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	Requirement ID 
	Classification 
	Requirement Text 
	Rationale

	HLR-181 (RP-01)
	Privacy
	The M2M System shall provide mechanisms to enable users of M2M applications to preserve their privacy.
	This is HLR 181 emerging from the matrix assessment, included here for completion.

	RP-02 
	Privacy
	Use of the identity of a stakeholder within the M2M system shall be protected against discovery and misuse by other stakeholders.
	

	RP-03
	Privacy
	The M2M system shall enable a stakeholder to use a resource or service without disclosing its user identity, but still be accountable for that use
	

	RP-04
	Privacy
	The M2M system shall enable a stakeholder to make multiple uses of resources or services without others being able to link these uses together
	

	RP-05
	Privacy
	The M2M system shall enable a stakeholder to use a resource or service without others, especially third parties, being able to observe that the resource or service is being used
	

	RP-06
	Privacy
	Privacy by design shall be required for all M2M components under the scope of OneM2M (System, Services, Devices…) to enforce the privacy regulations/laws/recommendations in force at the locations where they are deployed/used.


	“Privacy by design” is a design methodology where privacy and data protection requirements are taken into account from the creation of a M2M component until its decommissioning going through its architecture, design, implementation, testing and validation, initialization and operational phases.

“Privacy by design” not only analyses the M2M component but also its membership to an ecosystem; this means that the way it will be used is to be taken into account as well. 

“Privacy by design” is to be opposed to the extreme case “Privacy as an afterthought” methodology where privacy is considered after the M2M component is deployed in the field.

	RP-07
	Privacy
	M2M systems shall be assessed using internationally recognized Privacy assessment methodologies
	Although this domain is not as mature as security assessment, several organizations have already performed useful work on privacy assessment.

 For example, Europe is investing in the definition of European wide privacy assessment schemes (DPIA Template == Data Protection Impact Assessment Template) aimed at all technology domains. More particularly recently a new DPIA Template is being developed for the Smart Grid.

This work is performed to match the “Article 29 Working Party” expectations (Data Protection Directive from the EU).
See among others: http://ec.europa.eu/justice/data-protection/document/review2012/sec_2012_72_en.pdf.

 Definition of Data Protection Impact Assessment (DPIA), according to the EC: A process whereby a conscious and systematic effort is made to assess privacy risks to individuals in the collection, use and disclosure of their personal data. DPIAs help identify privacy risks, foresee problems and bring forward solutions.
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