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	Abstract:*
	In its Reply Liaison to oneM2M on 3GPP/3GPP2 interworking with the Service Layer platform, 3GPP SA WG3 has informed about the security requirements that need to be considered for the interface between the 3GPP network and the Service Capability Server. Such information are reused for deriving generic security related requirements for oneM2M specifications
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	Agree on the proposed set of generic security requirements for entities interworking with oneM2M Service Layer
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Authentication


	Requirement ID 
	Classification 
	Requirement Text 

	R-xxxx 
	<M2M authentication> 
	Mutual authentication between the entity in underlying networks or application servers and the Service Layer platform shall be supported, and it shall be possible to initiate such mutual authentication by either party.


Integrity protection


	Requirement ID 
	Classification 
	Requirement Text 

	R-xxxx 
	<M2M integrity protection> 
	Means to assure the integrity of the data transferred over the "interface" between the entity in underlying networks or application servers and the Service Layer platform shall be supported


Threats


	Requirement ID 
	Classification 
	Requirement Text 

	R-xxxx 
	<M2M threats> 
	Means to protect against replay protection of the data transferred over the "interface" between the entity in underlying networks or application servers and the Service Layer platform shall be provided


Privacy properties


	Requirement ID 
	Classification 
	Requirement Text 

	R-xxxx 
	<M2M privacy properties> 
	Means to assure the confidentiality of the data transferred over the "interface" between the entity in underlying networks or application servers and the Service Layer platform should be supported;

	R-xxxx 
	<M2M M2M privacy properties > 
	Means to assure the privacy of any sensitive data transferred over the "interface" between the entity in underlying networks or application servers and the Service Layer platform and processed by either party shall be supported.
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