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	INPUT CONTRIBUTION
Requirement

	Group Name:*
	REQ, SEC

	Title:*
	Req from use cases: peer communication and infrastructure retrofit
R04 : Requirements on System and Security

	Source:*
	Soonmok Kwon, Samsung SDS (TTA), smok.kwon@samsung.com,
Inhyok Cha, Samsung SDS(TTA), inh.cha@samsung.com

	Contact:
	

	Date:*
	<2013-03-21>

	Abstract:*
	Requirement items are summarized from two use cases: peer communication and infrastructure retrofit. Alignment with other contribution is considered based on ‘oneM2M-Updated-Security-Requirements_1.doc’ by François Ennesser, Gemalto (ETSI)
R04 : This document proposes refined requirements on system and security, after discussion with members including Versizon Wireless, Cisso, Ericsson, Alcatel-Lucent, and AT&T 

	Agenda Item:*
	

	Work item(s):
	4

	Document(s) 
Impacted*
	Requirement Technical Specification

	Intended purpose of
document:*
	 Decision
 Discussion
 Information
 Other <specify>

	Decision requested or recommendation:*
	Approval
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	Requirement ID 
	Classification 
	Requirement Text 

	
	Feature
	Mergeable/ Related
	

	
	
	
	

	
	
	
	


	R-1
	 System
	
	. 
The M2M system shall be designed in such way that function failure in sub-system(s) (e.g. WAN connectivity) shall not impact functions in other sub-system(s).
Editor’s Note : The M2M system is composed of multiple sub-systems for M2M Service.

	R-2
	 Security
	
	
When in sub-system(s) failure (e.g. WAN connection lost), the M2M system shall be able to ensure the confidentiality and the integrity of data between authorized sub-system(s) that are not in functional failure.

Editor’s Note : The M2M system is composed of multiple sub-systems for M2M Service.

	
	
	
	




�SamsungSDS: This is to address Shingo (Fujitsu's) point that these and the R-2 (formerly R-0003 in rev1) can be merged and summarized by a sentence that expresses need for key management for secure communication in offline environment. 


�SamsungSDS: This new requirement is added here to address the point that Raymond (Ericsson) made to the effect that M2M system components (devices, gateways, etc) should operate as intended while connection to the M2M system network-side is not available. 


�Samsung SDS; To address question from Anu (Intel), we hope these are enough to convey that we are not just talking about peer-to-peer communication between devices. Rather, we’re looking at communication among devices gateways and possibly even servers that may comprise a sub-system in the field.


�Samsung SDS: This is to address Anu(Intel) ‘s comment.


�SamsungSDS: This is to address the comment made by Shingo (Fujitsu) that we could summarize the points from the combined requirements from former R-0001, 0002, and 0003 as 'the M2M security function should provide key management for secure communication' in the offline environment. 


�Notes are removed because we don’t use the term WAN now.
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