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	Requirement ID 
	Classification 
	Requirement Text 
	Rationale or
Related use cases (where applicable)

	RS-01
(Motorola)
	Security 
	The M2M system shall support mechanisms for binding, while still abiding to the privacy requirements, identities used at service layer and/or application layer to the identities that are available within the device secured Environment
	e-health application security

	RS-02
(Motorola)
	Security 
	The secure environment described in requirement RS-01 shall provide both secure storage (for keys, sensitive material) and secure execution (for algorithms and protocols) for security functions for each application or service layer.
	e-health application security

	RS-03
(Motorola)
	Security  
	The security functions provided by the Secured Environment should be exposed to both M2M service layer and M2M applications through a set of common APIs that allow use of Secured Environment of each of M2M service layer and M2M applications in a uniform fashion
	e-health application security

	RS-04
(NXP)
	Security 
	The level of protection of the secrets shall match the value of the assets protected by the mechanism. 

Hardware protection mechanisms (non exhaustive e.g., platform security, tamper resistance...) should protect security mechanism relying on secrets (non exhaustive e.g., authentication, integrity, confidentiality…).
	

	RS-05
(Motorola)
	Security
	M2M devices and M2M system shall support provisioning of application specific parameters and credentials prior and/or after field deployment, while preserving the confidentiality of provisioned material from M2M system if needed.
	e-health application security

	RS-06
(Motorola)
	Security
	When M2M application data security is independent of M2M system, the Secured Environment within devices or infrastructure entities shall provide separation between the secured environments for each application and the secured environment for M2M service layer.
	e-health application security

	RS-07
(Motorola)
	Security
	The M2M service layer shall be able to perform authorization before serving users with sensitive data
	e-health application security

	RS-08
(Motorola)
	Security
	The authorization process should support more than two authorization levels and the service layer shall be able to accommodate response/ notifications to the users based on their level of authorization.
	e-health application security

	RS-09
(Motorola)
	Security
	The M2M service layer shall accommodate tagging of opaque application data for various purposes, such as urgency levels, authorization/redaction levels, etc.
	e-health application security

	RS-10
(Motorola)
	Security
	There shall be a mechanism to allow the M2M application or service layer to bind user credentials/ authorizations to device credentials while still abiding to the privacy requirements, such that credentials within the device can be used for security purposes during or after a user is authenticated/ authorized.
	e-health application security

	RS-11
(Motorola)
	Security
	The M2M service layer shall be able to accommodate delay requirements for the application based on the tagging applied to the application data. For instance, data that is marked critical must create notifications for first-level responders
	e-health application security

	RS-12
(Motorola)
	Security
	Any software client, especially those performing security functions (e.g. authentication clients) shall be integrity protected (signed) and verified after device power up/reset or before launch. Widely deployed proven standards such PKCS#7 or CMS should be used for code signing.
	e-health application security

	RS-13
(CATT)
	Security Requirements –Audit

	The M2M System shall support security audit in the M2M Device/Gateway/Core/Application.
	

	RS-14
(CATT)
	Security Requirements –

Light weight security mechanism
	The M2M System shall support standard light weight security mechanism (authentication, encryption, integrity protection and so on) in M2M Devices.
	An environmental monitoring system comprises many environmental monitor sensor units that can monitor temperature, humidity, wind speed, rain meter etc. These sensor units are distributed in wide area and self-powered, many of them are located in the area where the sensor units cannot connected to the public networks, e.g. the internet or wireless network. These units have to build a multi-hop network through which the collected data are accumulated to the points where can connect to the public networks. Normally these kinds of sensor units are low-cost, their power supply is limited, and their computing capability is weaker, so the whole monitoring system, including the security subsystem, must be power efficient.

	RS-15 (CATT)
	Security Requirements –Anti-replay attack
	The M2M System shall be able to detect replay attack and prevent the M2M System from replay attack.
[Motorola proposed rewording]: The M2M System shall deploy anti-replay measures based on any perceived replay attack.
	Attacker eavesdrops and records the messages that are sent by a device, the attacker then impersonate this device to resend the messages that he recorded. This kind of actions could lead to the traffic jam in the network, DoS to network nodes or a target server, or making these entities make wrong actions.

	RS-16 (CATT)
	Security Requirements –Key management
	The M2M System shall support key management.
	Some M2M devices are located in the places where are not easy for human to reach, such as environment monitoring sensor units. Some M2M devices are distributed in large area and in a very big number, such as electricity meter, gas meter and water meter in houses. It is not easy for persons to maintain these devices after being installed. So a remote key management shall be supported by the devices in order to deal with the key generation, exchange, storage, use, and replacement.

	RS-17 (CATT)
	Security Requirements –Remote initialization, subscription and configuration
	The M2M System shall support remote initialization,  configuration and change of subscription.
	An environmental monitoring system comprises many sensor units that can monitor various environmental data. Firstly, these sensor units are deployed at the installation site without connecting to the M2M network; after all equipments are installed, these devices will be connected to the network and remotely configured to start working. So a security mechanism for remote initialization, subscription and configuration is needed in M2M system.

	RS-18
(NXP)
	Security
	Any security mechanism shall be assessed against an internationally recognized assessment scheme (non exhaustive e.g., ISO/IEC 19790:2012 and ISO/IEC 15408).
The investment in assessing the security mechanisms shall match the value of the eco-system protected by the mechanism
	Security mechanisms (functional and implementation) are an insurance. Given a design and an implementation, the real value of the protection shall be assessed through a calibrated assessment scheme.
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