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1.0 Title

Use case of  M2M Healthcare when components of M2M Healthcare have functional failure due to disaster
1.1 Description








We focus on the situations where some of M2M System components are not available due to, for example, disaster.
This document refers Healthcare Gateway document (oneM2M-REQ-2012-0208R01) to address situation that some of components of M2M Healthcare system have functional failure due to natural disaster.
In oneM2M-REQ-2012-0208R01, M2M System for Healthcare is composed of Family Care Giver, Healthcare Provider, Healthcare Service Backend Server, Wide Area Network, Healthcare Gateway, and Healthcare Sensor. 
We describe two following failure cases:
· Functional failure in Wide Area Network
· Functional failure in Healthcare Service Backend Server
1.2 Source (as applicable)
Samsung SDS (TTA)
1.3 Actors (as applicable)
· 
· 

· Patients: subscribes to healthcare provider and uses healthcare sensors
· Helathcare provider: operates healthcare backend server that communicates with patients and sensors via healthcare gateway
· Healthcare gateway: Examples of healthcare gateways can include wall plugged devices with wired or wireless connectivity, or mobile devices such as smartphones.

1.4 Pre-conditions (if any)
· 

1.5 Triggers (if any)
· 
 
· Functional failure in Wide Area Network by disaster
· Functional failure in Healthcare Service Backend Server by disaster
1.6 Normal Flow (as applicable)
1. 
2. 
3. 
4. 
· 

5. The communication between components not affected by disaster keeps operating  such that
· Reports from Healthcare sensor are received by and stored in Healthcare Gateway
· Notification from Healthcare Gateway (e.g. Measurement triggers) is forwarded to Patient
1.6.1 Alternative flow (if any)
(TBD)
1. To protect patient’s private information, secured communication between components not affected by disaster keeps operating such that
· Messages transmitted between Healthcare Sensors and Healthcare Gateway are encrypted
· Messages transmitted between Healthcare Gateway and Patient are encrypted
1.7 Post-conditions (if any)
1.8 High Level Illustration (as applicable)
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Figure: Possible failures of system components in healthcare measurement processing flow  
(Modified from Figure 1 of oneM2M-REQ-2012-0208R01) 

1.9 Potential requirements (as applicable)
Following requirement items are under review in oneM2M-REQ-0187 series documents. 
1. The M2M System shall be resilient such that functional failure in component(s) of the M2M System (e.g. WAN connection lost) should not impact functions in other component(s) of the M2M System.
2. When functional failures in component(s) of the M2M System (e.g. WAN connection lost), the M2M System shall be able to ensure the confidentiality and the integrity of data between components of the M2M System that are no in functional failure.
 
3. 
4. 
5. 
6. 
1.10 
1.11 
1.12 
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�General description on M2M System and Security is removed.


�PTT example is removed (following comments from TP4 presentation).


�PTT scenario is removed.


�Adopted and modified from REQ-2012-R208R01 doc.


�PTT scenario removed.


�PTT scenario removed.


�PTT scenario removed


�New figure inserted for better understanding
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