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1
Scope

The present document is a collection of use cases presented by oneM2M members and agreed to for documentation within WG1. 
The Scope shall not contain requirements.

2
References

The following text block applies. 

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references,only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

2.1
Normative references

As a Technical Report (TR) is entirely informative it shall not list normative references.
The following referenced documents are necessary for the application of the present document.
Not applicable.

2.2
Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
· Use the EX style, add the letter "i" (for informative) before the number (which shall be in square brackets) and separate this from the title with a tab (you may use sequence fields for automatically numbering references, (see example).

EXAMPLE:

[i.1]
ETSI TR 102 473: "<Title>".
[i.1] ETSI TR 102 897 

[i.2] ETSI TR 102 935 v2.1.1 
[i.3] TS102 689 V1.1.1
[i.4] Mandate 486
[i.5] DIN specification70121and IEC15118 
[i.6] ISO/ IEC 15118 parts 1-4 
[i.7] ETSI TR 102 732
[i.8] Guidelines defined in Continua Health Alliance 
3
Definitions, symbols, abbreviations  and acronyms
Delete from the above heading the word(s) which is/are not applicable.
3.1
Definitions

Clause numbering depends on applicability.

· A definition shall not take the form of, or contain, a requirement. 

· The form of a definition shall be such that it can replace the term in context. Additional information shall be given only in the form of examples or notes (see below). 

· The terms and definitions shall be presented in alphabetical order. 
For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply:

Definition format

<defined term>: <definition>

If a definition is taken from an external source, use the format below where [N] identifies the external document which must be listed in Section 2 References.
<defined term>[N]: <definition>

example 1: text used to clarify abstract rules by applying them literally

NOTE:
This may contain additional information.

3.2
Symbols

Clause numbering depends on applicability.

For the purposes of the present document, the [following] symbols [given in ... and the following] apply:

Symbol format

<symbol>
<Explanation>

<2nd symbol>
<2nd Explanation>

<3rd symbol>
<3rd Explanation>

3.3
Abbreviations

Abbreviations should be ordered alphabetically.

Clause numbering depends on applicability.

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

Abbreviation format

<ABBREVIATION1>
<Explanation>

<ABBREVIATION2>
<Explanation>

<ABBREVIATION3>
<Explanation>

3.4
Acronyms

Acronyms should be ordered alphabetically.

Clause numbering depends on applicability.

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

Acronym format

<ACRONYM1>
<Explanation>

<ACRONYM2>
<Explanation>

<ACRONYM3>
<Explanation>

4
Conventions, 

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED",  "MAY", and "OPTIONAL" in this document are to be interpreted as described in RFC 2119 [1].
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Street Light Automation
1.0 Description

Street Light Automation can be considered as part of the City Automation (ETSI classifier) vertical industry segment – and related to others e.g. Energy, Intelligent Transportation Systems, etc.
Industry segment organisations: none known
Industry segment standards: none known
Deployed: with varying functionality, in multiple countries
Street Light Automation Goals
· Improve public safety
· Reduced energy consumption / CO2 emissions
· Reduce maintenance activity
Methods
· Sensing and control
· Communications
· Analytics
A street light automation service provider, provides services to control the luminosity of each street light dependent upon (resulting in 10 sub-use cases):
· 
Local (street level)

1.
Light sensors

2.
Power quality sensors

3.
Proximity sensors (civilian or emergency vehicles, pedestrians)

· Street light automation service provider operation center

4.
Policies (regulatory & contractual)

5.
Ambient light analytics (sunrise/sunset, weather, moonlight, etc.)

6.
Predictive analytics (lights parts of streets predicted to be used, etc.)

· Communications received from other service providers

7.
Traffic light service (emergency vehicle priority)

8.
Emergency services (vehicle routing, police action, etc.)

9.
Road maintenance service (closures and/or diversions)

10.
Electricity service (power overload)
1.1 Source (as applicable)
1. Cisco Systems – from public document research

2. “Street Light Control” use case identified in ETSI TR 102 897
1.2 Target Industry 

1.3 Actors (as applicable)

1. Street light automation application service provider, has the aim is to adjust street light luminosity.
2. Street light devices have the aim is to sense, report, execute local and remote policies, illuminate street.
3. Traffic light application service provider, has the aim is to enhance their emergency vehicle service using street lighting.
4. Emergency services application services provider, have the aim is to brightly illuminate police action areas and brightly illuminate planned path of emergency vehicles.
5. Road maintenance application service provider, has the aim is to obtain extra street light signalling near closed roads.
6. Electricity application service provider, has the aim is to have electricity consumers reduce their load when an overload is declared.
1.4 Pre-conditions (if any)

See sub-case flows.
1.5 Triggers (if any)

See sub-case flows.
1.6 Normal Flow (as applicable)
1.6.1  Sub use case 1 - Local: Light sensors
Summary: (no atomic action steps)

Trigger: Detected light level moves below/above threshold

Action: Increase/decrease luminosity in a set of street lights

Detailed flow (no confirmation, etc. – actors in “quotes”, system under study in italics)

1)
“Street lights” message the Street light system that  street light sensors have detected light level movement below/above threshold

2)
Street light system  informs the “street light operation centre” with the street light sensor information

3)
“Street light operation centre” messages the Street light system with a street light control message to increase/decrease luminosity according to “street light operation centre” policy.

4)
Street light system messages the “street lights” with a street light control message to increase/decrease luminosity according to “street light operation centre” policy.

5)
Optionally (normal case), if “street lights” receive a control command from the Street light system within some time, then, “street lights” increase/decrease luminosity in a set of street lights according to “street light operation centre” policy.

6)
Optionally (alternative case), if “street lights” do not receive a control command from the Street light system within some time, then, “street lights” increase/decrease luminosity in a set of street lights, according to local policy

Note that the terminology “policy” refers to a set of rules which may be dependent upon variables output from analytics algorithms.

1.6.2 Sub use case 2 - Local: Light sensors
Local: Power quality sensors

Summary: (no atomic action steps)

Trigger: Detected input voltage level moves above/below threshold

Action 1: Send alert message to electricity service provider

Action 2: Decrease/increase energy applied to a set of street lights

Detailed flow (no confirmation, etc. – actors in “quotes”, system under study in italics)

1)
“Street lights” message the Street light system that street light power sensors have detected input voltage level movement above/below threshold

2)
Street light system  informs the “street light operation centre” with the street light sensor information

3)
“Street light operation centre” messages the Street light system with an alert message to “electricity service provider” according to “street light operation centre” policy.

4)
Street light system informs “electricity service provider” of alert message.

5)
“Street light operation centre” messages the Street light system with a street light control message to increase/decrease luminosity according to “street light operation centre” policy.

6)
Optionally (normal case), if “street lights” receive a control command from the Street light system within some time, then, “street lights” increase/decrease luminosity in a set of street lights according to “street light operation centre” policy.

7)
Optionally (alternative case), if “street lights” do not receive a control command from the Street light system within some time, then, “street lights” increase/decrease luminosity in a set of street lights, according to local policy
1.6.3 Sub use case 3 - Local: proximity sensors (civilian or emergency vehicles, pedestrians)

Summary: (no atomic action steps)

Trigger: Civilian or emergency vehicle or pedestrian detected entering/leaving street section

Action: Increase/decrease luminosity in a set of street lights

Detailed flow (no confirmation, etc. – actors in “quotes”, system under study in italics)

1)
“Street lights” message the Street light system that street light power sensors have detected civilian or emergency vehicle or pedestrian detected entering/leaving street section

2)
Street light system  informs the “street light operation centre” with the street light sensor information

3)
“Street light operation centre” messages the Street light system with a control message to increase/decrease luminosity according to “street light operation centre” policy.

4)
Street light system messages the “street lights” with a street light control message to increase/decrease luminosity according to “street light operation centre” policy.

5)
Optionally (normal case), if “street lights” receive a control command from the Street light system within some time, then “street lights” increase/decrease luminosity in a set of street lights according to “street light operation centre” policy.

6)
Optionally (alternative case), if “street lights” do not receive a control command from the Street light system within some time, then, “street lights” increase/decrease luminosity in a set of street lights, according to local policy
1.6.4 Sub use case 4 – Operation Centre: Policies (regulatory & contractual)
Summary: (no atomic action steps)

Trigger: SLA non-conformity for low intensity imminent

Action: Increase luminosity in a set of street lights to keep within SLA

Detailed flow (no confirmation, etc. – actors in “quotes”, system under study in italics)

1)
The “street light operation centre” detects through analytics that an SLA regarding minimum street light intensity is in danger of not being met 

2)
“Street light operation centre” messages the Street light system with a control message to increase luminosity according to “street light operation centre” policy.

3)
Street light system messages the “street lights” with a street light control message to increase luminosity according to “street light operation centre” policy.

1.6.5 Sub use case 5 - Operation centre: Ambient light analytics (sunrise/sunset, weather, moonlight)

Summary: (no atomic action steps)

Trigger 5a: A band of rain moves across an area of street lights

Action 5a: Increase/decrease luminosity in a rolling set of street lights

Trigger 5b: Sunrise/sunset is predicted to occur area in 30 minutes

Action 5b: Decrease/increase luminosity in a rolling set of street lights

Detailed flow (no confirmation, etc. – actors in “quotes”, system under study in italics)

1)
The “street light operation centre” detects through analytics that  (5a) a band of rain is moving across an area of street lights, or (5b) Sunrise/sunset is predicted to occur area in 30 minutes

2)
“Street light operation centre” messages the Street light system with a street light control message to increase/decrease luminosity according to “street light operation centre” policy.

3)
The Street light system messages the “street lights” to increase/decrease luminosity in a set of street lights according to “street light operation centre” policy.
1.6.6 Sub use case 6 - Operation centre:  Predictive analytics (lights parts of streets predicted to be used)
Summary: (no atomic action steps)
Precondition: Vehicle paths are tracked via proximity sensors and a route model is generated

Trigger: A vehicle enters a street section which has 85% probability of taking the next left turn

Action: Increase luminosity on current street section ahead and also on street on next left

Detailed flow (no confirmation, etc. – actors in “quotes”, system under study in italics)

1)
“Street lights” message the Street light system that street light power sensors have detected civilian or emergency vehicle entering street section

2)
Street light system  informs the “street light operation centre” with the street light sensor information

3)
“Street light operation centre” messages the Street light system with a control message to increase/decrease luminosity according to “street light operation centre” policy.

4)
Street light system messages the “street lights” with a street light control message to increase/decrease luminosity according to “street light operation centre” policy.

1.6.7 Sub use case 7 - From other service providers: Traffic light service input (emergency vehicle priority)

Summary: (no atomic action steps)
Trigger: An emergency vehicle is approaching a junction

Action: Increase luminosity in street lights along streets leading away from junction

Detailed flow (no confirmation, etc. – actors in “quotes”, system under study in italics)

1)
“Traffic light service provider” messages the Street light system that emergency vehicle approaching street junction from certain direction.

2)
Street light system  informs the “street light operation centre” with the street junction information

3)
“Street light operation centre” messages the Street light system with a control message to increase luminosity according to “street light operation centre” policy.

4)
Street light system messages the “street lights” with a street light control message to increase luminosity according to “street light operation centre” policy.
1.6.8 Sub use case 8 - From other service providers: Emergency services input (vehicle routing, police action)
Summary: (no atomic action steps)
Trigger 8a: An emergency vehicle route becomes active

Action 8a: Increase luminosity in street lights along vehicle route

Trigger 8b: An area is declared as having an active police action

Action 8b: Increase luminosity in street lights within police action area

Detailed flow (no confirmation, etc. – actors in “quotes”, system under study in italics)

1)
“Emergency services provider” messages the Street light system that (8a) emergency vehicle street route is active, or (8b) an area is declared as having an active police action

2)
Street light system  informs the “street light operation centre” with the street junction information

3)
“Street light operation centre” messages the Street light system with a control message to increase luminosity according to “street light operation centre” policy.

4)
Street light system messages the “street lights” with a street light control message to increase luminosity according to “street light operation centre” policy.
1.6.9 Sub use case 9 - From other service providers: Road maintenance service input (closures and/or diversions)

Summary: (no atomic action steps)
Trigger 9a: A road is closed

Action 9a: Program a changing luminosity pattern in street lights near to closed road

Trigger 9b: A route diversion is activated

Action 9b: Program a changing luminosity pattern in street lights along the streets of the diversion

Detailed flow (no confirmation, etc. – actors in “quotes”, system under study in italics)

1)
“Road Maintenance service provider” messages the Street light system that (9a) a road is closed, or (9b) a route diversion is activated

2)
Street light system  informs the “street light operation centre” with the road maintenance information

3)
“Street light operation centre” messages the Street light system with a control message to set lights to changing luminosity pattern according to “street light operation centre” policy.

4)
Street light system messages the “street lights” with a street light control message to set lights to changing luminosity pattern according to “street light operation centre” policy.

1.6.10 Sub use case 10 - From other service providers: Electricity service input (power overload)
Summary: (no atomic action steps)
Trigger: A power overload situation is declared

Action: Decrease luminosity in a set of street lights

Detailed flow (no confirmation, etc. – actors in “quotes”, system under study in italics)

1)
“Electricity service provider” messages the Street light system that (9a) that an overload condition exists across some area.

2)
Street light system  informs the “street light operation centre” with the overload condition information

3)
“Street light operation centre” messages the Street light system with a control message to decrease luminosity according to “street light operation centre” policy.

4)
Street light system messages the “street lights” with a street light control message to decrease luminosity according to “street light operation centre” policy.
1.6.11 Alternative flow (if any)
In the case of loss of communications, street lights have local policies which they obey.
1.7 Post-conditions (if any)
Street light luminosity or luminosity pattern is adjusted as needed.
1.8 High Level Illustration (as applicable)
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Figure 5.9 1 Street Light Automation
1.9 Potential requirements
Generic (needed by two or more verticals or applications)

1.
The M2M solution shall support the ability to collect information from M2M devices

2.
The M2M solution shall support the ability to deliver collected information from M2M devices to M2M applications

3.
The M2M solution shall support  control commands (for devices) from M2M applications

4.
The M2M solution shall support control commands  for groups of M2M devices

5.
The M2M solution shall support the ability to receive device application software from M2M applications

6.
The M2M solution shall support the ability to deliver device application software to M2M devices

7.
The M2M solution shall provide mechanisms for information sharing, i.e. receiving information from M2M applications (information providing) to be consumed by other M2M applications (information consuming). 

8.
The M2M solution shall provide charging mechanisms for information sharing among M2M applications 

9.
The M2M solution shall support the ability to provide an estimate of the time period from when a device sent a message to the M2M solution until when it responded with a message to the device.

10.
The M2M solution shall provide security context (authentication, encryption, integrity protection) for secure connection between entities.  The security context shall include mechanisms and techniques on how to setup a security connection , and where the security connection information is stored and how to establish the secure connection

11.
The M2M service layer shall provide security mechanisms to facilitate the end to end security of M2M applications

12.
The M2M service layer shall provide security mechanisms to avoid compromising the end to end security of M2M applications  

Specific (to this vertical/use case)

None

Note that the terminology: 

· “Device application software” refers to application software that runs on a device including programs, patches, program data, configuration, etc., 

· “M2M application” is any application that makes use of the M2M service layer - some form of prior agreement may be needed
<Editor’s Note: should these be moved to ”Terminology”?>
1.10 Security Considerations
<Editor’s Note: Added this section to capture Security Considerations topic from Cisco’s contribution as the UC Template did not have a placeholder for it. Need a discussion in WG1 to address housing such a section going forward>

 Attack vectors and example impacts:

· By sending false reports of sensors to applications
· Energy provider overdriving voltage

2.
By sending false control commands to devices

· Blackout to obscure crime
3. By blocking valid messages

· Energy wastage
6
Wide area Energy related measurement/control system for advanced transmission and distribution automation
1.11 Description

Background:

•
Phase Measurement Units (PMUs, aka Synchrophasors )  in power electrical systems , is a technology that provides a tool for power system operators and planners to measure the state of the electrical system and manage power quality. 

•
PMUs are positioned across the high voltage (HV) transmission and Medium voltage (MV) distribution network, operated by transmission and distribution system operators (TSO/DSO) respectively, typically in a sub station where network node connections are made and the distribution of load is of importance.

•
PMUs usually generate bulk statistical information transmitted hourly or daily or event based. They are capable of continuously monitoring the wide-area network status online, so continuous information streaming data will be available to control centres from hundreds of PMUs at once which requires a stable communication network with sufficient capacity and quality.

•
The communications network that is used to collect, monitor and control electricity power systems (HV transmission and MV Distribution power systems) are usually owned by Electricity TSO/DSO and are very secure and reliable.

•
PMUs are sampled from widely dispersed locations in the power system network and synchronized from the common time source of a global positioning system (GPS) radio clock.  PMUs measure voltages and currents at diverse locations on a power grid and output accurately time-stamped voltage and current phasors, allowing for synchronized comparison of two quantities in real time. These comparisons can be used to assess system conditions.

 Description:

•
This use case shows the feasibility of High voltage /MV supervision through the interconnection of PMUs especially via mobile broadband communication networks. Thus not requiring any additional TSO/DSO internal network extensions especially in remote sites.

•
Through analysis of PMU power state information collected in operator control centres (TSO/DSO), the TSO/DSO can send control information to PMUs, in the same mobile broadband communication network, to control the power flow in the power system.

•
Transmission delay of less than a second for the transmission of PMU measurements in near real time to TSO/DSO in the case of control centres.

•
Black-out causes propagates within minutes and sometimes only seconds through entire national and even international transport & distribution networks. So the transmission of control is critical in the range of less than seconds 
1.12 Source (as applicable)

Fujitsu, from ETSI TR 102 935 v2.1.1
1.13 Target Industry 

<One or more industry segments that this use case or scenario is relevant to>
1.14 Actors (as applicable)

· Energy system operators: 

· Transmission System Operator (TSO) is responsible for operation, maintenance and development of the transmission network in its own control area and at interconnections with other control areas, long-term power system ability to meet the demand, and grid connection of the transmission grid users, including the DSOs.

· Distribution System Operator (DSO) is responsible for operation, maintenance and development of its own distribution grid and where applicable at the connections with other grids, ensuring the long-term ability to meet the distribution demand, regional grid access and grid stability, integration of renewables at the distribution level and regional load balancing (if that is not done by the balance responsible party).

· Communication operator (s) provider of the  access network  (telcos)

· System operators and/or providers of service layer platform(s) which can provide services/common functionalities for applications that are independent of the underlying network(s).  
1.15 Pre-conditions (if any) 
Communication/connectivity networks (phase network) to collect the measurements from PMUs to centers.
1.16 Triggers (if any)

System conditions deducted from the analysis of collected data trigger a counter measure action for example to curtail or reduce power flow in a HV/MV transmission.
1.17 Normal Flow (as applicable)

Interactions between actors and system required for successful execution of the use case or scenario.
An example flow for the TSO scenario:

[image: image3.emf]TSO

Communication 

operator

System operator

WAMS 

application

TSO 

control centre

1.Subscribe

2.Measurement

3.Measurement

4.Notification

4.a.Measurement

5. Control

(e.g. shut down a transmission line )

6. Control 

(e.g.shut down a transmission line 

)

7. Control

( e.g. shut down a transmission line 

)

PMUs


Figure 6.7 1 Wide area Energy related measurement/control system Normal Flow – TSO Scenario
1.
WAMS application subscribes to PMU data which is owed by the Transmission System Operator 

2.
Measurements requested are sent back through (service provider) telco operator and System Operator to TSO centre for the WAM application 

3.
Measurements sent to the system operator are collected and can be stored by the operator.  

4.
Notification message is sent to WAMS application in TSO control centre when the system operator receives the measurement. WAMS application/TSO control centre can pull/push the data measurements

5.
Based on measurements collected, WAMS  application/ TSO control centre initiates a control command to shut down a transmission line under its controlled area

6.
The Control  command is sent to system operator   where an appropriate communication network is selected to send the control command

7.
Then control command is sent by system operator to the PMU under TSO controlled area to initiate the execution of the command e.g. the shut down of  a specific transmission line
An example flow for DSO scenario:
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Figure 6.7 2 Wide area Energy related measurement/control system Normal Flow – DSO Scenario
1.
WAMS application subscribes to the PMU data

2.
Measurements are sent through telco operator

3.
Measurements sent to system operator where they are stored.

4.
Notification sent to WAMS  application  in DSO control centre when the measurements are received by system operator.WAMS application in DSO control centre pulls the measurements

5.
Based on measurements collected WAMS  application in DSO control centre,  initiates a control command to reduce flow in a particular region under its controlled area

6.
Control command  sent to system operator where an appropriate communication network is selected to send the control command

7.
Then control command is sent to the PMU under DSO control to initiate the execution of the command e.g. the change of power flow.
1.17.1  Alternative flow (if any)
1.18 Post-conditions (if any)

Corrective or Restricted operation of power electrical network as a result of the preventive action because of the shut-down of (a part) power network
1.19 High Level Illustration (as applicable)
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Figure 6.9 1 Wide Area Measurement System
1.20 Potential requirements

Extracted from ETSI service requirements (Ref TS102 689 V1.1.1) but suitable for this use case. 

1.
Data collection and reporting capability/function

The M2M System (e.g be owned by System Operator) shall support the reporting from a specific M2M Device (e,g PMU) or group of M2M Devices or group of M2M collectors in the way requested by the M2M Application (e.g WAM) as listed below:

• a periodic reporting with the time period being defined by the M2M application;

• an on-demand reporting with two possible modes. One is an instantaneous collecting and reporting of data, the other one is a reporting of the data that were pre-recorded at the indicated specific time period;

• an event-based reporting e.g. transient fault (Note {specific time requirements FFS)
2.
Remote control of M2M Devices

The M2M System shall support the capability for an Application to remotely control M2M Devices that support this capability; e.g. control power flow or shut down a regional power network to prevent a black-out event

3.
Information collection & delivery to multiple applications

The M2M System shall support the ability for multiple M2M Applications (in this use case the WAM) to interact with multiple applications on the same M2M Devices (in this case can interact with many PMUs) simultaneously

4.  Data store and share

The M2M System shall be able to store data to support the following requirements:

• Provide functionality to store and retrieve data.

• Establish storage policies for stored data (e.g. define maximum byte size of the stored data).

• Enable data sharing of stored data subjected to access control

5.
Security requirements

· Authentication of M2M system with M2M devices/ /collectors

The M2M system shall support mutual authentication with M2M Device or M2M Gateway/collector. For example mutual authentication may be requested between a service providers/operators and the entity requesting the service. The parties may choose the strength of authentication to ensure appropriate level of security.

· Authentication of applications on M2M devices with M2M applications on the network
When there is a request for data access or for M2M Device/Gateway access, the M2M Device or M2M Gateway access, the application on M2M Device or M2M Gateway shall be able to mutually authenticate or M2M Applications on the Network from which the access request is received.

· Data integrity

     The M2M System shall be able to support verification of the integrity of the data exchanged.

· Prevention of abuse of network connection

M2M security solution shall be able to prevent unauthorized use of the M2M Device/Gateway.

·  Privacy

The M2M System shall be able to protect confidentiality of collected information.

· Security credential and software upgrade at the Application level.

Where permitted by the security policy, M2M System shall be able to remotely provide the following features, at the Application level:

· Secure updates of application security software and firmware of the M2M Device/Gateway.

· Secure updates of application security context (security keys and algorithms) of the M2M Device/Gateway.

· This functionality should be provided by a tamper-resistant Secured Environment (which may be an independent Security Element) in M2M Devices/Gateways supporting this functionality.

· Continuous connectivity

The M2M System shall support continuous connectivity, for M2M applications requesting the same M2M service on a regular and continuous basis. This continuous connectivity may be de-activated upon request of the Application or by an internal mechanism in the M2M system

7 
M2M Healthcare Gateway
1.21 Description

This use case addresses a healthcare gateway to transport healthcare sensor data from a patient to a backend server, and to also support bidirectional communications between a backend server via a gateway. The use case results in a set of potential requirements out of which some are specific to the fact that cellular connectivity is assumed between gateway and backend. Other than that, this use case is not restricted to cellular connectivity.
1.22 Source (as applicable)

Qualcomm.
Several scenarios also supported by guidelines defined in Continua Health Alliance should be covered by this use case.
1.23 Target Industry 
Healthcare
1.24 Actors (as applicable)

· Patients using healthcare sensors

· Health-care gateways (also known as AHDs (Application Hosting Devices) in Continua Health Alliance terminology). Examples of healthcare gateways can include wall plugged devices with wired or wireless connectivity, or mobile devices such as smartphones.

· Operating healthcare service enterprise backend servers (equivalent to a WAN Device (Wide Area Network Device) in Continua Health Alliance terminology)
· Health care providers, operating healthcare enterprise backend servers

· Care givers and authorized users that could eventually access health sensor data  
· o
Wide Area Network operators
1.25 Pre-conditions (if any) 
•
Operational healthcare sensor(s) that requires occasionally or periodically transport of sensor data to a backend server.

•
A local healthcare gateway is available that can be used to transport data from the healthcare sensor to a backend server. It is open as regards who owns and/or operates this local gateway. Different scenarios shall be possible supported (patient, healthcare provider, care-giver, M2M service provider, wide area network operator). 

•
Network connectivity is available for transporting healthcare sensor data from the local gateway to the backend server.

•
A backend server that is hosting applications to collect measurement data and makes it available to care-givers, healthcare-providers or the patient.
1.26 Triggers (if any)

The following triggers could initiate exchange of information according to the flows described further-below:
· Patient-initiated measurement request (Trigger A). In this case, the patient decides to take a measurement and triggers the processing in the system.

· Static configured policy at a healthcare gateway that requests patient to initiate measurement (Trigger B). This can be an explicit message from the gateway device to a patient device, or it could just a indicator on the gateway itself such as a pop-up message or an indicator light requesting measurement.

· Static configured policy at a healthcare gateway that directly requests sensor data without patient intervention (Trigger C). This can be used in conjunction or in lieu of Triggers A or B. Some sensor data may be measurable or accessible without patient intervention so that the gateway merely needs to communicate with one or more sensors to obtain the data.
· Patient monitoring app on healthcare service backend server that triggers generation of sensor data (Trigger D). 
· Dynamic patient monitoring request from the healthcare service provider (Trigger E).
· Availability of new patient healthcare data at a healthcare gateway that requires transport to a backend server.

•
Availability of new patient healthcare data at a backend server that requires sharing with authenticated users such as a nurse/doctor (healthcare provider) and a patient’s relative (such as a child care-giver)

•
Health care service provider needing to contact patient to take measurements

•
Analysis of healthcare patient sensor info or trends that triggers the need to take action on behalf of patient (for example determination of a deteriorating health condition).
· QoS-aware data buffering policy on the healthcare gateway

· Network-aware and/or device-aware delay-tolerant data management policy on the healthcare gateway.  Network dynamic access constraints or network utilization constraints or prior network access policy constraints or device energy minimization considerations can cause delay tolerant sensor data to be buffered (and aggregated if needed) at the gateway and transmitted at a later time.
The following sections describe different flows that are possible in the m2m healthcare gateway system. For each flow, the events corresponding to the flow are high-lighted in the corresponding figure. Other events may be shown in a figure that are preserved to reflect the different types of processing that can occur in the system, with new events added in each subsequent figure to increase the complexity of the system. The high-level illustration in Figure 5 provides a comprehensive summary description of the overall system.
1.27 Normal Flow (as applicable)

A measurement of the healthcare sensor is initiated as shown in Figure 1. Patient can initiate the generation of sensor data such as taking a glucose meter measurement (Trigger A). The measurement may also be initiated based on some pre-defined schedule. 
1. at the healthcare gateway (Trigger B or C).. 
2. The healthcare sensor data is forwarded to a backend server by a healthcare-gateway. If the data has a QoS indicator such as dynamic latency/bandwidth and/or delay tolerance, the gateway can determine whether to send the data immediately, or whether to buffer and send the data at a later time. Buffered data can be aggregated with past data or future data for a future aggregated transmission over the network. In wireless/cellular networks, aggregated transmissions can reduce the utilization of the network by requesting access to the network less frequently.

3. Measured data (or processed/interpreted versions of the data) that arrives at the healthcare service enterprise backend server may need to be forwarded to authorized subscribers – such as family care-giver or a nurse/doctor – via notifications. Subscriptions can be set up in advance, and configured at the backend server, so that when the data arrives, the subscribers can be notified. Filters can be associated with the subscriptions, so that only selective data or alert information can be sent to subscribers.
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Figure 7.7 1 Healthcare Gateway Flow Chart
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Figure 7.7 1 Healthcare Measurement Data Processing Flow
1.27.1  Alternative Flow 1– Network/Device-aware transmissions
The flow in Figure 2 depicts network/device-aware constraint processing in the system. This flow is the same as the regular flow with the following exceptions: The healthcare sensor data may need be stored on the gateway and forwarded at a future time based on one or more of the following factors:

•
delay tolerances associated with the data

•
network policy constraints (efficiency, avoidance of peak loads, protection of spectrum)

•
device constraints (energy consumption, data tariff).

•
temporary lack of coverage of network connectivity
Multiple measurements can be aggregated and transmitted together at a future time.
Measurements can be taken with or without patient intervention and sent to the healthcare gateway. As measured data arrives at the healthcare gateway, its QoS indicators such as dynamic latency/bandwidth and delay tolerance can be processed. Delay tolerant data can be buffered and aggregated with past and future delay-tolerant data, with network/device-aware constraints can applied to determine an appropriate time to transmit the data.
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Figure 7.7 2 Network/Device-aware Flow
1.27.2 Alternative Flow 2– Remote Monitoring
Figure 3 depicts the event flow for remote monitoring from the healthcare service enterprise backend server. The backend server may expect the patient to submit sensor data periodically or with a pre-defined schedule. In the absence of a typically expected sensor data event, the backend server can trigger an event to request the patient to take a measurement.
In this case, the trigger (Trigger D) arrives over a wide-area-network from the patient monitoring app on the healthcare service backend server delivered to the healthcare gateway. The patient monitoring app could generate this request based on a statically configured policy to request measurements or due to some dynamic needs based on processing of previous patient data.

Optionally, the healthcare service provider may generate a measurement request (Trigger E) that can be received by the patient monitoring app on the backend server, which can subsequently submit a request over the wide area network for the patient monitoring request to the healthcare gateway.

The healthcare gateway forwards the received request to the patient. In many cases, it is possible that a device associated with the patient, such as the healthcare cellular gateway, or a smartphone connected to the gateway, does not always have an active network connection, and that such a device may be asleep. In such a case, the measurement request can arrive with a wakeup trigger (such as using an SMS) (also called “shoulder tap” in Continua Health Alliance terminology) to the healthcare gateway, which can then establish connectivity with the backend server to determine the purpose for the trigger, and then subsequently process the patient measurement request. 

The patient subsequently takes the sensor measurement upon receiving the request. Alternatively, some sensor measurements could be taken without patient intervention. Measured sensor data is then received at the healthcare gateway, and subsequently transmitted based on processing the QoS/Network/Device-aware constraints for transmission. 
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Figure 7.7 3 : Remote Monitoring Flow
1.27.3 Alternative Flow 3 Local Gateway Data Analysis
Figure 4 illustrates a Local Gateway Data Analysis flow of events. The local gateway node can continuously process the data that it forwards. It can have smart algorithms to detect health anomalies associated with the patient. In case no anomalies are detected, the health sensor data may only be forwarded occasionally (see also alternative flow 1). In case an anomaly is detected, the local gateway needs to send an alert to the health care provider or the care-giver or to the patient if desired.
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Figure 7.7 4 Local Gateway Data Analysis Flow
1.28 Post-conditions (if any)
1.28.1 Normal flow 
Sensor data is stored in a database associated with the backend server. Healthcare provider and care-giver observe data to ascertain status of patient’s health.

1.28.2 Alternative flow 1

Data is buffered and transmitted when the network constraints or policy constraints or device energy minimization constraints allow the transmission of delay-tolerant data

1.28.3 Alternative flow 2

Patient takes measurement and sends data to backend server

1.28.4 Alternative flow 3

Local data analysis with indication of abnormal condition results in an alert message sent to the health care provider and optionally to the patient.
1.29 High Level Illustration (as applicable)
Figure 5 summarizes the overall description of this use-case. All the flows and connectivity should be self-explanatory based on the discussions in the previous sections.
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Figure 7.9 1 M2M Healthcare Gateway High Level Illustration
1.30 Potential requirements

Rationale

This use case sets out from the presence of a gateway between one or more healthcare sensor(s) and a backend server. Even though the use case is assuming a cellular gateway, this restriction is not needed in general. Resulting requirement:

1.
The M2M system shall be capable of supporting gateway nodes that are capable of transporting sensor measurements to back end servers.

Rationale

Sensors can measure patient data with or without patient initiation. Therefore, new measurement data may become available at any time. Resulting requirement:

2.
Whenever a healthcare sensor has measurement data available, it shall be possible for the sensor to send a request to the local healthcare gateway to transport new measurement data to the backend server.

Rationale

Incoming requests from the healthcare sensor to the healthcare gateway may not result in immediate forwarding of the data to the backend server if any of the following is applicable: Dynamically changing cellular network availability (coverage); cellular network utilization constraints (policies); device energy consumption or memory constraints. In one of the flows also the quality of the data to be transported (alert=high priority) was relevant for determining when the connection needs to be triggered. Resulting requirements:

3.
The local healthcare gateway needs to be capable to buffer incoming requests from the healthcare sensor for transporting data to the backend server and support forwarding them at a later time – which could potentially be a very long time in the order of hours, days or even more – depending on cellular network availability, cellular network utilization policies, device constraints

4.
The local healthcare gateway needs to be capable to accept parameters with incoming requests from the healthcare sensor which define a delay tolerance for initiating the delivery of the sensor measurements or parameters for categorizing sensor measurements into different levels of priority/QoS.
5.
The local healthcare gateway needs to be cable of receiving policies which express cellular network utilization constraints and which shall govern the decision making in the gateway when initiating connectivity over cellular networks.

6.
The local healthcare gateway needs to be capable to trigger connections to the cellular network in line with the parameters given by the request to transport data and in line with configured policies regarding utilization of the cellular network 

A subscription and notification mechanism was described in this use case. Only authenticated and authorized users (e.g. care-giver, relatives, and doctors) shall be able to subscribe to healthcare sensor measurement data and get notifications and access to the measured data. These authenticated and authorized stakeholders are typically using applications that use the M2M system to access the measured data. Resulting requirement:

7.
The M2M system shall be capable of supporting a mechanism to allow applications (residing on the local gateway, on the backend server or on the sensor itself) to subscribe to data of interest and get notifications on changes or availability of that data.

8.
The M2M system needs to be able to allow access to data that is being transported or buffered only to authenticated and authorized applications

Rationale

The use case also describes a flow in which the backend server could initiate an action on the local healthcare gateway. Resulting requirements:

9.
The M2M system shall support transport of data from the backend server to the cellular healthcare gateway.

10.
The M2M system shall support of triggering a cellular connection to the local healthcare gateway in case the gateway supports such functionality.
Rationale

Different subscribers may be interested in different information so that each subscriber may want to get notified only for events of interest to that subscriber:

11.
Subscriber-specific filters can be set up at the healthcare service enterprise backend server so that each subscriber can be notified only when information/events relevant to the subscriber are available/occur.

Rationale

The M2M healthcare gateway device can be in a sleep mode of operation to save energy and can be without an active network connection. A patient monitoring app may be desirous of communicating with the gateway device when the gateway device is in this sleep mode of operation

12.
The M2M system shall be able to support a wakeup trigger (aka "shoulder-tap") mechanism (such as using SMS or alternate mechanisms) to wake up the gateway. The gateway can subsequently establish a network connection and query the enterprise backend server for additional information, and the enterprise backend server may then respond with adequate information to enable further processing of its request.
8
Plug-In Electrical Charging Vehicles and power feed in home scenario
1.31 Description
The aim of the Plug-In Electric Vehicle (PEV) Charging and Power feed use case is to show the interaction between the different actors that can be involved in the charging of Electric Vehicle in home scenario.The scenario includes engagement of various actors:

· Electricity-Network Service Provider (El.-N/W-SP), 

· Dedicated Electric Vehicle Charging SP (EVC-SP) who takes care of special functions like the Demand Response (DR) enablement (cost effective PEV Charging and Power Feed),

· PEV-SP in charge of functions related to PEV service and maintenance (providing a data connection for PEV health purposes such as managing Power Feed cycles, PEV-SW upgrading & remote fault analysis, etc.)  

· PEV manufacturer in charge of replacing faulty parts for the PEV

PEV can be considered as a load and also as power storage ( DER resource). In the latter case, a Power Feed from the PEV's battery into the Electricity-N/W is required.

The El.-N/W-SP is responsible for the residential homes (smart) metering. Depending on local laws, the metering for the (Electrical Vehicle Charging Equipment) EVCE may be independent and might be a physical part of the EVCE. 

Depending on the PEV's brand, a parallel wired data connection may be included in the EVCE charging plug to enable the PEV's controller to access its agreed service and maintenance provider (PEV-SP). In case of no wired connection (high data rate, e.g. Ethernet), a short reach link, e.g. via ZigBee® or even Bluetooth® may be established (medium data rate ~2 Mb/s). This connection will then be routed via the EVCE's mobile broadband link to the PEV-SP's control centre in parallel to the charging and power feed control data, which is routed to the EVC-SP's control centre. 

Related Standard activities:

· TC 69 committee: working on ISO/ IEC 15118 parts 1-4, vehicle to grid communication; currently under development

· EU standardisation Mandate 486 to CEN, CENELEC and ETSI (for further information refer to Mandate 486)

· Open 2G: using DIN specification70121and IEC15118

· DIN specification70121 defines the requirements for the communications between the electric vehicle (EV) and the charging EVCE).
1.32 Source (as applicable)

Fujitsu, from ETSI TR 102 935 v2.1.1
1.33 Target Industry 

<One or more industry segments that this use case or scenario is relevant to>
1.34 Actors (as applicable)
•
Electricity Network service provider (El.-N/W-SP/DSO) is responsible for the residential homes smart metering. 

•
Electricity vehicle charging service provider (EVC-SP) takes care of special functions like the Demand Response (DR) enablement (cost effective PEV Charging and Power Feed) 

•
PEV service provider (PEV SP) offering functions in conjunction with PEV service and maintenance (PEV health check and management such as management of power feed cycles, PEV-SW upgrading & remote fault analysis, etc.)

•
Communication operator /provider provide the public wireless data service to PEV-SP and EVC SP control centres.

1.35 Pre-conditions (if any) 
Connection from PEV to EVCE through a wired EVCE plug (data communication) or wirelessly (zigbee or bluetooth or any short range technology.

Public communication network from EVCE to PEV SP and EVCE SP control centres.

Public communication between EVCE metering and El. N/W SP
1.36 Triggers (if any)
Control and pricing announcements from El. N/W SP to for example balance the power N/W

Control and pricing trigger/initiate PEV being charged at a particular time with a specific power feed cycle that is appropriate for consumer (cheaper) and for El. N/W SP (balance power system). 
PEV health management through PEV control link to EVCE

e.g. PEV SP initiates health check when PEV is plugged into EVCE for charging; if there is a problem detected or a PEV part status is over a certain limit, this will trigger a corrective measure according to health check result (e.g. PEV SP place an order for a part replacement to PEV manufacturer, or  SW upgrade, etc.)

EVCE SP will control and manage EVCE through EVCE control link;

1.37 Normal Flow (as applicable)

An example flow to show the interaction between PEV SP (PEV health check), PEV manufacturer (PEV defect part replacement) and EVC SP (metering/charging):

•
Red colour to refer to flow related to EVC charging application 

•
Green colour refer to flow related to PEV SP application

•
Blue colour refer to flow related to PEV manufacturer application
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Figure 8.7 1 PEV Normal Flow
1. PEV management application and EVC metering/charging application subscribe to information related to PEV. 

2a. PEV is plugged to EVCE

2b. PEV related information (eg PEV1) is sent to communication operator

2c. PEV charging related information (eg .charging period) 

2. Information sent in step 2 are sent to system operator which trigger the notification in step 4 

3. Notifications are sent to the subscribed applications.  

4. PEV charging parameters pulled/pushed to the EVC-SP

5. PEV management application sent an initiation of health check message to system operator 

6. Initiation message is sent by system operator through communication operator to PEV to start the health check

8.-9. A PEV part defect is detected and a message is sent to the system operator, which triggers the notification of the PEV SP

10. System operator is sent a defect Notification to PEV SP application of the car part.

11. Which in turn send an order of the defected part to system operator

12. System operator sends the order to a PEV manufacturer

1.37.1  Alternative Flow 1
1.38 Post-conditions (if any)
1.39 High Level Illustration (as applicable)
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Figure 8.9 1 PEV Charging High Level Illustration
1.40 Potential requirements

Secure communication of the following transactions: 

•
SW upgrade by PEV manufacturer, 

•
Collecting PEV status info for health check will trigger control or command (e.g. order new part, trigger to do a car service) to another SP  

•
Collecting charging information (metering) from EVCE i.e power feed cycle and time and charging period to the EVC-SP control centercentre (the metering could be home owned smart meter or Utility owned)

•
Collection metering info from EVCE (PEV considered as a load or resource), to Electric N/W provider for billing purposes. Controlling EVCE e.g. SW upgrade, part order 

•
Pricing info from EL.SP to EVC SP

•
Fleet management control centre to collect location information of PEV

Potential requirements are similar to those of WAMS:

Similar to that of WAMS use case summarized as follows:

•
Data collection and reporting capability/function including data delivery to multiple applications
•
Remote control of M2M Devices

•
Data store and share

•
Authentication of M2M system with M2M devices/ /collectors

•
Authentication of M2M devices with M2M applications

•
Data integrity

•
Prevention of abuse of network connection

•
Privacy

•
Security credential and software upgrade at the Application level.
9 Home Energy Management
1.41 Description
This use case is to manage energy consumption at home so that consumers can be aware of their daily home energy consumptions and able to control this consumption by remote actions on home appliances.  Innovative services can be developed from the data (energy) collection and sent to either the consumers/ equipment or to Business-to-Business market

The use case focuses on a home Energy GateWay (EGW) that collects energy information from the electrical home network and communicates it to an M2M system for aggregating and processing of the data. Services can then be developed from the collected data. 

The EGW performs an initial treatment of the data received from various sources (sensors, context) as follows: 

•
aggregating and processing the obtained information: 

•
sending some information to the remote M2M system e.g. sending alerts through the M2M system

•
using some information locally for immediate activation of some actuators/appliances

•
Is connected (wirelessly or via wireline) to home devices, including the home electrical meter, for information on global or individual consumption of the appliances 

•
Providing displayable consumed energy-related information to the end-user/consumer terminals (PC, mobile phone, tablet, TC screen, etc)

Ref: {HGI-GD017-R3 (Use Cases and Architecture for a Home Energy Management Service}
1.42 Source (as applicable)

Fujitsu, from ETSI TR 102 935 v2.1.1
1.43 Target Industry 

<One or more industry segments that this use case or scenario is relevant to>
1.44 Actors (as applicable)
•
User: user of home appliance

•
Communication operators: in charge of communicating the collected information via any protocol (eg .zigbee, PLC, BT…) to EGW and from the EGW to the M2M system

•
Energy gateway SP: in charge of collecting & transmitting securely energy information from appliances to the M2M system and receiving remote controls/commands from the M2M system

•
System operators/providers of service layer platform(s): in charge of providing services/common functionalities for applications (e.g. HEM) that are independent of the underlying network(s); e.g. they are in charge of collecting the status information of home devices and controlling them via the energy gateway. 
•
Application Service Provider: Provides Home Energy Management (HEM) Application for the user through the M2M system
1.45 Pre-conditions (if any) 

1.46 Triggers (if any)
1.47 Normal Flow (as applicable)
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Figure 9.7 1 Home Energy Management Normal Flow
1.
HEM application (M2M device) subscribe to System Operator/SP for information from home device(s)

2.
Information from devices which could be M2M devices (smart meters, electric lightening, fridge, washing machine etc) at home is collected by the Energy Gateway Operator (EGW) via communication network operator. . Information may include room, temperature, occupancy, energy consumption.

3.
Collected information is stored in the EGW SP and may be processed at energy gateway. As a result, control message may be sent back to device from the energy GW depending on policies stored in the energy gateway.

4.
Collected information may also be sent to system operator which contains the M2M service platform for storage via communication network.

5-6. Subscribed application (HEM) is notified information is available for processing. Its subscribe M2M operator can process the information before sending to HEM application depending on subscription profile. 

7. HEM application reacts to the shared /collected information and can send control message (eg. To switch a home device e.g light /appliance or washing machine) via the   system operator

8-10. control is propagated back through different operator to appropriate M2M device(s)
1.47.1  Alternative Flow 1
1.48 Post-conditions (if any)
1.49 High Level Illustration (as applicable)

[image: image15]
Figure 9.9 1 Home Energy Management System High Level Illustration
1.50 Potential requirements
Similar to that of WAMS use case summarized as follows:

· Data collection and reporting capability/function

· Remote control of M2M Devices

· Information collection & delivery to multiple applications

· Data store and share

· Authentication of M2M system with M2M devices/ /collectors

· Authentication of M2M devices with M2M applications

· Data integrity

· Prevention of abuse of network connection

· Privacy

· Security credential and software upgrade at the Application level.

 In addition the following requirements are needed:

· The M2M system shall support a Gateway 

· The Gateway can be per home or per multiple home e.g a Gateway Concentrator.

Configuration Management

Pre provisioning of the M2M Devices and Gateways:

· The M2M System shall support mechanisms to perform simple and scalable pre provisioning of M2M Devices/Gateways. 

Management of multiple M2M Devices/Gateways

· The M2M Application e.g. the HEM application shall be able to interact with one or multiple M2M Devices/Gateways, e.g. for information collection, control, either directly or through using M2M Service Capabilities. 

· The HEM application shall be able to share anonymous data with energy partners to provide the consumer with special energy rates.
Support for subscribing to receive notification:
· The M2M System shall support a mechanism for allowing applications to subscribe and being notified of changes. 

· The M2M System operator shall be is able to support subscription of the HEM application to subscribe 

Support for optimizing notification:
· The M2M System shall be able to may support a mechanism for delaying notification of ying Connected Devices in the case of a congested communication network.

Support for store and forward

· The M2M System shall be able tomay support a mechanism to manage a remote access of information from other Connected Devices. When supported the M2M system shall be able to aggregate requests and delay to perform the request depending on a given delay and/or category e.g. the M2M application does not have to connect in real time with the devices. 

10 Home Energy Management System (HEMS)
1.51 Description
This use case introduces several services based on HEMS technologies. 

Home appliances from multiple vendors are connected to a LAN or PAN, and controlled by the gateway device.

The gateway device aggregates functionalities of home appliances by getting their status and sending this to the management server.

The gateway device is also upgradable to host newly released home appliance(s).

The gateway device provides an API for remote control which takes privacy and authorization issues into account.
1.52 Source (as applicable)

Fujitsu (TTC), KDDI
1.53 Target Industry 

<One or more industry segments that this use case or scenario is relevant to>
1.54 Actors (as applicable)
•
User: user (owner) of the home appliances

•
Home Appliance: appliances which may be from multiple vendors and are monitored and/or controlled energy consumption

•
Gateway Device: a device installed in the user’s home and receives remote control commands from the management server

•
Management Server: the server which is in charge of collecting the status of appliances and controlling the appliances via the gateway device

•
HEMS Application Server: the server which provides HEMS service for the user through the remote management server
1.55 Pre-conditions (if any) 

•
WAN connectivity to the Gateway Device is installed

•
Service contract is required, and authentication credentials for the Management Service are installed on the Gateway device.
1.56 Triggers (if any)
New Air Conditioner (for example) is installed
1.57 Normal Flow (as applicable)
1. User operates the Gateway Device to identify newly installed Air Conditioner (A/C) on the LAN.

2. The newly installed A/C is identified by the Gateway Device.

3. The Gateway Device requests the Management Server to provide support software for the A/C.

4. The support software is installed on the Gateway Device.

5. The Gateway Device registers the functionalities of the A/C to the Management Server.

6. The Management Server notifies the event of the installation of the A/C to the HEMS Application Server.
7. The HEMS Application Server is reconfigured with the newly installed A/C.

8. The HEMS Application Server receives the latest status of all of the Home Appliances including the newly installed A/C from the Management Server.

9. The HEMS Application Server sends management command(s) to the Management Server to minimize energy consumption.
1.57.1 Alternative Flow 1
1.58 Post-conditions (if any)
Energy consumption within the home is minimized by monitoring and controlling Home Appliances.
1.59 High Level Illustration (as applicable)

[image: image16]
Figure 10.9 1 Home Energy Management System High Level Illustration
1.60 Potential requirements
Gateway Device shall have the following requirements.

· To detect the newly installed Home Appliance.

· To be provided with appropriate pre provisioning configuration which is required to host the Home Appliances?
· To support Home Appliances from multiple vendors as an abstracted object model.
· To allow control to be overridden of the Home Appliances by User’s direct operation.
11 Vehicle Diagnostic & Maintenance Report
1.61 Description
The Vehicle Service Centre wants to help the vehicle owner to be aware of the status of the vehicle and remind them to maintain the vehicle in a timely manner to avoid any damages. 

Hence tThe Vehicle Service Centre needs to obtain and analyse data from the vehicle periodically. Based on the analysis result, it will notify to the vehicle owner showing what's going on with the vehicle —in simple language and imagestogether with some maintenance suggestions.

1.62 Source (as applicable)

HUAWEI Technologies Co., Ltd.
1.63 Target Industry 

<One or more industry segments that this use case or scenario is relevant to>
1.64 Actors (as applicable)
Vehicle Owner:

By reading the Vehicle Diagnostic & Maintenance Report sent from the Vehicle Service Centre, the vehicle owner will decide whether to maintain his/her vehicle.

Vehicle Service Centre: 

It  operates a service platform for diagnostics and maintenance of vehicles,  obtains and analyzesthe diagnostics data from the vehicle. It will also send vehicle Diagnostic & Maintenance Report in e-mail together with maintenance suggestions to the vehicle owner. 

Mobile Communication Network Operator:

As the transmission medium, it supports the network services between Vehicle Service Centre and Vehicle for the information transmission. 

M2M Device: 

It is embedded in a vehicle, which is used to send information to Vehicle Service Centre and implement diagnostics function from Vehicle Service Centre.
1.65 Pre-conditions (if any) 

1. The vehicle supports the diagnosticsis pre-configured to report the diagnostics data collected from sensors within the vehicle periodically.

2. The vehicle is already ignited

1.66 Triggers (if any)
1.67 Normal Flow (as applicable)
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Figure 11.7 1 Vehicle Diagnostics Normal Flow
1. The vehicle collects the diagnostics data from sensors within the vehicle and sends it to the Vehicle Service Centre. The diagnostics data includes information from Engine and Transmission System, Stability Control System, Air Bag System, Emission System, Antilock Brake System and so on. The information includes tyre pressure, odometer data, life of engine oil, engine and gear-box status, antilock braking system status etc.

2. The Vehicle Service Centre sends the diagnostics data to the “Vehicle Detection M2M Application”. This M2M application receives and analyzes the diagnostics data.
3. The “Vehicle Detection M2M Application” finds that the Brake pads need to be replaced. It queries the maintenance services provided by “Vehicle Resolution M2M Application” and gets the information of the company who can provide the components.

4. The “Vehicle Detection M2M Application” finally sends the Diagnostic & Maintenance Report to the vehicle owner together with the suggested component providers either by email or alert message displayed in the vehicle terminal.

5. The vehicle owner will decide whether to maintain his/her vehicle based on the Diagnostic & Maintenance Report.
1.67.1  Alternative Flow 1
None
1.68 Post-conditions (if any)
For normal flow, the vehicle owner maintains his/her vehicle according to the Diagnostic & Maintenance report in time.
1.69 High Level Illustration (as applicable)
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Figure 11.9 1 Vehicle diagnostics Normal Flow
1.70 Potential requirements
1.
The M2M application System shall enableallow the M2M Devices to exchangesend M2M application to diagnosediagnostics data periodically withto the M2M Application in the network domain.

2.
The M2M System shall aenable llow the M2M Application to configure the notification interval in the M2M Devices.

3.
The M2M system shall support a mechanism to describe the syntax and semantics format of the M2M application diagnostics data exchanged between the M2M Devices and the M2M Application in the network domain.
12 Use Case on Devices, Virtual devices and Things
1.71 Description
The municipality of a Smart City operates an Application Service that monitors traffic flow and switches traffic lights depending on traffic. This “traffic application” controls the traffic lights and a couple of surveillance cameras to observe traffic flow. 

The traffic application makes several of the surveillance cameras discoverable in the M2M System and potentially allows access to the data (the video streams) of these cameras. The surveillance cameras can be searched and discovered in the M2M System based on search criteria such as type (e.g. video camera for traffic) and other meta-data (e.g. location or activation state)

In addition to (physical) devices the traffic application publishes “virtual devices” that act similar to sensors and provide derived data such as: number of vehicles that passed during the last minute/hour, average speed of vehicles …

Also these “virtual devices” can be searched and discovered in the M2M System based on type and other meta-data. 

However, in contrast to the previous case (real devices) virtual devices only implemented as software and do not require a Connectivity Layer. They are data structures published by the traffic application.

The traffic application charges other applications to receive data from these virtual devices.

Finally, the traffic application also publishes “things” in the M2M System like roads and intersections. Other “things” the traffic application might publish are phased traffic lights (green wave).

“Things” are similar to “virtual devices” but have relations to other “things” (e.g. a section of a road lies between two intersections).

A “street”, published by the traffic application, provides information on the average speed of traffic, congestion level, etc. A “series of phased traffic lights” provides information about which traffic lights are in phase, the current minimal/maximal/optimal speed, etc.

The “traffic application” of the Smart City charges other applications to access data from its published “things”.

A second Application Service, a “logistics application” is operated by a company that manages a fleet of trucks to deliver goods all over the country. This “logistics application” provides an optimal route for each truck at any time.

One of the trucks is currently driving in the Smart City. The logistics application has a service level agreement with the traffic application of the Smart City. 

The logistics application discovers all things (streets, intersections…) that are relevant to calculate an optimal route for the truck, based on type and location. It uses the published data and is charged for the access to these data.
1.72 Source (as applicable)

NEC
1.73 Target Industry 

<One or more industry segments that this use case or scenario is relevant to>
1.74 Actors (as applicable)
•
The municipality of a Smart City (Application Service Provider) 

•
The fleet management company (Application Service Provider

•
The M2M Service provider (M2M Service provider)
1.75 Pre-conditions (if any) 

•
The municipality of a Smart City operates a “traffic application” that monitors traffic flow and switches traffic lights.

•
The fleet management company operates a “logistics application” that manages a fleet of trucks.

•
Both Applications are using the same MSCN operated by the M2M Service provider

•
The traffic application allows the logistics application to access some of its Devices, Virtual devices and Things
1.76 Triggers (if any)
1.77 Normal Flow (as applicable)
· The traffic application creates Virtual devices (e.g. traffic sensors) and Things (e.g. streets, series of phased traffic lights…) for use by other M2M applications in the MSCN of the M2M Service operator.

· The traffic application publishes the semantic description (types, relations, and meta-data) of its Devices (e.g. cameras), Virtual devices and Things in the MSCN of the M2M Service operator. The traffic application restricts discoverability of its Virtual devices and Things to applications provided by business partners of the municipality of a Smart City

· The traffic application enables access to the data of some of its traffic cameras to all M2M applications, but access to the data of virtual devices and things is restricted to applications of business partners (e.g. the logistics application).

· The logistics application searches the MSCN of the M2M Service operator for things and virtual devices in the vicinity of the truck. Based on the semantic search criteria (described by reference to a taxonomy or ontology) only the things and virtual devices that are useful for calculating the route of the truck are discovered.

· The logistics application reads the data from relevant things and virtual devices and calculates the optimal route for the truck

· The logistics application is charged by the MSCN of the M2M Service operator for reading the data from things and virtual devices of the traffic application.

· The traffic application is reimbursed for usage of its things and virtual devices.

1.77.1  Alternative Flow 1
None.
1.78 Post-conditions (if any)
1.79 High Level Illustration (as applicable)
1.80 Potential requirements
•
The M2M System shall provide a capability to an Application shall be able to create Virtual Devices and Things in the M2M Service Capability Network.

•
The M2M System shall provide a capability to an Application shall be able to publish semantic descriptions and meta-data (e.g. location) of its Devices, Virtual Devices and Things in the M2M Service Capability Network.

•
The M2M System shall provide a capability to an Application to search for and discover Devices, Virtual Devices and Things in the M2M Service Capability Network based on their semantic descriptions and meta-data. The supported formats of semantic descriptions shall be described in the oneM2M standard.

•
The M2M System shall provide a capability to an Application shall be able to control, via the M2M Service Capability Network, access to semantic descriptions and meta-data of its Devices, Virtual Devices and Things.

•
The M2M System shall provide a capability to an Application shall be able to allow, via the M2M Service Capability Network, access to its Devices, Virtual Devices and Things to individual other applications.

13 Extending the M2M Access Network using Satellites
1.81 Description
This Use Case demonstrates a scenario that extends the M2M access network using satellite communications. It serves to emphasize that satellite communication is a key component of the network domain to be incorporated in future requirements work at OneM2M on Smart Metering and other M2M use cases. 

In locations that are difficult to reach with fixed-line or cellular communications, a machine-to-machine (M2M) satellite solution extends terrestrial coverage and provides access to devices that require remote monitoring and control. Satellite-based communication networks provide communications that integrate seamlessly with any remote IP based application.  Satellite networks offer IP connectivity, ubiquitous real time coverage, robust security, high availability compared to cellular networks. Satellite M2M solutions are also much more cost-effective than some years due to advances in satellite technology.

Traditional satellite communications has had a stigma of being expensive and requiring large, power-hungry terminals too complex to integrate with applications.  Modern satellite networking, however, provides competitive price solutions, ubiquitous coverage, and a high level of availability which compliment terrestrial networks. For this reason, it is important to consider satellite services for Supervisory Control and Data Acquisition (SCADA) applications, low data rate (LDR) solutions, and other remote, unmanned machine-to-machine (M2M) services.  
1.82 Source (as applicable)

Inmarsat and Sierra Wireless
1.83 Target Industry 

<One or more industry segments that this use case or scenario is relevant to>
1.84 Actors (as applicable)
Service Providers for M2M
1.85 Pre-conditions (if any) 

The following additional functionalities or sub scenarios are explained in a high level format, to relate to electricity, gas, heating, and water 

1. Distribution Automation

Deploying satellite M2M services along power distribution lines, as a supporting link, allows electrical utility providers to connect to their data centers and extend their network reach to the boundaries of their entire service territory, improving decision-making and operational efficiencies. A single, two-way IP data connection provides automated monitoring and control of reclosers, switches, or other distribution devices – anywhere - enabling utility providers to maintain continuous surveillance and control of their distribution network for voltage fluctuations, outages and service demands.

2. Substation Connectivity
M2M Satellite communications provide services for electricity substations in locations that may be difficult to reach with fixed-line or cellular communications.

M2M Satellite communications contains the flexibility to cope with both low-volume high-frequency traffic and bursts of high-volume, low-frequency traffic.  If a primary link breaks down, satellite communications can automatically provide backup communications at any substation.

3. Disaster Recovery

Business continuity is vital for utilities that provide essential services such as electricity, water and gas to millions of people as they need to be able to recover immediately from natural or manmade disasters. When a catastrophic event causes terrestrial networks to fail, utilities companies can rapidly deploy satellite terminals to provide an alternative communications path, enabling them to maintain communications, diagnose issues quickly, and run critical applications.
1.86 Triggers (if any)
The need to access M2M user devices (UDs) that may not be reachable with terrestrial and wireless networks.
1.87 Normal Flow (as applicable)
An example of a M2M communication using satellite service is Smart Metering (valves, electricity meter, gas meter, water meter, and heat meter). Smart Metering devices over a small area connect to aggregation points or Smart Meter Concentrators via a local, meshed wireless network. These aggregation points, or concentrators, collect usage data and distribute control data to and from consumers in a limited geographical area, transmitting it back to the utility’s data center (Figure 1).  

The satellite connectivity backhauls Smart Meter data from a satellite antenna mounted on an Advanced Metering Infrastructure (AMI) concentrator to the utility’s data center.  Each AMI concentrator links to multiple smart meters via a local wireless network.  

1.87.1 In this configuration example, satellite communications co-locate with the primary gateway communication to aggregate meter data at the gateway, extending the network reach across a utility’s entire service territoryAlternative Flow 1
1.88 Post-conditions (if any)
1.89 High Level Illustration (as applicable)
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Figure 13.9 1 Extended Smart Metering Configuration (source: ETSI)
1.90 Potential requirements
1. Satellite access shall be considered in all M2M network domain architectures.

14 Car/Bicycle Sharing Services
13.1 Description
As seen clearly, automation already penetrates all aspects of life even in our urban life. The goal of this use case is to describe several automation services which are occurred in different urban space in different life style, bicycle/car sharing services.

· Brief Features of Services

· Car Sharing Service

Car Sharing is to offer a new service model for automobile transportation. Simply, Car Sharing is a self-service, on-demand alternative to car ownership; a service that is offered to urban residents (B2C) and businesses (B2B).

This service is mainly designed around a particular user profile – first of all, people who live in cities but do not drive a car every day and secondly tourists who live in cities but do not own a car. Thus, people who need a car at short notice but take an alternative to car ownership.

The brief procedure of this service is 1) joining the membership, 2) unlocking the car door, 3) driving away, 4) parking to any reserved spot provided by the service provider and/or public, and 5) paying as you drive (including gas, insurance, and etc.).

· Bicycle Sharing Service

Bicycle sharing service is also a new service in which bicycle are made available for shared use to individuals who do not own a bicycle. Generally, bicycle sharing service is run by government agencies. 

The procedure of this service is similar to the car sharing service, but the different type of services such as healthcare service can be combined.
13.2 Source (as applicable)

LG Electronics
13.3 Target Industry 

<One or more industry segments that this use case or scenario is relevant to>
13.4 Actors (as applicable)
· User

· A user who takes the ownership of the shared things which are car and bicycle.

· Sensors (or Sensor Devices)

· Sensor Devices can be various based on its usage, and do not have any direct communication interfaces to the M2M Service Platform.

· For Car Sharing Service – Door Control Sensor, Tire Pressure Sensor, Fuel Indication Sensor, GPS.

· For Bicycle Sharing Service – Lock Control Sensor, Accelerometer, Tire Pressure Sensor, Heart-rate Sensor.

· Smartphone

· A device which is an intermediate entity and is available to connect from sensors to a M2M Service Platform. The basic role is similar to the general M2M gateway, but it has some sensors and some applications (navigation) itself used by services.

· M2M Service Platform

· In charge of providing common functionalities for the M2M services. It is mainly in charge of collecting the status and configuration information of sensors and controlling them via the smartphone and/or M2M gateway
· M2M Service Providers

· Companies which provide its own M2M services for the user through the M2M Service Platform. The M2M Service Providers can be various according to the types of services.

· The providers include Car Sharing Service Provider, Insurance Company, Gas Station, Bicycle Sharing Service Provider, and Healthcare Service Provider.
13.5 Pre-conditions (if any) 

See sub-case flows.
13.6 Triggers (if any)
See sub-case flows.
13.7 Normal Flow (as applicable)
13.7.1 Sub use case 1 – Car Sharing Case

· Trigger: 

· A user wants to take an ownership of the car.

· Pre-conditions:

· The user preliminary joins a membership of the Car Sharing Service.

· Sensors built in the car are required to periodically (normal) and non-periodically (urgent) send sensor data to the M2M Service Platform based on the trigger defined by the M2M Service Providers.

· The M2M Service Platform collects and manages data and configurations related to the services. Generally, each service has its own data and configuration set, simply called resources.

· The M2M Service Providers in the service domain have a service agreement each other for unified services.

· The Smartphone has a navigation and car sharing application.
· Detailed Flow Descriptions:
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Figure 14.7 1 Car Sharing Normal Flow
1.
The Applications of each Service Provider in the service domain register and subscribe to changes of resources (or information) about the Car Sharing Service in the M2M Service Platform.

Since each resource in the M2M Service Platform is owned by the Car Sharing Provider, Insurance Company and Gas Station, if an application needs to access another resource, it shall request proper access right of the resources and grant that request if appropriate and based on the service agreement.

2.
As the user finds a shared car, opens the car door and turns on the ignition using interfaces of the Smartphone such as Bluetooth and NFC, if the user is authorized.

3.
The Sensors report the changed status to the M2M Service Platform via the Smartphone as a gateway when the specific condition is triggered. (Car is just being used)

4.
The M2M Service Platform notifies the Car Sharing Service Provider of the changed status. (Note: The Car Sharing Service Provider can update the situation that the car is being used on its website)
5.
(Normal Reporting Case for managing the Service) The Sensors report the changed status to the M2M Service Platform via the Smartphone when the specific condition is triggered. (Periodic location reporting and car health check for maintenance reasons)

6.
The M2M Service Platform notifies the Car Sharing Service Provider of the changed status. (Note: Agreement on privacy policy of location is preliminary confirmed)

7.
(Urgent Reporting Case for handling any emergency) The Sensors report the changed status to the M2M Service Platform via the smartphone as a gateway when the specific condition is triggered. (The fuel is low)

8.
The M2M Service Platform immediately notifies the Car Sharing Service Provider of the changed status. 

9.
The Car Sharing Service Provider finds out the nearest Gas Station according to the received location information and a service agreement between the Car Sharing Service Provider and the Gas Station, and the Provider sends the route information to M2M Service Platform.

10.
The M2M Service Platform notifies the Smartphone of the route information. 

11.
After filling the fuel, the user virtually pays the fuel fee by using the Smartphone’s NFC tag. The payment information is reported to the M2M Service Platform.

12.
The M2M Service Platform notifies the Car Sharing Provider and the Gas Station of the payment information. (Note: This procedure is for the Car Sharing Provider to pay Gas Station the fuel fee instead of the user)

13.
Afterwards, due to the low battery of the Smartphone (less than 30% remain), the Smartphone reports the changed status to the M2M Service Platform.

14.
The M2M Service Platform automatically changes the subscription and reporting attributes of the Sensors and the Car Sharing Service Provider. (For example, if the Platform changes the subscription attributes to “only emergency case”, only emergency subscription case will be notified. The others cannot be notified, but at the end of service, batch-mode)

15.
As the user arrives at the destination, and turns off the ignition, the sensors report the accumulated information, normal event subscription information, to the M2M Service Platform via smartphone.

16.
The M2M Service Platform notifies the Car Sharing Provides and Insurance Company of the usage of the shared car.

17.
The Insurance Company stores the insurance fee by writing onto the Car Sharing Service Provider’s resource in the M2M Service Platform, in this case the Insurance Company preliminary acquires proper access right to write.

18.
The M2M Service Platform notifies the Car Sharing Provides of the insurance fee.

· Post-conditions:

· The User will pay as him/her drive according to the recorded data.

· The Car Sharing Service Provider can update the position and status of the car on its website using the recorded data. Thus, next users can make use of the Car Sharing Service.
13.7.2 Sub Use Case 2 – Bicycle Sharing Service

· Trigger: 

· A user wants to take an ownership of the bicycle.

· Pre-conditions:

· The user preliminary joins a membership of the Bicycle Sharing Service.

· The sensors built in the car and in the smartphone are required to periodically (normal) and non-periodically (urgent) send sensor data to the M2M Service Platform based on the trigger defined by the Service Provider.

· The M2M Service Platform collects and manages data and configurations related to the services. Generally, each service has its own data and configuration set, simply called resources.

· The Smartphone has a navigation and bicycle sharing application.

· The M2M Service Providers in the service domain have a service agreement each other for unified services.

· Detailed Flow Descriptions:

[image: image21.png]Sensors

Service Domain

NE : Normal Event (Periodic) / UE : Urgent Event (Non-Periodic)

[
: I : Health
Smartphone M2M Service ; Blcy.cle Service
Platform ! Provider Provider
1. Registration & Subscribe
2. Unlock the Bicycle
¢ g
3. Report the Changed Status (The Bicycle is being used) , 4. Notification )
5. Report the Changed Status ([NE] Location, User Health Data) | g Notification
® » PN N
* 7. Report the Changed Status ([UE] Low Pressure, Location) e L
Py » 8. Notification N
10. Route Information 9. Route Information
11. Report the Changed Stz;tus (G/W Batter Low)
b 12. Change the Triggering Condition (Urgent Only, Batch Mode,
4
13. Report the Changed Status (Finish Using the Bicycle) e
» 14. Notification
N q





Figure 14.7 2 Bicycle Sharing Normal Flow
1.
The Applications in the service domain register the service and subscribe to changes of information about the Bicycle Sharing Service.

Since each resource in the M2M Service Platform is owned by the Bicycle Sharing Service Provider and Health Service Provider, if an Application needs to access another resource, it shall request proper access right of the resources and grant that request if appropriate and based on the service agreement.

2.
To unlock the bicycle, the user tags the locker of the bicycle through the NFC interface. 

3.
The Sensors report the changed status to the M2M Service Platform via the smartphone as a gateway when the specific condition is triggered (for example, the bicycle is being used).
4.
The M2M Service Platform notifies the Bike Sharing Service Provider of the changed status. (Note: The Bicycle Sharing Service Provider can record the situation on its web-site that the car is being used)

5.
(Normal Reporting Case for managing the Service) The heart-rate of the user is continuously collected by the heart-rate sensor on the handlebar, and the health-related information such as heart-rate, location, time is reported periodically to the Service Operator.

6.
The M2M Service Platform notifies the Bicycle Sharing Service Provider and the Health Service Provider of the health Service information.

7.
(Urgent Reporting Case for handling any emergency) While riding the bicycle, the tire pressure sensor detects the low pressure of the front tire, the information is immediately sent to the M2M Service Platform via the Smartphone with location information. 

8.
The M2M Service Platform notifies the Bicycle Sharing Service Provider of the changed status. 

9.
The Bicycle Sharing Service Provider finds out the nearest bike repair shop according to the received location information, and the Provider sends the route information to M2M Service Platform.

10.
The M2M Service Platform forwards the route information to the Smartphone which has a navigation application.

11.
Afterwards, due to the low battery of the Smartphone (less than 30% remain), The Smartphone reports the changed status to the Service Operator. (Low battery indication)

12.
The M2M Service Platform automatically changes the subscription attributes of sensors and the Bicycle Service Provider such as delay tolerance to reduce battery-consumption. (For example, if the Platform changes the subscription attributes to “only emergency case”, only emergency subscription case will be notified. The others cannot be notified, but at the end of service, batch-mode)

13.
As the user arrives at the destination and parks to the reserved spot, the Sensor reports the accumulated information and normal event subscription information to the M2M Service Platform via the Smartphone. 

14.
The M2M Service Platform notifies Bicycle Sharing Service Provide and Healthcare Service Provider of the usage of the shared bicycle.

· Post-conditions:

· The User may pay as him/her drive according to the recorded data. (not for the public service case)

· The Bicycle Sharing Service Provider can update the position and status of the car on its website using the recorded data. Thus, next users can make use of the Bicycle Sharing Service.
13.8 Post-conditions (if any)
See sub-case flows.
13.9 High Level Illustration (as applicable)
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Figure 14.9 1 Car/Bicycle Sharing High Level Illustration
13.10 Potential requirements
1.
The M2M System shall support mobile/portable M2M Gateway and/or Device.

2.
The M2M System shall support to distinguish the event levels for reporting and handle it differentially.

Note: For example, the event levels may be divided into normal and urgent event.

3.
Based on the condition of the M2M Gateway and/or Device, the M2M System shall change the reporting (or subscription) mechanisms and/or configurations related to a service.

4.
The M2M System shall support to process access right requests of a resource and grant the requests if the requests are appropriate.
15 Use Case on Wellness services
13.11 Description
This use case introduces several services based on wellness data collected by wellness sensor devices via mobile device such as smartphones and tablets which is regarded as M2M gateway.

Some wellness sensor devices are equipped with M2M area network module and measure individual wellness data. The mobile device connects to the wellness sensor devices by using the M2M area network technology, collecting and sending the wellness data to application server.

It is important to consider that mobile device as M2M gateway has mobility. For instance, there are possibilities for a mobile device to simultaneously connect to many wearable wellness sensor devices, and to connect newly to wellness sensor devices which have never connected previously at the location of outside. 

This use case illustrates potential requirements from the use case of wellness services utilizing mobile device.
13.12 Source (as applicable)

KDDI (TTC)
13.13 Target Industry 

<One or more industry segments that this use case or scenario is relevant to>
13.14 Actors (as applicable)
•
M2M Device: wellness sensor device is blood pressure sensor, heart rate sensor and weight scale, for example. It can measure wellness data of users, may be multi-vendor, and equipped with several kind of communication protocol.

•
M2M Area Network: network which connects between M2M device and M2M gateway.

•
M2M Gateway: mobile device (e.g. a smart phone) which can receive wellness data from wellness sensor devices and communicate with application servers.

•
Mobile Network: network which has functions to communicate wellness data and control message between M2M gateway and M2M service platform.

•
M2M Service Platform: platform where management server is located and which is used by the Application Server to communicate with the M2M Gateway. 

•
Management Server: server which manages the gateway such as mobile device, and controls its configuration such as installing/uninstalling applications.

•
Application Server: server which serves the wellness services such as indicating the graph of wellness data trend.

Note: Definition of some words is in discussion. Therefore, the description of these actors may change.
13.15 Pre-conditions (if any) 

•
Wellness sensor devices are able to establish a connection to the mobile device in order to send wellness data to M2M Service Platform or Application Server.

•
It is first time to associate the mobile device with the wellness sensor devices.
13.16 Triggers (if any)
•
New wellness sensor devices such as weight scale are detected by mobile device. User tries to associate the detected devices. Examples are below:
· 
User buys several kind of wearable wellness sensor devices such as blood pressure sensor, heart rate sensor. In order to start monitoring vital data using these sensors, User tries setting of these devices simultaneously. Note that please refer to ETSI TR 102 732 “Use cases of M2M applications for eHealth”. (Normal Flow)

· 
User buys wellness sensor devices such as weight scale, and newly deploys them at User’s house to check the wellness status daily. (Normal Flow)

· 
User goes to a fitness center to do exercise and checks the effect by utilizing equipment which is owned by fitness center and has never connected to User’s mobile device. (Alternative Flow 1)
13.17 Normal Flow (as applicable)
1.
Usually wellness sensor devices are bought by Users. These devices are deployed in User’s house, or are worn with User.

2.
The mobile device detects new wellness sensor devices and tries to connect to it under User’s permission to connect (pairing between sensor device and mobile device).

3.
The mobile device has established a connection to the wellness sensor device, and then the mobile device receives additional information of the wellness sensor device (e.g. type of device, service certificates of the device, required application software …). 

4.
The mobile device is provided with the appropriate application software from the Management Server and is appropriately configured by the Management Server.

5.
When the User measures the data by using wellness sensor device, the mobile device collects the data and sends it to the Application Server.
13.17.1  Alternative Flow 1
1.
As indicated in the Normal Flow, usually the wellness service collects the data from wellness sensor devices which the User owns.

2.
When the mobile device is brought outside, there is an opportunity to connect new wellness sensor devices (e.g. blood pressure which is set in fitness center).

3.
The mobile device detects new wellness sensor devices and tries to connect to them under User’s permission to connect.

4.
The mobile device has established a connection to the wellness sensor device and then the mobile device receives additional information of the wellness sensor device (e.g. type of device, service certificates of the device, required application software …).

5.
The mobile device is provided with the appropriate application software and is appropriately configured by the Management Server.

6.
When the User measures the data by using wellness sensor device, the mobile device collects the data and sends it to the Application Server.
13.17.2 Alternative Flow 1
1.
The wellness service may be an optional subscriber service to be charged. The User subscribes it and creates an account on the Application Server.

2.
When the User utilizes the wellness service, at first the User needs to activate the service on the Application Server.

3.
When the mobile device detects wellness sensor devices, it requests the Management Server to provide appropriate application software with configuration to the mobile device.

4.
The Management Server checks with the Application Server if the User has subscribed to the service and activated it or not.

5.
And then, if the User is not subscribed to the service or has not activated it, the Management Server does not provide any application software.
13.17.3 Alternative Flow 1
1.
After the User has collected the data, the User is able to disconnect the mobile device from the wellness sensor device and to de-activate the service.

2.
If the User brings the mobile device out of the range of M2M Area Network, the mobile device disconnects the wellness sensor device automatically.

3.
The User is also able to disconnect these devices by operating settings of the mobile device or by waiting for a while until the wellness sensor device disconnect by itself.

4.
The User is also able to cancel the optional service. The User applies the cancellation to the Application Server. After the Application Server accepts the cancellation, the Management Server checks with the Application Server. The Management Server confirms the cancellation, it makes application software de-activate and/or remove from the mobile device.
13.18 Post-conditions (if any)
•
Measured wellness data are stored in the M2M Service Platform or the Application Server.

•
User is able to access to the Application Server and explore the graph of the wellness data trend.
13.19 High Level Illustration (as applicable)
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Figure 15.9 1 Wellness Service High Level Illustration
13.20 Potential requirements
•
See the contribution “oneM2M-REQ-2013-0192 Requirements_WellnessServices”.
16 Event Triggered Task Execution Use Case
13.21 Description
Gateway Device may be required to configure for executing some tasks which are triggered by pre-defined events.
13.22 Source (as applicable)

Fujitsu (TTC)
13.23 Target Industry 

<One or more industry segments that this use case or scenario is relevant to>
13.24 Actors (as applicable)
•
Management Server,

•
Gateway Device which has the characteristic both M2M Gateway (aggregate measured value) and M2M Device (accepting setting change),

•
Thermometer and Air Conditioner (M2M Device),

•
Data Storage Server,

•
User
13.25 Pre-conditions (if any) 

•
Gateway Device is configured to work as the gateway for collecting data from some sensor devices installed at home network.

•
Sensor Devices are configured to accept the management request from Gateway Device which requests reporting measured data on demand.
13.26 Triggers (if any)
•
M2M System is going to configure Gateway Device for scheduling task execution for data collection from sensor devices.

13.27 Normal Flow (as applicable)
1.
Management Server requests management on scheduling task settings of Gateway Device to fetch the current value of the thermometer, and report collected data from a thermometer (one of the Sensor Devices in this use case) every 30 minutes. 

2.
Gateway Device establishes the connection to the thermometer, and collects measured data.

3.
Gateway Device reports the collected data to Data Storage Server.

13.27.1  Alternative Flow 1
1.
(after step 2 in normal flow,) Gateway Device stores series of measured data associating with the source Sensor Device.

2.
Management Server requests Gateway Device to report the log data which summarize series of measured data by Sensor Devices for one day.
13.27.2 Alternative Flow 2
1.
Management Server configures Gateway Device to start monitoring energy consumption of Air Conditioner, when the device is turned on, and to stop monitoring when that is turned off.

2.
Gateway Device subscribes requests notification on the power status change of Air Conditioner.

3.
When the user turned on the Air Conditioner, the Gateway Device is notified the status change.

4.
Gateway Device starts monitoring the energy consumption of the Air Conditioner. 

5.
When User turned off the Air Conditioner, the Gateway Device is notified the status change

6.
Gateway Device stops monitoring the energy consumption of the Air Conditioner.
13.27.3 Alternative Flow 2
1.
Management Server configures Gateway Device to report the energy consumption when the total energy consumption exceeded over the 20kW per day.

2.
Gateway Device keeps collecting data about energy consumption from home electronics (i.e. Air Conditioner).

3.
When the total energy consumption exceeded over the 20kW per day, the Gateway sends notify the report to the Data Storage Server.
13.28 Post-conditions (if any)
•
Collected data is stored on the Data Storage Server for further use.

13.29 High Level Illustration (as applicable)
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Figure 16.9 1 Event triggered Task Execution High Level Illustration
13.30 Potential requirements
Proposed by separate contribution. see oneM2M-REQ-2013-0177R0x for details.
17 Smart Building
13.31 Description
Smart building is a M2M service that utilizes a collection of sensors, controllers, alerter, gateways deployed at the correct places in the building combined with applications and server resides on the Internet to enable the automatic management of the building with just limited human labour. Smart building system can greatly reduce the cost involved in managing the building like energy consumption, labour cost. With the smart building system, services like video monitor, light control, air-condition control and power supply can all be managed at the control centre. Some services can be triggered automatically to save the precious time in case of fire, intruder, gas leak etc.
13.32 Source (as applicable)

Huawei Technologies UK (ETSI)

Huawei Technologies Co.,Ltd (CCSA)

Huawei Device Company USA (TIA)

NEC Europe Ltd. (ETSI)
13.33 Target Industry 

<One or more industry segments that this use case or scenario is relevant to>
13.34 Actors (as applicable)
M2M Service Provider: A company that provides M2M service including entities like gateway, platform and enables the communication between them. The M2M Service Provider also exposes APIs for the development of all kinds of applications. The gateway provided by the Service Provider can be used to connect to different devices such as sensors, controllers.

Control Centre: The manage centre of the building, all data collected by the sensor is reported to the Control Centre and all commands are sent from the Control Centre. The Control Centre is in charge of the controlling of the equipments deployed around the building.

Smart Building Service Provider: A company that provides smart building services. A Smart Building Service Provider is a professional in the area. It is in charge of install the device all around the building, set up the Control Centre and provide the application that is used to manage the Control Centre and necessary training to workers in the Control Centre on how to manage the system. The Smart Building Service Provider has a business contract with the M2M Service Provider in utilizing the communication, gateway, M2M platform and APIs provided by the M2M Service Provider.
13.35 Pre-conditions (if any) 

The Smart Building Service Provider establishes a business relationship with the M2M Service Provider in using the gateway, M2M platform and APIs.

The Smart Building Service Provider installs all the sensors, controllers, alerter in and around the building and sets up the Control Centre in the building with the application to run the system.

The Control Centre belongs to an estate management company and takes charge of several buildings all over the city. The building in the use case is one of them.
13.36 Triggers (if any)
13.37 Normal Flow (as applicable)
1.6.1
The light control of the building

The Control Centre needs to control the light in the building by different areas and different floors. The Control Centre also needs to switch on and off all the light in the building. For the management of the lights, the Smart Building Service Provider deployed one gateway in each floor to get connection with the lights in the same floor. Each floor of the building has at least 100 lights and the building has 50 floors above the ground and 5 floors under the ground and each light can be switched separately. The lights in every floor is connected with the gateway using local WIFI network, the gateway is connected with the M2M platform using paid 3GPP network, the Control Centre is connect with the M2M platform using fixed network. A patrolling worker with a mobile device can access to the gateway’s local network to switch the lights. The illustration can be seen from figure 1.

In order to switch the light from the whole floor, instead of sending request from the Control Centre 100 times, the Control Centre creates a group on the gateway of each floor to include all the light on that floor. As a result, the Control Centre could switch the light of a whole floor just by sending one request to the group created on the gateway, the gateway fans out the request to each light to switch them off.

In order to switch the light of the building, instead of sending request from the Control Centre 5500 times, the Control Centre could create a group on the M2M platform to include all the groups created on each gateway on each floor. In this way, the Control Centre simply send one request to the group on the M2M platform, the group fans out the request to the group on every gateway, the group on the gateway fans out the request to each lights to switch it.

The maintenance of the member of the group is the duty of a worker with a mobile device. Whenever a new light is installed, the worker adds the light to the group of the corresponding floor. Whenever a broken light is removed, the worker with the mobile device first searches the light from the group and removes the light from the group. 

The Control Centre creates the group in the purpose of controlling the lights, so the group is configured to accept lights only in case the group may cause unexpected result on other devices introduced to the group by mistake. For example, if the type of the group is configured as “light”, then “wash machine” cannot be a member of the group. Because the commands to wash machine is much more complicated. If a wash machine is added to the group of lights by mistake, it may cause unexpected behavior to the wash machine.

The add and remove of the members of the group of each floor is not necessary to be known to the Control Centre, but the Control Centre do know how to switch off the lights from the whole floor. In this way the Control Centre is exempt from the trivial task of maintaining each single light. However in the mean time, the administrator of the Control Centre can always make a list of all the lights and view their status from the Control Centre by retrieving from the group.

1.6.2
Intruder

With the deployment of smart building system, the number of patrollers is greatly reduced. For the security reason, a number of motion detector and cameras are installed all over the building.

The motion detector and the cameras are configured to work together. During the period when certain floor of the building is in safe mode, whenever the motion detector detects a moving object, the camera captures a picture of the moving object immediately. The picture is sent to the Control Centre for the inspector to verify if it is an intruder or an automated image recognition system. As a result of fast reaction, the motion detector must trigger the photo shot as soon as possible.

If the inspector sitting in the Control Centre finds that the object captured in the photo is a dog or a cat, he could just ignore the picture. If the figure caught in the picture is a stranger with some professional tools to break into a room. The inspector could send out a security team as soon as possible to the location based on the location reported from the motion detector.

1.6.3
Fire alarm

In case of an emergency, the residents of the building need to be evacuated immediately. All the devices related to a fire alarm need to be triggered almost at the same time. Whenever the fire sensor detects a fire in the building, a chain group of devices associated with the fire detection shall be turned on simultaneously such as the siren, the evacuation guide light, start the water pouring system, stop the elevator, cut off the electricity at certain areas, send message to the hospital, call the fireman, in a way not interrupting each other. Due to the possible latency and unavailability on the network to the Control Centre, the trigger of the devices on one floor is configured in the gateway.

If only one fire sensor in one room of the building detects a fire with a range less than one square meter, siren and water pouring system in the room would be switched on to alarm the resident to put out the fire. If lots of fire sensors all detect fire together with smoke sensors, temperature sensors reporting unusual situations, the whole fire alarm system will be triggered and all the residents in the building will be evacuated. If in the mean time of a fire alarm, the sensors detect that the temperature is below the threshold which means the fire is under control, the alarm can be cancelled automatically to all sirens and actuators to avoid the panic.

With the configuration on the gateway, the trigger of the devices can be very fast so that the damage caused by the fire can be limited to its minimum.
13.37.1  Alternative Flow 1
13.38 Post-conditions (if any)
13.39 High Level Illustration (as applicable)
13.40 Potential requirements
The M2M system shall support the action chain harmonize a series of actions among a group of between devices, in a way not interrupting each other.

The M2M system shall harmonize a series of actions based on certain conditions that support the action chain between devices shall subject to certain conditions.

The M2M system shall support the devices to report their locations.

The M2M system shall support a mechanism to group a collection of devices together.

The M2M system shall support that same operations can be dispatched to each device via group.

The M2M system shall support the members’ management in a group i.e. add, remove, retrieve and update.

The M2M system shall support that the group can check if its member devices are of one type.

The M2M system shall support the group to include another group as a member.
18 Use Case on Wellness services
13.41 Description
This use case introduces several services based on wellness data collected by wellness sensor devices via mobile device such as smartphones and tablets which is regarded as M2M gateway.

Some wellness sensor devices are equipped with M2M area network module and measure individual wellness data. The mobile device connects to the wellness sensor devices by using the M2M area network technology, collecting and sending the wellness data to application server.

It is important to consider that mobile device as M2M gateway has mobility. For instance, there are possibility for a mobile device to connect simultaneously to many wearable wellness sensor devices, and to connect newly to wellness sensor devices which have never connected previously at the location of outside. 

This use case illustrates potential requirements from the use case of wellness services utilizing mobile device.
13.42 Source (as applicable)

KDDI(TTC)
13.43 Target Industry 

<One or more industry segments that this use case or scenario is relevant to>
13.44 Actors (as applicable)
•
M2M Device: wellness sensor device is blood pressure sensor, heart rate sensor and weight scale, for example. It can measure wellness data of users, may be multi-vendored, and equipped with several kind of communication protocol.

•
M2M Area Network: network which connects between M2M device and M2M gateway.

•
M2M Gateway: mobile device (e.g. a smart phone) which can receive wellness data from wellness sensor devices and communicate with application servers.

•
Mobile Network: network which has functions to communicate wellness data and control message between M2M gateway and M2M service platform.

•
M2M Service Platform: platform where management server is located and which is used by the Application Server to communicate with the M2M Gateway. 

•
Management Server: server which manages the gateway such as mobile device, and controls its configuration such as installing/uninstalling applications.

•
Application Server: server which serves the wellness services such as indicating the graph of wellness data trend.

Note: Definition of some words is in discussion. Therefore, the description of these actors may change.
13.45 Pre-conditions (if any) 

•
Wellness sensor devices are able to establish a connection to the mobile device in order to send wellness data to M2M Service Platform or Application Server.

•
It is first time to associate the mobile device with the wellness sensor devices.
13.46 Triggers (if any)
· New wellness sensor devices such as weight scale are detected by mobile device. User tries to associate the detected devices. Examples are below.
· User buys several kind of wearable wellness sensor devices such as blood pressure sensor, heart rate sensor. In order to start monitoring vital data using these sensors, User tries setting of these devices simultaneously. Note that please refer to ETSI TR 102 732 “Use cases of M2M applications for eHealth”. (Normal Flow)

· User buys wellness sensor devices such as weight scale, and newly deploys them at User’s house to check the wellness status daily. (Normal Flow)

· User goes to a fitness center to do exercise and checks the effect by utilizing equipment which is owned by fitness center and has never connected to User’s mobile device. (Alternative Flow 1)
13.47 Normal Flow (as applicable)
1.
Usually wellness sensor devices are bought by Users. These devices are deployed in User’s house, or are worn with User.

2.
The mobile device detects new wellness sensor devices and tries to connect to it under User’s permission to connect (pairing between sensor device and mobile device).

3.
The mobile device has established a connection to the wellness sensor device, and then the mobile device receives additional information of the wellness sensor device (e.g. type of device, service certificates of the device, required application software …). 

4.
The mobile device is provided with the appropriate application software from the Management Server and is appropriately configured by the Management Server.

5.
When the User measures the data by using wellness sensor device, the mobile device collects the data and sends it to the Application Server.
13.47.1  Alternative Flow 1
1.
As indicated in the Normal Flow, usually the wellness service collects the data from wellness sensor devices which the User owns.

2.
When the mobile device is brought outside, there is an opportunity to connect new wellness sensor devices (e.g. blood pressure which is set in fitness center).

3.
The mobile device detects new wellness sensor devices and tries to connect to them under User’s permission to connect.

4.
The mobile device has established a connection to the wellness sensor device and then the mobile device receives additional information of the wellness sensor device (e.g. type of device, service certificates of the device, required application software …).

5.
The mobile device is provided with the appropriate application software and is appropriately configured by the Management Server.

6.
When the User measures the data by using wellness sensor device, the mobile device collects the data and sends it to the Application Server.
13.47.2 Alternative flow 2

1.
The wellness service may be an optional subscriber service to be charged. The User subscribes it and creates an account on the Application Server.

2.
When the User utilizes the wellness service, at first the User needs to activate the service on the Application Server.

3.
When the mobile device detects wellness sensor devices, it requests the Management Server to provide appropriate application software with configuration to the mobile device.

4.
The Management Server checks with the Application Server if the User has subscribed to the service and activated it or not.

5.
And then, if the User is not subscribed to the service or has not activated it, the Management Server does not provide any application software.

13.47.3 
Alternative flow 3

1.
After the User has collected the data, the User is able to disconnect the mobile device from the wellness sensor device and to de-activate the service.

2.
If the User brings the mobile device out of the range of M2M Area Network, the mobile device disconnects the wellness sensor device automatically.

3.
The User is also able to disconnect these devices by operating settings of the mobile device or by waiting for a while until the wellness sensor device disconnect by itself.

4.
The User is also able to cancel the optional service. The User applies the cancellation to the Application Server. After the Application Server accepts the cancellation, the Management Server checks with the Application Server. The Management Server confirms the cancellation, it makes application software de-activate and/or remove from the mobile device.
13.48 Post-conditions (if any)
•
Measured wellness data are stored in the M2M Service Platform or the Application Server.

•
User is able to access to the Application Server and explore the graph of the wellness data trend.
13.49 High Level Illustration (as applicable)

[image: image25]
Figure 16.9 1 Event triggered Task Execution High Level Illustration
13.50 Potential requirements
See the contribution “oneM2M-REQ-2013-0192 Requirements_WellnessServices”.
19 Information Delivery Service in the devastated area
13.51 Description
When a disaster occurs in the metro area, many victims require various kinds of information such as traffic, safety and evacuation area. However, it may be difficult to collect such information immediately and properly.

This is the use case of a M2M Service that transmits required information to the User Devices (UDs) of disaster victims immediately and automatically. Some of the information shall be maintained before a disaster happens.

UD connects to the Wireless Gateways (WGs). The WGs properly provide the UDs with the information stored on its local DB to avoid the network congestion.

When Disaster Sensor detect a serious disaster, the Service Provider multicasts the latest information which the victims need such as traffic congestion, locations of closest hospitals and evacuation area. The UDs receive and update the information automatically.

After the disaster happens, the Service Provider continues to update the information according to the situation of traffic, safety and evacuation area as well as the data from Disaster Sensors and Equipments for public information.
13.52 Source (as applicable)

· Advanced Telecommunications Research Institute International (ARIB),

· Sumitomo Electric Industries Ltd. (TTC).

· Alcatel-Lucent (ETSI)
13.53 Target Industry 

<One or more industry segments that this use case or scenario is relevant to>
13.54 Actors (as applicable)
•
Service Provider has the aim to assist disaster victims by providing information to victims who have User Devices (UDs).

•
Disaster Sensor shall detect a disaster and send the disaster detection to the Service Provider.

•
Equipment shall send information to the Service Provider. 

•
The UDs shall receive the information from the Service Provider to support the disaster victim in emergency.

•
Wireless Gateway (WG) can send the information from the Service Provider to the UDs by wireless connection (e.g., WiFi, 3GPP) in an emergency.
13.55 Pre-conditions (if any) 

•
In times when disasters are not present (peace time), the Equipment collects information to be used for disaster situations (emergencies). The information is maintained in the DBs on the Service Provider’s Disaster Information Network. 

•
The Service Provider shall have reliablesecure communication with the Disaster Sensor. by checking the certificate issued by the Disaster Sensor.

•
When receiving information regarding a disaster from the Service Provider, the WGs shall have the method to check if the information is reliable prior to distributing the information to UDs.

•
UDs shall be able to receive the message from the Disaster Sensor by the other communication paths.

•
The WG may be used for the other services for specific UDs in peace time. In case of emergency, every subscribed UDs should be able to receive the message from the Service Provider through the WG.

•
Communication connections among UDs, WGs and Service Provider are established. 

•
When the network connectivity is available, the information on DB in the Service Provider-Disaster Information Network and local DBs in the WGs should be capable of being regularly synchronized and updated.
13.56 Triggers (if any)
The detection of a disaster (emergency) by the disaster sensor
13.57 Normal Flow (as applicable)
Normal flow for collecting information during a disaster
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Figure 19.7 1 Normal flow for collecting information during Peace Time
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Figure 19.7 2 Normal flow for collecting information during disaster
WGs request the updated information from the Service Provider in peace time repeatedly and stores the information in their local DBs.

2. Disaster Sensors send messages to start the processing flow of the information delivery service to the Service Provider if they detect the disaster trigger.

3. The Service Provider should be able to allow every UD to access to the Databases in the WGs and Service Provider’s Disaster Information Network.

4. The Service Provider sends the latest information to UDs automatically. WGs can send the stored information on the local DB to the UDs in order to suppress the network congestion.
13.57.1  Alternative Flow 1
UDs can request their dedicated information from WGs. When the network connectivity between the WG and Service Provider is established, WGs can request from the Service Provider the dedicated information for the UDs (e.g., family safety and their refuge area, personal medical information).
13.58 Post-conditions (if any)
13.59 High Level Illustration (as applicable)
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Figure 19.9 1 High Level Illustration of Information collection in a devastated area
13.60 Potential requirements
	Requirement ID 
	Classification 
	Requirement Text 

	HLR-088-a
	Data reporting
	The M2M System shall provide capabilities to Applications to update/synchronize Application specific databases between the Network Application and Gateway Application. 

Fulfilled by HLR-041.

	HLR-087
	Data reporting
	The M2M System shall support transmission of Application specific data (e.g. tsunami and earthquake detection sensor data) from Devices and oneM2M external sources (e.g. ETWS data) to Applications in the Network.

Fulfilled by HLR-046.

	HLR-088-b
	Data storage
	A (wireless) Gateway shall be able to autonomously provide Devices that are attached via the LAN of the Gateway with trusted data that is locally stored in the Gateway. 

Trusted data and retrieval fulfilled by HLR-041 ACLs.

	HLR-088-c
	Data reporting
	When the WAN connection between the Gateway and Service provider is not possible, the Gateway shall continue to provide data that is locally stored on the Gateway to authorized Devices.

	HLR-089
	Data reporting
	A (wireless) Gateway shall be able to transmit data (e.g. disaster warnings) to M2M Devices that are connected to the Gateway and are authorized to receive the data.

Fulfilled by HLR-010.

	HLR-092-a
	Security
	A M2M Device that receives broadcast data from a (wireless) Gateway shall be able to verify that the (wireless) Gateway is authorized to broadcast the data (e.g. disaster warnings) and that the data is authentic.

Fulfilled by HLR-185 and HLR-213.

	HLR-092-b
	Security
	The M2M System shall provide capabilities to the Service Provider to enable/disable open access of M2M Devices to the Gateway.
· If access of M2M Devices to the Gateway is open any M2M Device shall be allowed to receive data from the Gateway. 

· If access of M2M Devices to the Gateway is not open only authorized M2M Devices shall be allowed to receive data from the Gateway.
Fulfilled by HLR-180, HLR-201


20 Secure remote patient care and monitoring
13.61 Description
E-health applications, that provide the capability for remote monitoring and care, eliminate the need for frequent office or home visits by care givers, provide great cost-saving and convenience as well as improvements. “Chronic disease management” and “aging independently” are among the most prominent use cases of remote patient monitoring applications. More details of the actors and their relationships for these use cases are mentioned in details in an ETSI document [1] and are not covered here. Instead this contribution provides an analysis of specific security issues pertaining to handling of electronic health records (EHR) to provide a set of requirements in the context of oneM2M requirement definition work.

Remote patient monitoring applications allow measurements from various medical and non-medical devices in the patient’s environment to be read and analyzed remotely. Alarming results can automatically trigger notifications for emergency responders, when life-threatening conditions arise. On the other hand, trigger notifications can be created for care givers or family members when less severe anomalies are detected. Dosage changes can also be administered based on remote commands, when needed. 

In many cases, the know-how about the details of the underlying communications network and data management may be outsourced by the medical community to e-health application/ solution provider. The e-health solution provider may in turn refer to M2M service providers to provide services such as connectivity, device management. The M2M service provider may intend to deploy a service platform that serves a variety of M2M applications (other than e-health solution provider). To that end, the M2M service provider may seek to deploy optimizations on network utilization, device battery or user convenience features such as ability of using web services to reach application data from a generic web browser. The M2M service provider may try to provide uniform application programming interfaces (APIs) for all those solution providers to reach its service platform in a common way. From the standpoint of the M2M application, the application data layer rides on top a service layer provided by this service platform. By providing the service platform and its APIs, the M2M SP facilitates development and integration of applications with the data management and communication facilities that are common for all applications. 

As part of providing connectivity services, the M2M service provider may also provide secure sessions for transfer of data for the solution providers that it serves. In many jurisdictions around the world, privacy of patient healthcare data is tightly regulated and breaches are penalized with hefty fines. This means the e-health application provider may not be able to directly rely on the security provided by the M2M service provider links/sessions and instead implement end to end security at application layer. This puts additional challenges on the M2M service platform, since it needs to provide its optimizations on encrypted data. 

One particular issue with e-health is that not only the data is encrypted, but it may also contain data at different sensitivity levels, not all of which appropriate to each user. For instance in the US the Health Insurance Portability and Accountability Act (HIPAA) regulates the use and disclosure of protected health information. Different actors within a healthcare scenario may have different levels of authorizations for accessing the data within the health records, so the information system must take care to present the health data to each user according to the level of authorization for that user. A process, common to address this issue is redaction. This means that one starts with a document that originally includes data of all sensitivity levels and then removes any piece of information that has a higher sensitivity level than the pre-determined redaction level (RL). The end result is a redacted version of the initial document that can be presented to a person/entity that has the matching authorization level (AL). Persons with lower AL are not authorized to view this particular version of document. The redaction engine can produce multiple versions of the initial records, where each version corresponds to one redaction level (RL) including material at specific sensitivity level (and lower).
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Figure 20.1 1 An illustration of a process with 2 levels of redaction. Black color indicates a data field that is masked from an unauthorized user.
Figure 1 An illustration of a process with 2 levels of redaction. Black color indicates a data field that is masked from an unauthorized user.
Care must be taken to ensure that only authorized users have access to data. Therefore, the system must match the redaction level (RL) of data with the authorization level (AL) and present the proper version of the record for each actor. 

The redaction engine may reside at a policy control server or at the application server operated by the M2M application service provider. The policy server may also hold policies on which users get which authorization level (AL), while an authorization server may be in charge of authenticating each user and assigning her the proper AL.

In a system relying on notifications based on prior subscriptions, data must be examined first to determine which subscribers should receive notifications and then only those subscribers should be capable to retrieve the data about which the notification is sent.
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Figure 20.1 2 e-Health application service capable of monitoring remote sensor devices and producing notifications and data to health care personnel based on their authorization level.
13.62 Source (as applicable)

Motorola Mobility, ETSI (Machine to Machine Communications (M2M); Use cases of M2M applications for ehealth”, ETSI TR 102 732 v0.4.1 (2011-03).)
13.63 Target Industry 

<One or more industry segments that this use case or scenario is relevant to>
13.64 Actors (as applicable)
•
Patients using sensor (medical status measurement) devices

•
E-Health application service providers, providing sensor devices and operating remote patient monitoring, care and notification services

•
Care givers (e.g. nurses, doctors, homecare assistants, emergency responders) and other administrative users with authorization to access healthcare data (e.g. insurance providers, billing personnel). We also refer to these entities as “participants in the healthcare episode” in some occasions.

•
M2M service providers, network operators, providing connectivity services for the patients, e-health application providers and care givers.
13.65 Pre-conditions (if any) 

•
A categorization rule set, that is able to categorize various entries within a medical record according to the sensitivity levels and label them accordingly, must exist.

•
A redaction engine that is able to examine the raw medical record and produce different versions of the record at different redaction levels (RL) with only data that is at or below a sensitivity level.

•
A policy engine that is able to examine medical records and determine level of criticality (applicable to one of the flows described).

•
A set of authorization policies that describe what authorization level (AL) is required to be able to access data at each redaction level (RL). 

•
An authorization engine/server that interacts with each user of the e-health application to verify their claimed AL, for example the server may perform an authentication function with the user.

•
The e-health application server that is capable of interacting with the authorization server to check the AL of each user to determine the user’s RL before serving data at the requested (or appropriate) RL to that user.  
13.66 Triggers (if any)
•
Creation of new measurement data by a remote medical device. 

•
Analysis of received measurement data at application servers, and determination of need for redaction, or creation of alarms and notifications, etc

•
Requests from participants in a health care episode (caregivers) for sensitive medical records.

•
Arrival of new participants (new doctors, etc) in the  health care episode
13.67 Normal Flow (as applicable)
         In the main flow a remote medical device performs a measurement and sends it to an e-health application provider’s (AP) application server, which in turn processes the data and notifies the appropriate actors regarding the condition of the patient. 

The AP provides an application client to be installed on the device, and the application servers that interact with all the application clients. Both the application client and application server use the data management and communication facilities within the service layer exposed through the service layer APIs.   

This flow could be as follows:

•
The sensor on the medical device performs a measurement and reports it to the application client on the device. 

•
The application client (e.g. an e-health application) uses the service layer API to reach the service layer (provided by M2M service provider) within the device to transfer data to the application server. When application level data privacy is required, the application client on the device must encrypt the sensor data before passing the data to the service layer. Since the data must be kept private from service layer function, the encryption keys and engine used by the application client must be kept within a secure environment that is out of reach of the M2M service provider. This may require a set of secure APIs to reach the application’s secure environment. It may however be more convenient that these APIs are bundled with the secure APIs used to reach keys/ environment that secures the service layer, so that each application only deals with one set of APIs.

•
The service layer (provided by M2M service provider) passes the data from the device to the M2M service provider servers.

•
The M2M service layer at the server side passes the data to the e-health application server. 

•
At this point, the application needs to prepare to notify any interested parties (caregivers) that have subscribed to receive notifications regarding the status or data received about a patient. However, when application data is encrypted and redaction is to applied, more intelligence must be applied regarding who is authorized to receive a notification regarding status update. This may be done as follows:

•
After the e-health application server receives the data from M2M SP server, it decrypts the data, analyzes and performs redactions based on application policies (possibly with help of policy servers). This produces multiple versions of the initial data (one at each redaction level). The application server then re-encrypts each redacted version. Each encrypted version needs to be tagged based on the redaction level (RL) it contains and possibly the authorization level (AL) it requires for viewing.

•
The application server passes the tagged data (multiple files) to the M2M service provider server (the service layer server)

•
The M2M SP server will then sends a notification to each of the subscribers as long as their AL is at or above the level required to view any of the data just received. This means a separate authorization server may have initially performed an authorization of each user that requests to subscribe to data regarding each patient. The authorization would need to assess the identity of the user, her role and the claimed AL before registering the user for notifications. It is possible that the authorization server upon assertion of AL for each user provide the necessary decryption keys for receiving encrypted redacted data to the user’s device. In that case, the device that the user is using needs to be authenticated based on a verifiable identity (an identity that is bound to a tamper-proof identity within the secured environment). Alternatively, the decryption keys may be present within the user devices (e.g. specific USB stick!) through other means. In either case a mechanism must exist to release decryption keys stored with an authenticated device’s secure storage based on the user authorization and thus a binding of user and device authentications may be important.
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Figure 20.7 1 Dealing with Redaction in an M2M system separating Application layer and Service layer. The Service layer functions are provided by M2M service provider, while application layer functions are provided by application provider
13.67.1  Alternative Flow 1
One alternative flow is when a user requests information regarding a patient without having previously subscribed for any notifications. The M2M SP server must first refer the user to the authorization server to assert the user’s authorization level (AL) before serving the user with a response.
13.67.2  Alternative Flow 2
One alternative flow is when a user requests to provide instruction commands regarding a patient to a remote device. The service must make sure that the user has the proper AL to issue the command.
13.67.3 Alternative Flow 3
One alternative flow is when users are categorized not based on authorization levels but based on the level of their responsiveness. For instance, a life-critical event must cause the emergency responders to receive notifications and act very quickly, while a less critical event may only lead to a family member to be alerted. The subscription/ notification system should provide this level of granularity, i.e. information can be tagged based on criticality level. There must also be a policy engine that categorize the data based on its criticality level (CL).
13.68 Post-conditions (if any)
1. Normal flow

Multiple versions of patient record exist for multiple redaction levels at the M2M service provider servers. Each user can pull the version corresponding to her AL after she has been notified about presence of new data. The server can serve the data based on its RL tagging or AL tagging.

2. Alternative flow No 3

Data is tagged with criticality level and served to each user according to their level of responsiveness.
13.69 High Level Illustration (as applicable)
13.70 Potential requirements
1. The M2M system shall support M2M applications with establishing a security context for protecting the privacy of application data from the underlying M2M service. 

This means support of synchronous exchanges required by identification/ authentication/ or other security algorithms for establishment of security associations (keys, parameters, algorithms) for end-to-end encryption and integrity protection of data. Furthermore, any exchanges for establishing the M2M application security context can use the security context at underlying layers (e.g. M2M service layer) to protect the exchanges (as another layer of security), but the M2M application security context, once established, would be invisible to the M2M system.

2. The M2M system must support mechanisms for binding identities used at service layer and/or application layer to the tamper proof identities that are available within the device secured Environment. 

Anchoring higher layer identities to a low level identity (e.g. identities that are protected at the hardware or firmware level) is needed to be able to securely verify claimed identities during device authentication processes at various levels. Also APIs providing lower layer identities to application layer for the purpose of binding application layer identities and lower layer identities.

3. M2M devices and M2M system shall support provisioning of application specific parameters and credentials prior and/or after field deployment, while preserving the privacy of provisioned material from M2M system if needed.

 This means the M2M devices must support identities and credentials that are independent of the M2M system provider credentials and could be used for delivery of application specific parameters/credentials.

4. When M2M application data security is independent of M2M system, the Secured Environment within devices or infrastructure entities shall provide separation between the secured environments for each application and the secured environment for M2M service layer.

5. The secure environment described in requirement above shall provide both secure storage (for keys, sensitive material) and secure execution engine (for algorithms and protocols) for security functions for each application or service layer. 

6. The security functions provided by the Secured Environment should be exposed to both M2M service layer and M2M applications through a set of common APIs that allow use of Secured Environment of each of M2M service layer and M2M applications in a uniform fashion. 

7. The M2M service layer must be able to perform authorization before serving users with sensitive data. 

8. The authorization process should support more than two authorization levels and the service layer must be able to accommodate response/ notifications to the users based on their level of authorization.

9. The M2M service layer must accommodate tagging of opaque application data for various purposes, such as urgency levels, authorization/redaction levels, etc.

10. There must be a mechanism to allow the M2M application or service layer to bind user credentials/ authorizations to device credentials, such that credentials within the device can be used for security purposes during or after a user is authenticated/ authorized.

11. The M2M service layer must be able to accommodate delay requirements for the application based on the tagging applied to the application data. For instance, data that is marked critical must create notifications for first-level responders.  

12. Any software client, especially those performing security functions (e.g. authentication clients) must be integrity protected (signed) and verified after device power up/reset or before launch. Widely deployed standards such PKCS#7 or CMS should be used for code signing.
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