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1.0 Title
M2M Service Provisioning for Equipment with Built-in M2M Device
1.1 Description
Some industrial equipment is so complicatedly designed that it’s difficult for users themselves to maintain, such as construction engineering equipment, air compressor, large medical instrument and so on. Vehicles with online service can also be seen as one kind of such equipment. Therefore, equipment vendors build back-end applications to monitor and maintain them remotely. They also collect data from them for analysis in order to improve service level and product quality. We call such service provided by equipment providers as “equipment remote maintenance service”.
Equipment providers can integrate remote communication unit into equipment directly. But often, they get M2M device from other providers, which mainly provide remote communication capability. They embed one M2M device into one equipment. 

More and more equipment begin to use mobile network to communicate with the back-end application because of the convenience and low-cost of the current mobile network. In this case, SIM Card or UIM Card should be put into the M2M device.  eUICC (ETSI TS103.383) can be one of the best choices. 
This contribution mainly focuses on M2M service provisioning in the above case.  M2M service consists of the service provided by M2M service platform and network service provided by the mobile network. Therefore, full M2M service provisioning consists of M2M service provisioning and network service provisioning. The former is to allow M2M device to talk with M2M service platform. The latter is to make M2M device access mobile network. 
M2M service platform is operated by M2M Service Providers (M2M SP). With M2M SP’s help, Equipment Providers don’t need to manage mobile-network specific identifiers, such as IMSI, MSISDN or MDN. They just use Equipment ID / Equipment Name and Device ID / Device Name to identify equipment and device. 
M2M Service Platform can hide the complexity of the underlying mobile network. 
For devices managed by M2M Service platform, there are two kinds of M2M Service status. One is administrative status. The other is operational status. The former is to tell whether M2M Service has been allowed to be running by M2M SP for a device. “active” means it’s allowed. “de-active” means it’s not allowed. The latter is to tell whether M2M Service is available now for a device. “available” means it function correctly now. “unavailable” means it doesn’t function correctly now. For example, if related IMSI has been deactivated by MNO, M2M Service operational status of the device is unavailable.
For network identifiers, Network Service administrative status is to tell whether network service has been allowed to be running for a network identifier by MNO. “active” means it’s allowed. “de-active” means it’s not allowed.

1.2 Source

China Telecom

Huawei

1.3 Actors

Equipment Provider （EP）
Vendors who make equipments with built-in remote communication capability, sell and install equipment, and provide equipment remote maintenance service 
Equipment User (EU)
Customers who use equipment

M2M Device Provider (M2M DP)
Vendors who make M2M Device with built-in remote communication capability and other M2M service capability 

M2M Service Provider (M2M SP)
Service provider who provide M2M service which including network service
Mobile Network Operator (MNO)
Service provider who provide mobile network service
Equipment Provider Back-end Application (EPBA)
One kind of M2M Applications by which EPs can monitor, control, and collect data from their equipment. It is normally located in EP’s office.
M2M Service Platform (MSP)
Platform which is operated by M2M SP and provides M2M Service



Equipment
It is made by EP, which can do some specific work in some specific areas, such as concrete machinery, hoisting machinery and air compressor.
M2M Device
Device embedded into equipment, which serves the function of communication between equipment and EPBA. It also talks with MSP to use M2M service.

1.4 Pre-conditions (if any)

· EU uses equipment remote maintenance service provided by EP. 

· EP uses M2M Service provided by M2M SP.

· M2M Service provided by M2M SP includes Network Service. That is to say, M2M service provider chooses which MNO’s network to be used. 
1.5 Triggers (if any)

· None.
1.6 Normal Flow
Equipment’s lifetime can be summarized as following figure:
[image: image1.jpg]Pre—
provisioning

]

Device
Manufacture

Device Test

l

Equipment Equipment
Manufacture Test
Equipment
Installation

Equipment
is put into
operation

Equipment’ s
lifetime ends





M2M service provisioning for equipment with built-in M2M device mainly consists of the following scenarios:  

· Pre-provisioning Scenario

· Manufacture and Test Scenario
· Installation Scenario
· EP Suspends / Resumes / Stops Equipment Remote Maintenance Service Scenario
· M2M SP Suspends / Resumes M2M Service Scenario
· MNO Suspends / Resumes Network Service Scenario
· Replacing-device Scenario
(1) Pre-provisioning Scenario

At first, M2M SP prepares a batch of SIM/UIM cards from MNOs and registers the information of these cards in MSP, such as ICCID, IMSI and so on
 (2) Manufacture and Test Scenario
Device Manufacture Phase: M2M DP gets SIM/UIM card from M2M SP, and puts it into the module, and integrates the module into the device. Then, M2M DP configures the device ID parameter in device.
Device Test Phase: After that, M2M DP tests the device. Before and after the test, M2M DP or M2M SP sets M2M Service administrative status of specific ICCID as “active” or “de-active”, which allows MSP to talk with underlying mobile network to activate or deactivate the network service administrative status of the corresponding IMSI. In the test process, M2M Device reports its device ID and ICCID/IMSI to MSP. Thus, MSP knows such binding info. 
Equipment Manufacture Phase: After that, EP gets the device and puts it into their equipment. Then, EP configures the equipment ID parameter in device.
Equipment Test Phase: EP also tests the equipment. Before and after the test, EP or M2M SP sets the M2M Service administrative status of specific device as “active” or “de-active”, which allows MSP to talk with underlying mobile network to activate or deactivate the network service administrative status of the corresponding IMSI. In the test process, Equipment reports its device ID and equipment ID to EPBA. 
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 (3) Installation Scenario

Before the installation, EP sets equipment remote maintenance service of specific equipment as “active”, and it talks with  MSP to set M2M service administrative status of the corresponding device as “active”, and which also allows MSP to notify underlying mobile network to set network service administrative status of the corresponding IMSI as “active”. Then, EP continues to install the equipment. After that, the equipment can be put into operation.
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 (4) EP Suspends / Resumes / Stops Equipment Remote Maintenance Service Scenario

EP may suspend, resume, or stop equipment remote maintenance service of specific equipment. 
For suspending and resuming scenario, EP sets equipment remote maintenance service of specific equipment as “de-active” or “active”, which may trigger MSP to set M2M service administrative status of the corresponding device as “de-active” or “active”, and which also may trigger MSP to notify underlying mobile network to set network administrative status of the corresponding IMSI as “de-active” or “active”. But, in some cases, the above administrative statuses don't correlation together. It’s up to different business model and management policy. 
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For stopping scenario, EP sets equipment remote maintenance service of specific equipment as “stopped”, which may trigger MSP to set M2M service administrative status of the corresponding device as “stopped”, and which also may trigger underlying mobile network  to reclaim the corresponding IMSI.
(5) M2M SP Suspends / Resumes M2M Service Scenario

M2M SP may suspend or resume M2M service of specific device， which may let MSP talk with underlying mobile network to deactivate or activate network service administrative status of the corresponding IMSI. After that, MSP should notify EPBA of such M2M service administrative status change of the device if EPBA has registered such notification, which allows EPBA to do some operations.
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 (6) MNO Suspends / Resumes Network Service Scenario

MNO may suspend or resume network service of specific IMSI. If that happens, underlying mobile network may notify MSP the change of specific IMSI. Then, MSP may change the M2M service operational status of the corresponding device to “unavailable” or “available”. After that, MSP may also notify EPBA of the M2M service operational status change of the corresponding device if EPBA has registered such notification.
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 (7) Replacing-device Scenario
In some cases, EP may decide to replace bad device with new one in the equipment. 
EP sets equipment remote maintenance service of specific equipment as “replaced”, which triggers MSP set M2M service administrative status of the corresponding device as “stopped”, which also may trigger MSP to notify underlying mobile network to reclaim the corresponding IMSI.
The following procedure is the same as the Equipment Manufacture Phase in Manufacture and Test Scenario
1.7 High Level Illustration
1.7.1 High Level Architecture
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1.7.2 Service Model

EP provides equipment remote maintenance service to EU. M2M SP provides M2M service to EP. MNO provides network service to M2M SP. 
Equipment remote maintenance service consists of M2M service which is provided by M2M SP and other service provided by EP. 
M2M service consists of network service which is provided by MNO and other service provided by M2M SP. M2M service operational status will be de-active if network service administrative status is de-active.

1.7.2 Entity Model
EPBA uses equipment ID to identify specific equipment. 

EPBA and MSP uses device ID to identify specific device. 
MSP and underlying mobile network use network identifier such as IMSI, MSISDN, MDN or External id to identify specific user in its network.

One equipment has only one M2M device in it at one time. EP can replace old M2M device in equipment with new one.

One M2M device has only one SIM/UIM card in it.

1.8 Potential requirements (as applicable)
1. The M2M System shall identify and manage M2M Service status of devices.
Note: There are two kinds of M2M Service status. One is administrative status. The other is operational status. The former is to tell whether M2M Service has been allowed to be running by M2M SP for a device. “active” means it’s allowed. “de-active” means it’s not allowed. The latter is to tell whether M2M Service is available now for a device. “available” means it function correctly now. “unavailable” means it doesn’t function correctly now. For example, if related IMSI has been deactivated by MNO, M2M Service operational status of the device is unavailable.
2. The M2M System  should identify Network Service administrative status of device-related network identifiers such as IMSI, MSISDN, MDN, or External id.
Note: Network Service administrative status is to tell whether network service has been allowed to be running for a network identifier by MNO. “active” means it’s allowed. “de-active” means it’s not allowed. 
3. The M2M System should support the correlation of service identifier of a device in service layer and related mobile network  identifier such as IMSI, MSISDN, MDN, or External id in underlying network layer.
Note: Different MNOs may expose different kinds of network identifiers to the M2M System. It’s up to MNO.
4. 
5. System should notify underlying mobile network that Network Service administrative status of related mobile network identifier should be changed when M2M Service administrative status of a device changes if underlying mobile network can receive such notification and has subscribed such notification.
6. The M2M System shall notify M2M Application when M2M Service administrative status of a device changes if M2M Application has subscribed such notification. The M2M System should notify M2M Application when M2M Service operational status of a device changes if M2M Application has subscribed such notification.
7. The M2M System should change M2M Service operational status of the corresponding device to available or unavailable when it receives the notification from the underlying mobile network that Network Service administrative status of a mobile network identifier has changed to active or de-active, if the underlying mobile network can send such notification to the M2M System.

8. The M2M System should support M2M Application to activate or de-activate M2M Service administrative status of a device.
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