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1.0 Title
Use Case on the Remote Maintenance services
1.1 Description
This use case introduces a remote maintenance service for the automobiles (cars).

Because integrity of the cars is a matter of human life, the remote maintenance service of the car (treated as M2M Gateway in this use case) should be strongly secured.

Therefore, the integrity measurements both before and after the remote maintenance operation should also be severely performed.

One of the methods to endorse the measurement process might be guaranteed by HSM (Hardware Security Modules) in the M2M Gateway. This method provides the higher reliability level than the software emulator, the decision on the level of security is based on the information sent to the centre. In the HSM method, the integrity measurement report is  made by HSM through an internal  mechanism and put in the electronic signature/ key. 
This use case is derived from the automobiles, but the similar case of the remote maintenance services could be considered with Medical equipment, Household applications, Financial transaction terminals and Industrial control and machinery. 
1.2 Source (as applicable)
Fujitsu(TTC)
1.3  FFSActors (as applicable): 
Relevant to the name in the figure in Section 1.8, High Level Illustration.
· Car: the machine works as a M2M Gateway in which M2M Device(s) is implemented.
· Center: the M2M Platform which provides remote maintenance. 
· The Hardware Security Module (HSM): a module in the M2M Gateway (e.g Trusted Platform Module) that helps to determine the level of security functions to endorse the integrity measurement process and holds the electronic signature key.
· A white list: data base which is accessed by the center may be used for verifying the integrity measurement report from the M2M Gateway(car),  using  a secure communication protocol e.g Trusted Network Connect TNC protocol.

· Support software: installable software module to check the integrity of the Car assisted by TPM or the emulator and to support the newly implemented M2M Device(s) (i.e. sensor(s)).

1.4 Pre-conditions (if any)
Center recognizes the software which is installed in the Car to  be updated.  
1.5 Triggers (if any)    
(None) 
1.6 Normal Flow (as applicable) 
1. Mutual authentication between the Car (M2M Gateway) and the Center (M2M Platform) is performed.
2. Center requests the Car to report the integrity check on that Car.

3. Support software which is installed in the Car runs integrity check of the Car assisted by TPM or the emulator.
4. Generated integrity information report is endorsed by the hardware key which is protected by TPM. This report may contain a detection of the newly implemented sensor(s) (M2M Device(s)).
5. Support software sends the report based on TNC (Trusted Network Connect, which is application level secure communication protocol) to the Center.
6. Center verifies the report securely based on the White list which is based outside the M2M network.
7. Center determines whether the Car contains the software which shall be updated.

8. Center selects corresponding software modules.
9. Center delivers the support software module to the Car.

10. The support software is applied at the Car.

11. The applied result endorsed by the device key (actual process is done by TPM or the emulator) is reported to the Center.
12. Center side confirms the completion of delivery/embedding.

13. Center side stores the sequence of operations log as certifiable evidence for indemnity.
1.7 Post-conditions (if any) 
Newly installed software/sensor(s) is correctly identified as authorized part(s) on the Car, and working correctly with installed support software. The Car’s integrity information data which is endorsed by the key which is protected by TPM or the emulator is sent to the Center side.
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1.9 Potential requirements (as applicable) 
· 
· The M2M system SHALL be able to support authentication  using device key on the integrity check for M2M Device(s).
· The M2M Device SHALL be able to support HSM(Hardware Security Module) to protect its integrity depending on the security level requirement.
Trusted Computing enables:


- Verify current situation remotely


- Confirm installation completion


- Keep certifiable log for indemnity
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