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	INPUT CONTRIBUTION
Requirement

	Group Name:*
	REQ

	Title:*
	Security requirements on Access/Authorization/Authentication 

	Source:*
	François Ennesser, Gemalto (ETSI), francois.ennesser@gemalto.com
Madjid Nakhjiri, Motorola Mobility, vxt746@motorola.com

	Contact:
	François Ennesser, Gemalto (ETSI), francois.ennesser@gemalto.com

	Date:*
	2013-04-08

	Abstract:*
	Service access security requirements proposed but not examined during TP3

	Agenda Item:*
	REQ/SEC joint session

	Work item(s):
	Requirements

	Document(s) 

Impacted*
	Requirements TS

	Intended purpose of

document:*
	 Decision

 FORMCHECKBOX 
 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	Agree on proposed requirements
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	Requirement ID 
	Source
	Requirement Text 
	Rationale or
Related use cases (where applicable)

	HLR 214 / 188
	Gemalto (REQ-0195)
	The M2M system shall be able to prevent unauthorized use of its services.


	

	HLR 174 / HLR 185
	Gemalto (REQ-0195)
	The M2M system shall provide a mechanism for mutual authentication between its service infrastructure and M2M entities requesting access to its services. 
	

	R-xxxx 
	Oberthur, ZTE (REQ-0288r1)
	The M2M System shall support mutual authentication with underlying network and it shall be possible to initiate such mutual authentication by either party.

	RS-07


	Motorola (REQ-0194)
	The M2M service layer shall be able to perform authorization before serving stakeholders with sensitive data
	e-health application security

	HLR 180 revised
	Gemalto (REQ-0195)
	The M2M System shall enable M2M applications to restrict access to their data only to authorized parties, independently of the M2M Service providers with whom the applications are registered.
	

	HLR 174 / 180 split
	Gemalto (REQ-0195)
	The M2M System shall enable M2M applications to authenticate entities requesting access to their data.
	

	RS-08

	Motorola (REQ-0194)
	The authorization process should support more than two authorization levels and the service layer shall be able to accommodate response/ notifications to the stakeholders based on their level of authorization.
	e-health application security

	RS-09

	Motorola (REQ-0194)
	The M2M service layer shall accommodate tagging of opaque application data for various purposes, such as urgency levels, authorization/redaction levels, etc.
	e-health application security

	RS-11

	Motorola (REQ-0194)
	The M2M service layer shall be able to accommodate delay requirements for the application based on the tagging applied to the application data. For instance, data that is marked critical must create notifications for first-level responders
	e-health application security
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