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	Group Name:*
	REQ-WG at TP#4

	Title:*
	Requirements on credentials bootstrapping

	Source:*
	Nicolas Damour, Sierra Wireless (ndamour@sierrawireless.com)

	Contact:
	Nicolas Damour

	Date:*
	2013-04-07

	Abstract:*
	Requirement proposal for the bootstrapping of security credentials 

	Agenda Item:*
	TBD

	Work item(s):
	OneM2M Requirements

	Document(s) 

Impacted*
	Requirements oneM2M-TS-0002

	Intended purpose of

document:*
	 FORMCHECKBOX 
 Decision

 FORMCHECKBOX 
 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	To adopt the submitted requirements into the section 6.4 Security Requirements of the requirements Technical Specification oneM2M-TS-0002.
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Rationale
M2M systems need to be able to communicate in a secured way.

To ensure this, security credentials will need to be provisioned in some elements of the M2M system. Sometimes, this provisioning may occur by leveraging pre-existing security mechanisms and credentials linked to the underlying networks (eg. a USIM/UICC present in a device).

But sometimes, there will be a need to provision these security credentials by other means, even if pre-existing security mechanisms and credentials are available.
Such a need could arise for a range of reasons, technical (eg. several different underlying networks making it difficult to use the offered mechanisms), business (eg. the M2M solution provider wants to save the cost of using the offered mechanisms), legal/regulatory, or any other kind or combination.

Hence the M2M system shall be able to leverage credentials provisioned by means independent from the underlying networks (eg. during the manufacturing of equipments or by leveraging a public key infrastructure and associated pre-installed certificates) for establishing the M2M services and applications level security. 
Suggested Requirements
	Requirement ID 
	Classification 
	Requirement Text 

	SER-SWIR-04 (to be renumbered) 
	<System, Security> 
	The M2M system shall be able to leverage credentials provisioned by means independent from the underlying networks (eg. during the manufacturing of equipments or by leveraging a public key infrastructure and associated pre-installed certificates) for establishing the M2M services and applications level security.
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