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1.0 Title
Oil and Gas Pipeline Cellular/Satellite Gateway
1.1 Description
This use case addresses a cellular gateway to transport oil and gas pipeline data to a backend server, to remote monitor and manage pipeline meters, Oil and gas companies can have meters are remote destinations that makes manual monitoring of the state of these meters as an expensive task to be pursued on a regular basis. Automated monitoring of oil and gas pipeline data can streamline the remote monitoring and management of these remote pipeline meters.
1.2 Source
Qualcomm
1.3  Actors
      Oil and gas pipeline meters, cellular networks, backend servers, remote monitoring and management software
1.4 Pre-conditions
Cellular network connectivity, Satellite connectivity
1.5 Triggers
New pipeline sensor data requiring transport to a backend server

Network dynamic access constraint or network utilization constraints or prior network access policy constraints or device energy minimization considerations can cause delay tolerant sensor data to be buffered (and aggregated if needed) at the gateway and transmitted at a later time

Processing of recent measurements can result in remote requests for additional or more frequent measurements
A firmware upgrade becomes available that needs to get pushed to the gateways

1.6 Normal Flow
         Sensor data related to oil/gas quantity and quality, pressure, load, temperature, and consumption data is forwarded to backend server that is processed by a remote monitoring service associated with the oil and gas pipeline. Pipeline sensors and pipeline cellular gateways can communicate with each other wirelessly (if sensors and gateways are different nodes in the system). Pipeline cellular or satellite gateways can serve as aggregation points.  Sensor data may be locally forwarded until it reaches a gateway or directly transmitted to the gateway depending on proximity of the sensor(s) to each gateway on the pipeline.
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1.6.1 Alternative flow 1
                          Pipeline meter data can be stored, aggregated, and forwarded at an appropriate time based on network availability constraints or policy constraints or energy minimization constraints for the pipeline meter gateway. Transmission policies can be designed made to minimize network overhead. 
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1.6.2 Alternative flow 2
                          Pipeline meter data can be processed by the remote monitoring and management service. If any anomalies are detected, additional measurements could be triggered, or more frequent measurements could be triggered, or measurements by additional sensors can be triggered by the remote service manager. Firmware upgrades can also be provided by the remote management service. Remote measurement requests are typically triggered or polled only as absolutely needed so as to avoid the overhead of unnecessary polling and network congestion using such schemes with Normal Flow or Alternative Flow 1 preferred for reporting sensor data. 
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1.7 Post-conditions
Sensor data is stored in a database associated with the backend server. Remote monitoring service verifies the status of the different pipeline meters.
1.7.1 Alternative flow 1
Data is buffered and transmitted when the network or policy constraints or energy optimization constraints allow transmission of delay-tolerant pipeline sensor data

1.7.2 Alternative flow 2
More frequent or additional measurement request events can get triggered from the network based on processing of recent measurement data. 
1.8 High Level Illustration

[image: image4.emf]Oil and Gas Provider Remote 

Monitoring and Management 

Server

Pipeline Meter 

Gateway

Pipeline 

Meter 

Sensors

Pipeline 

Meter 

Sensors


1.9 Potential requirements
Rationale

This use case sets out from the presence of a gateway between one or more oil and gas pipeline sensor(s) and a backend server. One gateway node may serve multiple pipeline sensors and data may be forwarded multihop until it reaches a gateway.  Data mules can collect data and dump the information at a gateway for transportation. The ability to locally forward data wirelessly between nodes to a local aggregation point serving as a gateway may be desirable depending on the location of sensor nodes and gateway nodes. Even though the use case is assuming a cellular/satellite gateway, this restriction is not needed in general. 
Resulting requirement:

1. The M2M system shall be capable of supporting gateway nodes that are capable of transporting sensor measurements to back end servers.
2. The M2M system shall be capable of supporting static or mobile peer forwarding nodes that are capable of transporting sensor measurements to a gateway node.
Rationale

Pipeline sensors can measure data at predetermined times. Pipeline sensors can also take measurements at random times or based on a request from a backend server to study the health of the pipeline. Therefore, new measurement data may become available at any time. When measurement data is available, the data can be processed locally to understand the criticality of the information. Based on the criticality/urgency of the information, the data can be transported over the network immediately or in a delay-tolerant manner. If an anomaly is detected with regard to the measured data, more frequent measurements may be taken locally or requested from the backend server, to continually assess the criticality of the situation. In case there is no new or relevant information, the system may choose not to transport unnecessary data to reduce network or reduce device energy usage.

Resulting requirement:

3. Whenever a pipeline sensor has measurement data available, it shall be possible for the sensor to send a request to the local pipeline gateway to transport new measurement data to the backend server.
4. Whenever measurement data is available, it shall be possible for the pipeline sensor or a local processing node/gateway to process the information and assess the urgency or criticality of the information, and tag the data appropriately to be critical/urgent or delay-tolerant. 

5. Whenever measurement data is available that is determined to be critical/urgent, it shall be possible for the local gateway to send the information to a backend server as soon as possible (such as within in a few 100s of ms). Delay-tolerant data shall be transported within the delay tolerance specified.
6. Whenever measurement data is available that is determined to be not important, the system may choose to not transport the data to reduce network usage or to reduce device energy usage.
7. More frequent measurements may be taken such as when one or more anomalies are detected in the system, which can result it more data and more frequent urgent transmissions in the system, depending on the criticality of the data.

Rationale

Local analytics service functions can be executed to process sensor information. A service function could consist of evaluation rules based on sensor data, and decisions based on rules associated with the data. An evaluation engine can process the rules to then decide whether/when to transmit data. Analytics processing can also be done in a distributed manner, with additional processing on the backend server, or configurability of the evaluation rules at the local gateway by the backend server.

8. A local analytics service function can be executed on the local processing gateway based on evaluation rules associated with the measurement data,  and decisions can be taken based on the processing. 

9. A distributed analytics service function can be executed in collaboration with a backend server, where additional processing of data can be performed at the backend server, or where the rules associated with local processing can be configurable by a backend server.
Rationale

Incoming requests from the pipeline sensor to the pipeline gateway may not result in immediate forwarding of the data to the backend server if any of the following is applicable: Dynamically changing cellular network availability (coverage); cellular network utilization constraints (policies); device energy consumption or memory constraints. In one of the flows also the quality of the data to be transported (alert=high priority) was relevant for determining when the connection needs to be triggered. Categorization of traffic such as abnormal/urgent data such as a pipeline failure, versus normal traffic can be done at the gateway. Tagging and processing such traffic differently based on application/network/device constraints can be done at the local processing gateway. The system should allow a provisioning policy for handling categorized traffic at the local processing gateway. In many cases, in oil and gas pipeline systems, it is desirable to avoid unnecessary polling of the sensors and minimized network usage. Therefore it is desirable to enable to the system to determine policies for transmitting data such as a scheduled transmission versus an aggressive polling request based on the urgency of information, or aggregating information based on delay tolerance, to best utilize network resources.
Resulting requirements:

10. The local pipeline gateway needs to be capable to buffer incoming requests from the pipeline sensor for transporting data to the backend server and support forwarding them at a later time – which could potentially be a very long time in the order of hours, days or even more – depending on cellular network availability, cellular network utilization policies, device constraints
11. The local pipeline gateway needs to be capable to accept parameters with incoming requests from the pipeline sensor which define a delay tolerance for initiating the delivery of the sensor measurements or parameters for categorizing sensor measurements into different levels of priority/QoS.
12. The local pipeline gateway needs to be cable of receiving policies which express cellular network utilization constraints and which shall govern the decision making in the gateway when initiating connectivity over cellular networks.
13. The local pipeline gateway needs to be capable to trigger connections to the cellular network in line with the parameters given by the request to transport data and in line with configured policies regarding utilization of the cellular network.

14. The local pipeline gateway shall have the ability to categorize the data based on the abnormality/urgency or delay tolerance of the data.

15. The local pipeline gateway can be provisioned with policies to handle categorized traffic.

Rationale

The use case also describes a flow in which the backend server could initiate an action on the local pipeline gateway. The action could include a request for a measurement, or a firmware upgrade push to the gateway, or a change in the policies associated with data transportation. In particular, the ability to provide remote firmware upgrades or remote provisioning of policies is particularly desirable for these pipeline gateways at remote locations.
Resulting requirements:
16. The M2M system shall support transport of data from the backend server to the local  pipeline gateway.
17. The M2M system shall support of triggering a cellular connection to the local pipeline gateway in case the gateway supports such functionality.
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