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	Group Name:*
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	Title:*
	Security Requirements – Security Mechanisms

	Source:*
	François Ennesser, Gemalto (ETSI), francois.ennesser@gemalto.com
Madjid Nakhjiri, Motorola Mobility, vxt746@motorola.com
Hui Xu, CATT (CCSA), xuhui@catt.cn

	Contact:
	François Ennesser, Gemalto (ETSI), francois.ennesser@gemalto.com

	Date:*
	2013-04-08

	Abstract:*
	Service access security requirements proposed but not examined during TP3

	Agenda Item:*
	REQ/SEC joint session

	Work item(s):
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	Document(s) 
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	Intended purpose of
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	 Decision
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 Discussion
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 Other <specify>

	Decision requested or recommendation:*
	Agree on proposed requirements
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	Requirement ID 
	Source
	Requirement Text 
	Rationale or
Related use cases (where applicable)

	HLR 211 Rev
	Gemalto (REQ-0195)
	M2M System shall provide interoperable mechanisms to setup and operate connections between entities where security services (authentication, integrity or confidentiality) are involved.
	

	R-xxxx 
	Oberthur, ZTE (REQ-0288r1)
	The M2M System should support means to assure the confidentiality of the data transferred across underlying networks.

	R-xxxx 
	Oberthur, ZTE (REQ-0288r1)
	The M2M System shall support means to assure the integrity of the data transferred across underlying networks.

	RS-14


	CATT (REQ-0194)

Light weight security mechanism
	The M2M System shall support standard light weight security mechanism (authentication, encryption, integrity protection and so on) in M2M Devices.
	An environmental monitoring system comprises many environmental monitor sensor units that can monitor temperature, humidity, wind speed, rain meter etc. These sensor units are distributed in wide area and self-powered, many of them are located in the area where the sensor units cannot connected to the public networks, e.g. the internet or wireless network. These units have to build a multi-hop network through which the collected data are accumulated to the points where can connect to the public networks. Normally these kinds of sensor units are low-cost, their power supply is limited, and their computing capability is weaker, so the whole monitoring system, including the security subsystem, must be power efficient.

	HLR 212 rev
	Gemalto (REQ-0195)
	The M2M System shall be able to provide M2M entities with secure updates of software / firmware (including application level). 


	

	RS-12


	Motorola (REQ-0194)
	Any software client, especially those performing security functions (e.g. authentication clients) shall be integrity protected (signed) and verified after device power up/reset or before launch. Widely deployed proven standards such PKCS#7 or CMS should be used for code signing.
	e-health application security

	RS-13 rev

	CATT (REQ-0194)

Audit

	The M2M System shall support security audit in the M2M Device/Gateway and infrastructure.
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