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	This contribution proposes some additions to the the  clause entitled Meaning and usage of the term“Privacy”.

	Agenda Item:*
	TBD

	Work item(s):
	WI 0003

	Document(s) 

Impacted*
	Roles and Focus Area TR

	Intended purpose of

document:*
	 FORMCHECKBOX 
 Decision

 FORMCHECKBOX 
 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	Decide whether to include in Roles and Focus Area TR


oneM2M IPR STATEMENT

Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by all provisions of IPR policy of the admitting Partner Type 1 and permission that all communications and statements, oral or written, or other information disclosed or presented, and any translation or derivative thereof, may without compensation, and to the extent such participant or attendee may legally and freely grant such copyright rights, be distributed, published, and posted on oneM2M’s web site, in whole or in part, on a non-exclusive basis by oneM2M or oneM2M Partners Type 1 or their licensees or assignees, or as oneM2M SC directs.
During TP#3, it is expected that a draft Roles and Focus Area TR will be approved. This contribution is provided as input to that TR.
Background: There have been several discussion threads on oneM2M email regarding “Privacy”. Yet there is no embodiment, which documents our agreed understanding. This contribution proposes to add a clause entitled Meaning and usage of the term “Privacy” following discussion and improvement.
It is proposed to add the following text to the draft Roles and Focus Area TR.
Start of proposed text
X
Meaning and usage of the term “Privacy”
Privacy is defined by one SDO as “The right of individuals to control or influence what information related to them may be collected and stored and by whom and to whom that information may be disclosed." It has a much wider and evolving meaning often used in politics & regulation, with different meanings in different countries. The remainder of this clause summarises several aspects of “Privacy”, and provides guidelines regarding the term’s usage in TRs and TSs.
X.1
Meaning of the term “Privacy”
Privacy is a broad term, which has both technical and non-technical aspects. For example, legislation (non-technical) may define what information is considered “sensitive” and how it should be managed, which is translated into technical aspects of how a system is to handle data marked as “sensitive”. The following list summarises these aspects, it is not prioritised or all-inclusive but serves to provide appreciation of the broad meaning of “privacy”:
· Data classification (personally identifying, sensitive e.g. health, financial, religious, etc.)

· Granularity minimisation (age e.g. underage/overage vs. birthdate, location e.g. region vs. exact latitude/longitude, etc.)

· Data ownership (of raw data, aggregated data, anonymised data, etc.)

· Management of data owner’s rights (consent/withdrawal methods, specification, creation, inheritance, permission duration, policies, etc.)

· Data Management (encryption, authentication, deletion e.g. right to be forgotten, etc.)

· Confidentiality (basic control over disclosure may be extended with permitted purpose(s), duration(s) for each prospective user of data, etc.)
· Anonymity (generally of data-but may include network traffic, unlinkable identifiers, pseudo anonymity, etc.)
· Unobservability (A user may use a resource or service without others, especially third parties, being able to observe that the resource or service is being used.). More specific instances of Unobservability are: untraceability, body integrity and communication establishment freedom:

· Untraceability (A user may be at a given location
 at a given time for a given amount of time without 3rd parties being able to access this information: the identification of the user, the location, the start time and the duration)

· Communication establishment freedom 
(A user may interact with one or more other users at a given time for a given amount of time without 3rd parties having access to this information: the identification of the participants of the communication, the starting time for each participant, the duration for each participant)
· Body integrity 
(Whatever is inside a user body is private)
X.2
Usage of the term “Privacy”
Careful consideration should be given to the term used in a given context. When a broad term is needed, “privacy” may be used in a TR or TS. However, “privacy” should not be used as a synonym for more specific technical terms. Where appropriate the use of a more specific technical term is preferred.
End of proposed text[image: image1.png]



�Beware that location has been used also for the “Granularity minimisation” where there location is meant as “address”. 


Here location is more to be understood as “position”.


�Beware that here it is about communication management and not about communication content. The second one is covered by the “Confidentiality”.


�This is not to be confused with “Data Classification” referring to health. “Data Classification” is about medical data in medical files, while “Body Integrity” is, for example, not having the right to scan an individual with wireless readers to detect if he/she is wearing a pace-maker or prothesis.
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