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	Group Name:*
	REQ

	Title:*
	Security requirements – Credentials Management

	Source:*
	François Ennesser, Gemalto (ETSI), francois.ennesser@gemalto.com
Madjid Nakhjiri, Motorola Mobility, vxt746@motorola.com
Hui Xu, CATT (CCSA), xuhui@catt.cn

	Contact:
	François Ennesser, Gemalto (ETSI), francois.ennesser@gemalto.com

	Date:*
	2013-04-08

	Abstract:*
	Service access security requirements proposed but not examined during TP3. R1 also integrates requirement from REQ-0286 (Sierra Wireless).

	Agenda Item:*
	REQ/SEC joint session

	Work item(s):
	Requirements

	Document(s) 

Impacted*
	Requirements TS

	Intended purpose of

document:*
	 Decision

 FORMCHECKBOX 
 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	Agree on proposed requirements
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	Requirement ID 
	Source
	Requirement Text 
	Rationale or
Related use cases (where applicable)

	RS-01
rev
	Motorola (REQ-0194)
	The M2M system shall support mechanisms for binding identities used at service layer and/or application layer to identities stored in devices/gateway.
	e-health application security

	RS-10


	Motorola (REQ-0194)
	There shall be a mechanism to allow the M2M application or service layer to bind user credentials/ authorizations to device credentials, such that credentials within the device can be used for security purposes during or after a user is authenticated/ authorized.
	e-health application security

	RS-05

	Motorola (REQ-0194)
	M2M devices and M2M system shall support provisioning of application specific parameters and credentials prior and/or after field deployment, while preserving the confidentiality of provisioned material from M2M system if needed.
	e-health application security

	HLR 212 rev bis
	Gemalto (REQ-0195)
	The M2M System shall be able to provide M2M entities with secure modification of application security credentials and mechanisms


	

	RS-16 
	CATT (REQ-0194)

Key management
	The M2M System shall be able to remotely deal with the generation, exchange, storage, use, and replacement of secrete keys and security credentials in M2M devices and Gateways.
	Some M2M devices are located in the places where are not easy for human to reach, such as environment monitoring sensor units. Some M2M devices are distributed in large area and in a very big number, such as electricity meter, gas meter and water meter in houses. It is not easy for persons to maintain these devices after being installed. So a remote key management shall be supported by the devices in order to deal with the key generation, exchange, storage, use, and replacement.

	RS-17 
	CATT (REQ-0194)

Remote initialization, subscription and configuration
	The M2M System shall be able to provide security mechanisms for provisioning and configuration of M2M Devices and Gateways, e.g. initialization and change of subscription.
	An environmental monitoring system comprises many sensor units that can monitor various environmental data. Firstly, these sensor units are deployed at the installation site without connecting to the M2M network; after all equipments are installed, these devices will be connected to the network and remotely configured to start working. So a security mechanism for remote initialization, subscription and configuration is needed in M2M system.

	SER-SWIR-04  
	Sierra Wireless

REQ-0286

<System, Security> 
	The M2M system shall be able to leverage credentials provisioned by means independent from the underlying networks (eg. during the manufacturing of equipments or by leveraging a public key infrastructure and associated pre-installed certificates) for establishing the M2M services and applications level security.
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