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Requirement

	Group Name:*
	REQ

	Title:*
	Security Requirements – Threats and miscellaneous

	Source:*
	François Ennesser, Gemalto (ETSI), francois.ennesser@gemalto.com

	Contact:
	François Ennesser, Gemalto (ETSI), francois.ennesser@gemalto.com

	Date:*
	2013-06-06

	Abstract:*
	Pending Security requirements not yet finalized

	Agenda Item:*
	REQ/SEC joint session at TP5

	Work item(s):
	Requirements

	Document(s) 

Impacted*
	Requirements TS

	Intended purpose of

document:*
	 Decision

 FORMCHECKBOX 
 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	Agree on proposed requirements
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	Requirement ID 
	Source
	Requirement Text 
	Rationale or
Related use cases (where applicable)

	HLR 182 rev 
	Gemalto (REQ-0195 revised)

Prevent repudiation
	The M2M System shall provide mechanisms to prevent repudiation within the service layer and in its interactions with the network and application layers. 
	

	New
	Gemalto
	The M2M System shall be able to support countermeasures against threats that may be identified as part of risk assessment pertaining to the M2M Service layer. 
	Security Analysis WI 0007 may identify specific security threats not yet envisioned.

	HLR 179 split 2
	Mac Afee rewording
 (REQ-0195)
	The M2M system shall enable M2M applications operating with different security and assurance requirements to use different and segregated operating environments. 
Note: This applies whether applications are registered to the same M2M SP or with different M2M SPs.
	Initial proposal: “When M2M Applications operate on resources belonging to a different M2M system, the security requirements of both M2M systems shall be met.”

	New
	(Cisco)
	The M2M System shall be able to authorize any  interaction between and among M2M Entities
	Clarification of intentions about possible data dissemination may be needed to avoid misinterpretation of some imprecise requirements such as OSR-19.

	RP-03
	NXP (REQ-0274)
	The M2M system shall enable a stakeholder to use a resource or service and be accountable for that use without having to disclose its identity .
	

	RP-05
	NXP (REQ-0274)
	The M2M system shall prevent stakeholders to observe that a resource or service within the M2M system is being used by another stakeholder.
	Cf. Networking between endpoint and application service.

	RP-04
	NXP (REQ-0274)
	The M2M system shall prevent stakeholders to link together multiple uses of its resources or services made by another stakeholder.
	Cf. Federated Identity.
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