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Proposal
Note: These two contributions are split from oneM2M-REQ-2013-0272R03 according to the decision of REQ#31.
The Rationale or Related use cases of RS-16 are:

Some M2M devices are located in the places where are not easy for human to reach, such as environment monitoring sensor units. Some M2M devices are distributed in large area and in a very big number, such as electricity meter, gas meter and water meter in houses. It is not easy for persons to maintain these devices after being installed. So a remote key management shall be supported by the devices in order to deal with the key generation, exchange, storage, use, and replacement.
The Rationale or Related use cases of RS-17 are:

An environmental monitoring system comprises many sensor units that can monitor various environmental data. Firstly, these sensor units are deployed at the installation site without connecting to the M2M network; after all equipments are installed, these devices will be connected to the network and remotely configured to start working. So a security mechanism for remote initialization, subscription and configuration is needed in M2M system.
According to the feedback and email discussion, the RS-16 and RS-17 are merged into a new RS-16.
	Requirement ID
	Classification
	Requirement Text

	RS-16
	Generic Security Requirement
	The M2M System shall be able to remotely provision M2M security credentials within the secure environment of  M2M Devices and Gateways.

	
	
	

	RS-xx
	Generic Security Requirement
	All M2M security credentials shall be kept within a secured environment of a M2M Device and/or M2M Gateway
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