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2 Rationale

2.1 Background to the Problem
Part of the role of a CSE is to service Communication Requests: requests for M2M communication via Underlying Networks (UN) to one or more other CSEs. From the perspective of the serving CSE, the issuer of the Communication Request falls into one of the following categories:

· An M2M Application, or

· Another CSE (for example, if the serving CSE is a M2M Gateway then it may receive requests from other CSEs on M2M Devices and M2M Gateways), or

· A function within the CSE (for example, management or heartbeat functions).

The issuer can have some preference for the characteristics for the requested M2M communications. 

· Some M2M communications could a preference for certain Quality of Service. For example, audio or video streaming could have specific Quality of Service requirements.
· Some M2M communications could a preference for the priority of this communication. For example, a reading from a medical device could be assigned a high priority if it is indicating a medical emergency is occurring.
· Some M2M communications may be delay tolerant. For example, an environmental reading within a “normal” range does not need to be transmitted immediately, and a delay tolerance of several hours or even days may be acceptable. 
· There may be even other Preferred characteristics of the M2M communication that are not obvious at this point in time, but which become relevant in the future as M2M systems evolve.

We call these the issuer’s Preferred Communication Characteristics. There are various options for how the CSE identifies the Preferred Communication Characteristics to be associated with a Communication Request, and these are discussed in contribution [3].
Once the CSE knows the Preferred characteristics to associate with the request, then the CSE needs to know how to treat Communication Requests. Before the CSE can determine what actions to take, there are some complex questions that need answering.

1. Does the CSE need to alter the Preferred Communication Characteristics in order to obtain Normalized Communication Characteristics that more accurately reflect the “real” characteristics of the Communication? 
a. Examples: In some cases, an issuer might always request a higher Priority than is really required, and the CSE should be able to “normalize” to a more appropriate Priority that can be compared against requests from other issuers. Similar examples can be constructed for the other suggested Communication Characteristics. See Section 1.4 for more discussion.
The reason for normalizing at the CSE is that the Apps might not easily allow reconfiguration of the Communication Characteristics that the App assigns to various communications. The normalization rules may be issuer specific – that is, the CSE may treat one issuer differently from another issuer.

2. Once the Communication Characteristics are normalized, and the CSE has determined when to provide the service, then the CSE needs to know how it should provide the service: Which underlying network (UN) should be used? Which UN-specific Communication Characteristics (e.g. QoS) should be provided to the UN?

3. What are the contingency plans in various anomalous events (see Section 1.4 for more discussion of anomalous events)?
The CSE cannot be expected to autonomously determine the answers to these questions. Instead, the relevant stakeholders need to negotiate the answers to these questions (this negotiation is offline and out of scope of oneM2M, and is discussed in more detail in section 1.2 below). After this, the CSE can be configured with its Communication Policy which tells the CSE how to treat Communication Requests. The Communication Policy could be provided to the using oneM2M management functions, but other options (e.g. configuring via USB or via user interface) should not be excluded. As explained in Section 1.2, there shall be only one Communication Policy configured to the CSE – the CSE does not rationalize multiple Communication Policies from multiple sources.
This contribution provides requirements on the Communication Characteristics and Communication Policy.
Section 2.2 contains further background information – this information has no additional influence on the requirements, but may be of interest to the reader. Sections 2.3 and 2.4 discuss the Communication Characteristics and Communication Policy (respectively) in more detail. Section 3 contains the resulting proposed requirements.

2.2 Further Background 
This section describes our assumptions regarding how the Communication Policy is decided. This text does not result in any technical specification text. It is just meant to establish a better understanding of what is meant by Communication Policies and how they could eventually be used.
We assume that every CSE has single stakeholder (a person or organization) who is responsible for making strategic (medium to long term) decisions regarding the operation of the CSE: we call this the CSE Stakeholder. Of particular relevance to this contribution – we assume that the CSE Stakeholder is responsible for deciding on the Communication Policy. These decisions are applied by configuration of the CSE (for example, configuring the Communication Policy mentioned above). The CSE stakeholder chooses what will be configured for that CSE. A separate stakeholder can be responsible for communicating the configuration to the CSE. 

The CSE stakeholder may communicate offline with other relevant stakeholders when making decisions. Whether these communications take place, and the details of these communications are outside the current scope of oneM2M. They may take the form of a phone call, an email exchange, a physical letters, or any other form of communication.
The important observation from this section is that there is only one Communication Policy provided to the CSE. The CSE does not need to rationalize multiple communication policies from multiple sources.
2.3 Communication Characteristics
In the discussion in Section 1.1, we identified some Communication Characteristics that we feel are worth considering. In general, there seem to be two types of element in the Communication Characteristics:
· Event Categorizations: some elements of the Communication Characteristics may allow values within an enumerated set, as discussed in [1,2]. Undefined values would be ignored. Additional values could be added in future if needed. Possible Event Categorizations could include:
· Priority: This would be a representation allowing ordering of Communication Request. The allowed values could be a set of integers (e.g. {0,1,2,3,4,5}) or a set of useful names (e.g. {_urgent_, _high_, medium_, _low_}). There needs to be an agreed order of priority associated with the values in the set.

· StreamType:  This would be a representation of the type of stream so that the CSE can make its own decision about the appropriate Quality of Service. For example, the allowed values could be {_fileTransfer_, _lowQualityAudio_, _mediumQualityAudio_, _highQualityAudio, _lowQualityAudioVideo_, _mediumQualityAudioVideo_, _highQualityAudioVideo_}.
· Numerical Elements: some elements of the Communication Characteristics may allow values within a set that is too large to enumerate (and thus effectively continuous). Possible continuous characteristics could include:
· Delay Tolerance: This could be a floating-point representation or integer representation of the delay tolerance (for example, the delay tolerance measured in seconds).
· Expected Size: This could be a floating-point representation or integer representation of the expected size of the communications (for example, the number of bytes).

· Various Quality of Service Parameters: There may be multiple attributes of the Quality of Service that are relevant – and these are most likely continuous values. This contribution does not investigate the individual Quality of Service parameters.
As was mentioned above, there may be other Communication Characteristics elements that may be appropriate to add in the future. It should be possible to add new Communication Characteristics elements in a way that either

· If the CSE does not know how to process the new Communication Characteristics elements then they will simply be ignored.
· If the CSE is configured with Communication Policy Rules that are dependent on or act upon these new elements, then the CSE shall be able to apply these rules.

That is, the Communication Characteristics should be extensible.
From this discussion there are three key points to note:
· Communication Characteristics may include Event Categorizations.

· Communication Characteristics may include elements that have numerical values (integers or floating point values).

· Communication Characteristics need to be extensible.

We plan to defer the discussion of specific Communication Characteristics to a later contribution. 

2.4 Communication Policies
Note: the examples in this section are only intended to be illustrative, and should not be interpreted as suggestions to support the described rules, nor should they interpreted as suggestions how such a rules should be expressed. Such details will be addressed by WG2 and WG3.
The Communication Policy assumes that the CSE is aware of the issuer of the Communication Request and has the associated Preferred Communication Characteristics (see [3] for a discussion of how the CSE is provided with the Communication Characteristics).

A Communication Policy contains a set of rules which to describe the following
· Identify which issuer(s) a particular set of rules applies to.

· Describe rules for converting the issuer’s Preferred Communication Characteristics into Normalized Communication Characteristics. 
Examples: The following bullets provide some examples.
· An particular Application can support streamType = {_mediumQualityAudioVideo_,_highQualityAudioVideo_} in various situations, but the CSE Stakeholder knows (from communicating offline with the appropriate Stakeholder(s)) that for this particular deployment, the quality does not need to be this high. The CSE Stakeholder decides that the CSE will normalize the preferred streamType by applying the following rules
· If preferred streamType =_highQualityAudioVideo_ 
then normalized streamType = _mediumQualityAudioVideo_.
· If preferred streamType =_mediumQualityAudioVideo_ 
then normalized streamType = _lowQualityAudioVideo_.

· A particular Application might provide some communication requests with priority = _urgent_, but the CSE Stakeholder knows (from communicating offline with the appropriate Stakeholder(s)) that there are other M2M communications that have higher priority than for this App. The CSE Stakeholder decides that a more appropriate priority would be _high_ - while all other preferred priority values should remain as they are. The CSE normalizes the preferred priority by applying the following rule
· If preferred priority =_urgent_ then normalized priority = _high_.

· A particular Application might provide some Communication Requests with delayTolerance = X seconds (X>0), but the CSE Stakeholder knows (from communicating offline with the appropraite Stakeholder(s)) the M2M communications can accept a delay tolerance of X minutes. The CSE Stakeholder decides that the CSE will normalizes the preferred priority by applying the following rule

· normalized delayTolerance = 60 ( preferred delayTolerance.
· Describe how the CSE processes a Communication Request based on the Normalized Communication Characteristics (Note that each of the following can be influenced by the Normalized Communication Characteristics).

· Describe scheduling constraints
· Example: The normalized priority and delayTolerance can impact when a CSE should try to serve the Communication Requests.
· Example: In some situations (e.g. low battery remaining) the CSE may be configured to reject all Communication Requests with normalized priority less than a certain value.
· Describe the process for selecting a UN.
· Note: Some UN Service Providers manage a heterogeneous network (e.g. providing both WiFi and Cellular technologies) and the UN manages the selection of technologies within that heterogeneous network. In such cases, the CSE considers the heterogeneous network to be a single UN.

· Describe the UN-technology-specific Communication Characteristics to be provided to the UN.

· Note: The language for a CSE to express UN-specific Communication Characteristics to the UN will be specified by the body that specifies the UN (e.g. 3GPP) - that is, out of scope for oneM2M. However, oneM2M specifications will need to refer to these UN-specific Communication Characteristics to explain how the CSE uses those UN-specific Communication Characteristics.

· Example: Some UN technologies understand specific Quality of Service attributes. The CSE needs to know how to map the normalized streamType characteristics (or normalized Quality of Service characteristics) to the Quality of Service attributes understood by the specific UN technology.

· Describe contingency plans for anomalous events.
· Example: Describe the actions in the event that the CSE is unable to satisfy the Normalized Communication Characteristics. Who should be notified?
· Example: Describe the actions if the issuer is providing unusually large amounts of traffic in a manner suggesting that the issuer is malfunctioning.
· Should the CSE drop none or some or all of the anomalous traffic?
· Who should be notified of the anomalous traffic?
Since Communication Characteristics are extensible, it follows that in each of the above steps, Communication Policy Rules need to be extensible

From this discussion there are four key points to note:

· Communication Policy Rules can specify the issuer (App or other CSE) to whom the rules applies.

· Communication Policy Rules can convert Preferred Communication Characteristics into Normalized Communication Characteristics. 

· Communication Policy Rules can describe how the Normalized Communication Characteristics influence scheduling, selection of an UN, UN-technology-specific Communication Characteristics to be provided to the UN, and contingency plans.

· Since Communication Characteristics are extensible, Communication Policy Rules need to be extensible.

We would prefer to defer the further specific discussion of Communication Policies to a later contribution. 

3 Proposed New Text 
<New Definitions >
Communication Request: A request for M2M communication.
Communication Characteristics: A description of characteristics of the M2M communication being requested in a Communication Request. These characteristics can include Event Categorizations and
Communication Policy: A set of Communication Policy Rules configured to a CSE, resulting the CSE determining the appropriate course of action for the associated Communication Requests based on the Preferred Communication Characteristics.
Communication Policy Rule: A rule that instructs the CSE either (a) how to determine the Normalized Communication Characteristics from the Preferred Communication Characteristics, or (b) how to determine the appropriate course of action for a Communication Request (based on the associated Normalized Communication Characteristics).

Normalized Communication Characteristics: The Communication Characteristics resulting when the CSE applies the normalizing Communication Policy Rules to the Preferred Communication Characteristics. The Normalized Communication Characteristics provide the CSE with a balanced view for determining the course of action for the pending Communication Requests. 

Preferred Communication Characteristics: The Communication Characteristics that the issuer prefers to be associated with the Communication Request.

UN-technology-specific Communication Characteristics: parameters specified for a specific Underlying Network Technology, for requesting transport with a particular characteristics such as Quality of Service.
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