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Background

oneM2M-REQ -2013-0299R03 presented requirements for Role Based Access Control (RBAC) mechanisms to be used in the context of Service Subscriptions. In addition, the contribution asked that a mechanism be put in place to translate between the M2M Service Layer RBAC mechanism and the technology specific access control mechanisms.
oneM2M-REQ -2013-0299R03 was noted at the time with the expectation that additional discussion and education was necessary for consensus.

This contribution builds on oneM2M-REQ -2013-0299R03 by using its text and edited requirements along with a presentation of how RBAC could be used for device management.

Rationale 
M2M system (Common Service Layer) provides self-service functions in the form of application API to application developers. Among these APIs, some are anticipated for administrative (e.g. application registration, firmware update) purposes, while other APIs are anticipated for communication (e.g. READ, WRITE data) purposes.  

Following agreed requirement indicates the association of M2M subscription with M2M service(s). 
	OSR-023
	The M2M System shall be capable of identifying the M2M Services to be used by M2M service subscriptions.
Editor’s Note: The subscriptions are M2M Service subscriptions (e.g., Device Management, Service Transport) not Application subscriptions (e.g., Home Energy Management).


This contribution further suggests that the roles are defined for M2M Services and are associated M2M service subscriptions. The term used in this contribution for the concept is called “Role-based subscription”.   

The mechanisms of  defining the roles for M2M Services and how they are associated with M2M service subscriptions is expected to be defined in the M2M Architecture specification.

In addition to the M2M Services offered by an M2M Service Provider, the Common Service Layer may also proxy functions (e.g. device management functions like wireless modem activation/deactivation) to underlying network Functional Element(s) (e.g. OMA-DM and/or TR-69). With a “Role-based subscription” mechanism, it allows alignment (mapping) of role(s) between M2M Service Layer and underlying network device management FE. 

Requirements
	Requirement ID 
	Classification 
	Requirement Text 

	R-001
	System, Subscription, Network  
	The M2M system shall support Role-based access control for service subscriptions. 

	R-002
	Device Management
	The M2M system shall support the capability to map M2M service subscription role(s) to roles used within technology specific Device Management protocols. 
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