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Requirement

	Group Name:*
	REQ

	Title:*
	Health Vertical Requirements

	Source:*
	Michael Kirwan, Continua Health Alliance, <contact info>

	Contact:
	

	Date:*
	2013-07-27

	Abstract:*
	Members of the Continua Health Alliance have identified a number of requirements that may be useful in developing health sensors with embedded cellular modems, yet are outside the scope of the Continua Health Alliance Design Guidelines.  These out-of-scope requirements are articulated herein.  Furthermore, many of these requirements may also be useful in supporting Smart Building, Devices & Things, and Audio/Video Use Cases currently being defined by oneM2M.

	Agenda Item:*
	

	Work item(s):
	

	Document(s) 

Impacted*
	<A list of the Technical Report(s), Technical Specification(s) or other documents that are impacted by this contribution>

	Intended purpose of

document:*
	 FORMCHECKBOX 
 Decision

 FORMCHECKBOX 
 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	Identify which requirements are applicable to oneM2M and make recommendations as to which standards organization would best address any remaining requirements.


oneM2M IPR STATEMENT

Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by all provisions of IPR policy of the admitting Partner Type 1 and permission that all communications and statements, oral or written, or other information disclosed or presented, and any translation or derivative thereof, may without compensation, and to the extent such participant or attendee may legally and freely grant such copyright rights, be distributed, published, and posted on oneM2M’s web site, in whole or in part, on a non-exclusive basis by oneM2M or oneM2M Partners Type 1 or their licensees or assignees, or as oneM2M SC directs.
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Continua Health Alliance is an international not-for-profit industry organization enabling end-to-end, plug-and-play connectivity of devices and services for personal health management and healthcare delivery. Its mission is to empower information-driven health management and facilitate the incorporation of health and wellness into the day-to-day lives of consumers. Continua is a pioneer in establishing standards-based guidelines and security for connected health technologies such as smart phones, gateways and remote monitoring devices. Its activities include a certification and brand support program, events and collaborations to support technology and clinical innovation, as well as outreach to employers, payers, governments and care providers. With over 200 member companies reaching across the globe, Continua is comprised of technology, medical device and healthcare industry leaders and service providers dedicated to making personal connected health a reality. For more information visit: www.continuaalliance.org.

Continua references standards and specifications selected by Continua members for ensuring interoperability of devices. It also contains additional Design Guidelines for interoperability that further clarify these standards and specifications by reducing options in the underlying standard or specification or by adding a feature missing in the underlying standard or specification. These guidelines focus on the following interfaces:

TAN-IF – Interface between Touch Area Network health devices and Application Hosting Devices

PAN-IF - Interface between Personal Area Network health devices and Application Hosting Devices

LAN-IF - Interface between Local Area Network health devices and Application Hosting Devices

WAN-IF - Interface between Application Hosting Devices and Wide Area Network health devices

HRN-IF - Interface between Wide Area Network health devices and Health Record Network health devices

The below requirements are associated with only the Continua WAN Interface.

In the Continua End-to-End Reference Architecture, the WAN Interface (WAN-IF) connects an Application Hosting Device (AHD) to a WAN Device (WD). See figure below.
The Continua WAN-IF Design Guidelines are focused on enabling the interoperable transmission of messages related to device observations across a Wide Area Network.  By enabling Continua device data to be securely and interoperably exchanged, personal health data can be liberated from the dead-end of device displays in order to provide insight to service providers and care specialists.  This information can be used to drive more intelligent processes that will reduce overall cost and improve the health and wellness of consumers.
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Additional information regarding Continua can be found within their Design Guidelines found within the oneM2M document pool (ftp://ftp.onem2m.org/Pool/Continua/).

Critical Requirements for discussion and decision at TP#6 are noted below (highlighted).  
	Requirement ID 
	Classification 
	Requirement Text 

	R-Note 
	OSR 
	The following set of requirements may be useful to facilitate communication between Continua compliant medical devices over a cellular network.

	
	
	

	R-001
	OSR: WAN-IF_Bidirectional
	WAN-IF SHALL support the bidirectional exchange of data. 





	R-002
	OSR: WAN-IF_Notification
	WAN-IF SHALL support the notification/event from WAN device to the AHD. 

	R-003
	OSR: WAN-IF_Notification_Ack
	AHD SHALL respond to the notification/event send from the WAN Device.

	R-004
	OSR: WAN-IF_AHD_Reliable_Delivery
	WAN-IF SHALL guarantee reliable delivery of WAN data from AHD to the WAN Device and from the WAN Device to the AHD.

	R-005
	OSR: WAN-IF_Session_Layer_Request_Queuing
	WAN-IF session layer SHALL support the ability to queuing incoming requests in case that network connectivity is interrupted and resume processing queued requests when network connectivity is re-established.

	R-006
	OSR: WAN-IF_IP
	WAN-IF SHALL use IP based exchange methodologies.

	R-007
	OSR: WAN-IF_AHD_WAN_Device_Class_Capabilities_Query
	WAN-IF SHALL enable an AHD to query the WAN device for its' supported device classes and capabilities.

	R-008
	OSR: WAN-IF_WAN_Service_Discovery
	WAN-IF SHALL enable a WAN Device to query an AHD for its' supported device classes and capabilities.

	R-009
	OSR: WAN-IF_AHD_Connection_Establishment
	Setting up the transport connection of the Continua WAN interface SHALL be initiated only from the Application Hosting Device.

	R-010
	OSR: WAN-IF_AHD_Service_Discovery
	WAN-IF SHALL enable an AHD to query the WAN device whether it supports a specific service (e.g. questionnaire service)

	R-011
	OSR: WAN-IF_WAN_Service_Discovery
	WAN-IF SHALL enable a WAN Device to query an AHD whether it supports a specific service (e.g. questionnaire service)  

	R-012
	OSR: WAN-IF_Exchange_Configuration_Information
	WAN-IF SHALL enable AHDs and WAN devices to exchange the configuration information necessary to initiate a specific service. 

	R-013
	OSR: WAN-IF_AHD_Query
	WAN-IF SHALL enable AHD to query the WAN Device for new content.

	R-014
	OSR: WAN-IF_AHD_Retrieval
	WAN-IF SHALL enable retrieval (or download) of the content from the WAN device. The type of content is denoted by MIME type.

	R-015
	OSR: WAN-IF_Local_Service_Discovery
	WAN will enable local service discovery (WAN device to discover local services at AHD)

	R-016
	OSR: WAN-IF_Remote_Service_Discovery
	WAN will enable remote service discovery (AHD to discover remote services)

	R-017
	OSR: WAN-IF_Local_Device_Discovery
	WAN will enable local device discovery (WAN device to discover local devices associated with AHD)

	R-018
	OSR: WAN-IF_Remote_Device_Discovery
	WAN will enable remote device discovery (AHD to discover devices (such as subscribed devices) connected to WAN device)

	R-019
	OSR: WAN-IF_Local_Resource_Discovery
	WAN will enable local resource discovery (WAN device to be able to discover resources associated with AHD)

	R-020
	OSR: WAN-IF_Remote_Resource_Discovery
	WAN will enable remote resource discovery (AHD to be able to discover resources associated with WAN device)

	R-021
	OSR: WAN-IF_RESTful_Local_Access
	WAN will provide RESTful local resource access (WAN device to able to query and access resources associated with AHD)

	R-022
	OSR: WAN-IF_RESTful_Remote_Access
	WAN will provide RESTful remote resource access (AHD to be able to query and access resources associated with WAN device)

	R-023
	OSR: WAN-IF_Delay_Tolerant_Data
	WAN will support delay tolerant data transfer over WAN interface based based on a prespecified delay management policy (testable)

	R-024
	OSR: WAN-IF_Security_Profile_Selection
	WAN will enable selection of a security profile across its endpoints (AHD and WAN to agree upon a security profile from a set of possible profiles)

	R-025
	OSR: WAN-IF_Aggregate_Data
	WAN interface will be able to aggregate data to enable a bulk data transfer upon network connectivity

	R-026
	OSR: WAN-IF_Network_Connectivity_Policy
	WAN interface will support the ability to delay/postpone network connectivity by buffering data based on a network connectivity policy (testable time-based policy or link quality-based policy)

	R-027
	OSR: WAN-IF_Network_Selection_Policy
	WAN will support the ability to select a network interface for connectivity when multiple connectivity options are available based on a network connectivity selection policy (testable time-based or link-quality based policy)

	R-028
	OSR: WAN-IF_Network_Lacking
	WAN interface will provide feedback on availability or lack of availability of network connectivity

	R-029
	OSR: WAN-IF_Guarantee_Delay
	WAN interface will provide  guarantees (mean, worst-case) for delay tolerance for delay-tolerant processing

	R-030
	OSR: WAN-IF_Bandwidth_Availability
	WAN interface will provide guarantees (mean, worst-case) on bandwidth availability for streaming

	R-031
	OSR: WAN-IF_EndtoEnd_Latency
	WAN interface will provide guarantees (mean, worst-case) on end-to-end latency for streaming

	R-032
	OSR: WAN-IF_QoS_Parameter
	WAN interface will provide change in QoS parameter (delay tolerance, bandwidth, end-to-end latency) guarantees dynamically to enable interface adaptation

	R-033
	OSR: WAN-IF_Device_Trigger
	WAN will enable incoming device triggering/wakeup (from WAN to AHD)

	R-034
	OSR: WAN-IF_Incoming_Event_Notification
	WAN will enable incoming event notification (from WAN device to AHD)

	R-045
	OSR: WAN-IF_Outgoing_Event_Notification
	WAN will enable outgoing event notification (from AHD to WAN device)

	R-036
	OSR: WAN-IF_Subscribe_Notification
	WAN will allow devices/users to subscribe to notifications

	R-037
	OSR: WAN-IF_Subscribe_Event_Notification
	WAN will notify subscribed users upon event occurrence on interface

	R-038
	OSR: WAN-IF_Capability_Adaptation
	WAN shall support end-to-end capability adaptation.

	R-039
	OSR: WAN-IF_Session_Layer_Reliability
	WAN shall support session layer reliability.

	R-040
	OSR: WAN-IF_AHD_DEVICE_MANAGEMENT
	WAN-IF SHALL support secure transport of device management exchanges allowing the WAN device to manage the AHD in line with industry standards for device management.

	R-041
	OSR: WAN-IF_AHD_REMOTE_DEVICE_MANAGEMENT
	WAN-IF SHALL support secure transport of device management exchanges allowing the WAN device to manage remote devices connected to the AHD in line with industry standards for device management

	R-042
	OSR: Store and Forward_Interface
	Store and Forward AHD shall support RESTful exchange of data.

	R-043
	OSR: E2E_Arch_DataFlow_Episodic_Sensors_Upload 
	The architecture shall support the bottom-up transfer of episodic sensor information.

	R-044
	OSR: E2E_Arch_DataFlow_Batch_Sensors_Upload 
	The architecture shall support the bottom-up transfer of batch sensor information.

	R-045
	OSR: E2E_Arch_UID_Exchange
	The architecture shall support exchange of the user information across the end-to-end services.

	R-046
	store and forward_input_sensors
	Store and Forward AHD shall have the capability to receive observations on continua certified interfaces from a set of sensors








	R-047
	OSR: store and forward_output_service_providers
	Store and Forward AHD shall have the capability to forward observations to a set of service providers on Continua certified WAN-IFs. 

	R-048
	OSR: store and forward_identification
	Store and Forward AHD shall identify users as an AHD may be used by multiple users. 

	R-049
	OSR: store and forward_authentication
	Store and Forward AHD shall have the capability to authenticate the user.

	R-050
	OSR: Provisioning
	SL shall support remote provisioning of devices with credentials for using the service layer.

	R-051
	OSR: Connectivity Types
	SL shall support multiple connectivity types (e.g. WLAN vs. WWAN).

	R-052
	OSR: Interface
	The interface to the SF Function shall use RESTful style to exchange data. Data to be exchanged shall be addressed using URIs. Requests could be one of Create, Retrieve, Update, Delete (CRUD).

	R-053
	OSR: Tolerable Delay
	Requests for data exchanges shall support optional indication of time tolerance. If no time tolerance is indicated a default value shall be used (provided by policies).

	R-054
	Categorization of Traffic
	Requests for data exchanges shall support optional indication of a traffic category that can be used inside the SL to determine appropriate connectivity. If no traffic category is indicated a default value shall be used (provided by policies).

	R-055
	OSR: Buffering Behavior (over time)
	The SF function shall indicate on request how much data it is capable of storing. The minimum buffer size that the SL shall support per device is XXX MB.

	R-056
	OSR: Data Exchange Request Size
	SF function shall be capable of supporting individual requests for exchanging data with a size of XXX MB. On request, the SF function shall indicate what the maximum supported individual request size is.

	R-057
	OSR: Data Rate
	On request, the SF function shall be capable of indicating the supported data rate and types of connectivity (e.g. 2G, 3G, WIFI).

	R-058
	OSR: Time-Synchonization
	The SF function shall support requests with absolute time deadline (e.g. needs to be there by midnight).

	R-059
	OSR: Preferred Transport
	The SL shall be capable of taking into account preferred transport technologies during decision making for connectovoyt management (this may over-ride SL decision).

	R-060
	OSR: EAN interface
	the EAN device shall be able to run a certifiable Continua interface

	R-061
	OSR: EAN shall enable the use of 3GPP and/or 3GPP2 defined radio protocols
	since an embedded cellular module is a pre-requisite the cellular network is also

	R-062
	OSR: Time-Synchonization
	EAN (Embedded Area Network) should allow for automatic setting of time

	R-063
	OSR: Data access
	EAN (Embedded Area Network) shall restrict use of cellular data to registered services

	R-064
	OSR: Interoperability Support
	EAN (Embedded Area Network) shall interoperate with the new WAN reciever

	R-065
	OSR: Maintain IP Connectiivity
	The EAN (Embedded Area Network) interface shall seek the best WAN interface (wired, wifi, cellular) to provide seamless IP connectivity under mobility constraints.

	R-066
	OSR: Data volume
	EAN (Embedded Area Network) should limit the global data message volume (REST better than SOAP) in order to reduce the cost of transmission and the power

	R-067
	OSR: Access
	

	R-068
	OSR: Coverage
	 

	R-069
	OSR: Capacity
	 

	R-070
	OSR: Efficiency
	 

	R-071
	OSR: Latency
	 

	R-072
	OSR: Data Rate
	Data rate shall be sufficient to recreate a 120 hz 12 bit waveform in near real time. 

	R-073
	OSR: Interface Selection
	Interface shall have a policy to dynamically select between available interfaces based on connectivity cost and performance.

	R-074
	OSR: Maintain IP Connectivity
	Interface shall seek the best WAN interface to provide seamless IP connectivity under mobility constraints.

	R-075
	OSR: Interoperable
	Interface shall interoperate with the new WAN receiver.

	R-076
	OSR: Bit Rate
	Interface shall determine appropriate bit rate for application based on available WAN performance.

	R-077
	OSR: Frame Rate
	Video shall be presented at a frame rate that creates a moving image sufficient to allow a tending physician to properly assess the patient condition.

	R-078
	OSR: Latency
	Latency of the video shall be minimized to support real-time conversation.

	R-079
	OSR: Adaptive
	Interface shall scale up or down performance based on parameters such as network conditions and remaining battery life.

	R-080
	OSR: Interoperable
	Interface shall interoperate with the new WAN receiver.

	R-081
	OSR: Maintain IP Connectivity
	Interface shall seek the best WAN interface (wired, wifi, cellular) to provide seamless IP connectivity under mobility constraints.

	R-082
	MGR: Store and Forward_Policies
	Store and Forward AHD should support policy specification/configuration functionality on the AHD.

	R-083
	MGR: E2E_Arch_UID
	The architecture shall support user identification.

	R-084
	MGR: E2E_Arch_ MultiUser_device_Share
	The architecture shall support physical device sharing among multiple individuals

	R-085
	MGR: E2E_Arch_ MultiServices_device_Share
	The architecture shall enable more than one end-to-end service to interact with the same physical device.

	R-086
	MGR: E2E_Arch_CC_Time_Track_Creation_3
	If an Application Hosting Device (AHD) receives measurement data without a time mark, then the AHD that receives the measurement data shall supply a time mark based upon the AHD’s receive time of the data.

	R-087
	MGR: store and forward_store
	Store and Forward AHD shall have the capability to temporarily store observations

	R-088
	MGR: store and forward_identity_mapping
	Store and Forward AHD shall provide identity mapping functionality as different user IDs may be used across the input and output interfacess. 

	R-089
	MGR: store and forward_configuration
	Store and Forward AHD shall be configurable (for example, it could classify measurements from a specific class of device to be of high priority and must be uploaded asap).

	R-090
	MGR: Device Management
	SL shall integrate protocols for device management (e.g. OMA DM)

	R-091
	MGR: Scheduling & Connectivity Management
	SL shall support scheduling of stored information for later forwarding according to provisioned policies to optimize network cost and load.
Traffic shall be stored and forwarded later if the type of traffic is tolerant to that. SL shall also determine which connectivity among available options is appropriate to use as a function of categories of traffic - WLAN vs. WWAN.

	R-092
	MGR: Policies
	The SL shall support provisioning mechanisms to define policies on scheduling & connectivity management decisions. For instance, such policies could define what the minimum amount of data would be to trigger a network connection of a certain type.

	R-093
	MGR: PAN/LAN interface
	An EAN device shall include a WAN interface

	R-094
	MGR: User Interace
	An EAN shall enable headless (no display or input) device.

	R-095
	MGR: User Identification
	An EAN device shall provide a globally unique ID

	R-096
	MGR: EAN shall support IEEE-11073 data semantics
	devices may be Continua certified using 11073

	R-097
	MGR: Form Factor Sensor Device
	EAN should only affect form factor in relation to adding cellular capability

	R-098
	MGR: Communication Capability
	EAN will respect IP abstration.

	R-099
	MGR: Power Supply
	an EAN shall enable battery powered devices

	R-100
	MGR: Certification
	EAN shall use a certified communication module

	R-101
	MGR: Store and forward
	EAN shall be able to store readings locally in case of loss of communication until memory is full or communcations restored when it shall transmit

	R-102
	MGR: Regulatory
	EAN shall conform to regulatory environment

	R-103
	MGR: Sustainability
	EAN should be not harmful to humans

	R-104
	MGR: Battery
	 

	R-105
	MGR: Signaling
	 

	R-106
	MGR: Payload
	 

	R-107
	MGR: Form Factor
	 

	R-108
	MGR: User Interface
	 

	R-109
	MGR: Device Identification
	 

	R-110
	MGR: User Identification
	 

	R-111
	MGR: Authentication
	 

	R-112
	MGR: Provisioning
	 

	R-113
	MGR: Device Management
	 

	R-114
	MGR: Time Synchronization
	 

	R-115
	MGR: Codec
	 

	R-116
	MGR: Regulatory
	 

	R-117
	MGR: Radio
	 

	R-118
	MGR: Protocols
	 

	R-119
	MGR: Batch Transmission
	Device shall be able to store waveforms for later transmission.

	R-120
	MGR: Mobile Resolution
	Video signal to mobile device shall use standardized horizontal and vertical resolutions.

	R-121
	MGR: Clinic Monitor Resolution
	Video signal to typical monitor shall use standardized horizontal and vertical resolutions

	R-122
	MGR: Codec
	Video frame sample size shall be reduced to make efficient use of network, memory, and power resources.

	R-123
	MGR: Interface Selection
	Interface shall have a policy to dynamically select between available interfaces based on connectivity cost and performance.

	R-124
	DSR: WAN-IF_WAN_AHD_Device_Class_Capabilities_Visiblity
	WAN-IF SHALL enable AHD and WAN Devices to expose their certified device classes and capabilities in resource oriented architecture fashion.

	R-125
	DSR: WAN-IF_WAN_AHD_Device_Class_Capabilities_Representation
	WAN-IF SHALL enable AHD and WAN Devices to use an interoperable representation of the certified device classes and capabilities.

	R-126
	DSR: WAN-IF_WAN_AHD_Services_Visiblity
	WAN-IF SHALL enable AHD and WAN Devices to make the capabilities/services visible.

	R-127
	DSR: WAN-IF_WAN_AHD_Services_Representation
	WAN-IF SHALL enable interoperable representation of the capabilities/services.

	R-128
	DSR: WAN-IF_WAN_AHD_Identification_Certified_Device_Class
	WAN-IF SHALL enable AHD and WAN devices to identify the certified devices classes.

	R-129
	DSR: E2E_Arch_Data_DataFlow_tracking
	Data model shall allow for the data flow tracking

	R-130
	SER: WAN-IF_Device_Authentication
	WAN-IF SHALL enable the authentication of the AHD and WAN Device.

	R-131
	SER: WAN-IF_Data_Confidentiality_Transit
	WAN-IF SHALL enable cryptographic confidentiality protection to mitigate threats of unauthorized data disclosure, for data in transit.  Industry standard ciphersuites and methods SHALL be used.

	R-132
	SER: WAN-IF_Data_Integrity_Transit
	WAN-IF  SHALL enable a cryptographic data integrty check mechamism to mitigate threats of data payload tampering, for data in transit.  Industry standard ciphersuites and methods SHALL be used.

	R-133
	SER: WAN-IF_Data_Confidentiality_Transit
	WAN-IF SHALL enable cryptographic confidentiality protection to mitigate threats of unauthorized data disclosure, for data in transit.  Industry standard ciphersuites and methods SHALL be used.

	R-134
	SER: WAN-IF_Data_Integrity_Transit
	WAN-IF  SHALL enable a cryptographic data integrty check mechamism to mitigate threats of data payload tampering, for data in transit.  Industry standard ciphersuites and methods SHALL be used.

	R-135
	SER: WAN-IF_Data_Origin_Authenticity
	WAN-IF SHALL enable data origin authentication. 

	R-136
	SER: WAN-IF_User_Identity
	User identity SHALL be in a single namespace for each instance of a WAN-IF Sender to WAN-IF Receiver connection. User identity SHALL be unique within each WAN-IF defined namespace.

	R-137
	SER: WAN-IF_End_User_Authentication
	WAN-IF SHALL support industry standard two-party user authentication.
This is used to enable the in-band provisioning of the token that could be used in the future interaction (e.g. data origin authentication)

	R-138
	SER: WAN-IF_Device_Authentication
	WAN-IF SHALL enable the authentication of the AHD and WAN Device.

	R-139
	SER: Authentication
	SL shall support mutual authentication of communication end points.

	R-140
	SER: Encryption
	On request the SL shall encrypt data that is being exchanged

	R-141
	SER: Secure Environment
	The EAN shall have a secure environment for identification of the patient and possibly secure storage, confidentiality and integrity.

	R-142
	SER: Security
	EAN (Embedded Area Network) shall ensure security through use of the secure environment

	R-143
	SER: Data Integrity
	EAN (Embedded Area Network) shall ensure data integrity

	R-144
	SER: Consent Management
	EAN (Embedded Area Network) interface shall support  consent management

	R-145
	SER: Security
	Interface shall ensure data stream can only be accessed by authorized user.

	R-146
	SER: Data Integrity
	Interface shall employ end-to-end integrity protection / checking.

	R-147
	SER: Security
	Video shall be transmitted in secure manner to ensure patient privacy.

	R-148
	SER: Data Integrity
	Interface shall employ end-to-end integrity protection / checking.

	R-149
	CHG: Form Factor Battery
	EAN (Embedded Area Network) device shall be capable of reporting battery status.

	R-150
	CHG: Battery Life
	EAN (Embedded Area Network) shall be designed to minimise the battery draw to lowest possible level to ensure longer battery life

	R-151
	OPR: e2e_sec_azn_authn_entity2_users+operators
	The user identifier should be associated with his measurements as early as possible (on a first user authentication-capable device).

	R-152
	OPR: e2e_sec_IM_patient_id_cross_referencing
	The local user identifier used for authentication purposes shall be mapped into patient ID used by the healthcare service.

	R-153
	OPR: store and forward_traceability
	Store and Forward AHD shall provide traceability of the observations. It is required as service providers care about the quality of the observations and want to be able to trace the history of the observations

	R-154
	OPR: List of Destinations
	The SF function shall be capable to deliver stored data to multiple destinationa as indicated by the requestor (i.e. indicated by the URI or list of URIs).
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