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Rationale:
The intent of the “Roles and Focus Areas” TR was to identify functional roles and topics and derive appropriate terminology that will be useful to further elaborate the oneM2M specification.
This contribution proposes to enable distrinction of different roles related to M2M services, as such distinction may serve to address the diversity of M2M application fields, which ranges from regulated industries such as energy and transportation to emerging personal applications involving many-to-many interactions involving devices possibly controlled by different entities.
Proposal:

Proposed Change: 
Inserrt following text under section 6.2 “Roles of Stakeholders”:
6.2.x
Roles related to M2M services

6.2.x.1

Roles related to security of M2M services
When considering M2M services, different roles with separate business implications can be differentiated:

· A main role deals with the routing of application data between nodes of the M2M systems, including discovery of device data and distribution to interested entities. The focus here is to handle the dissemination of M2M data from data source (e.g. sensors) to data consumers (e.g. actuator od data analytics service) to support the needs of M2M  applications. This role typically only assumes that the applications trust the stakeholder for the dissemination of M2M data, and does not imply that the stakeholder assumes  liability in case of leakage or corruption of critical information, as such information may be secured at the source by the application. 
· Another role requires trust from application actors and bears potential liability when confidentiality, integrity or availability of information becomes compromised: It is in charge of ensuring the confidentiality of information and managing access to it. This includes authenticating the entities involved in a data transaction and handling authorization for data access, e.g. by delivering a group key to a data source to encrypt its data flow and securely distributing the proper decryption key to authorized entities. 
Though by default the term “M2M Service Provider” refers to a stakeholder dealing with all aspects of M2M services, typically encompassing both of the above roles, there are scenarios that will benefit from distinction between the routing and trust based roles. In such cases, the term “M2M exchange service provider” will be used to refer specifically to the first role, while the second role will be referred to as “M2M trust enabler”. For example, in terms of authorization for data access, the above role split enables the distinction between policy decision points and policy enforcement points: The M2M trust enabler is in charge of the decisions while the M2M exchange service provider is in charge of their enforcement. 
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