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1
Rationale

SER-017: this is not a real requirement. Better to change it to the requirements that we’ve found in threats analysis in TR or just simply delete it. 

SER-023: security level is needed in oneM2M? ZigBee defines security level since target ZigBee device is really constraint device (confidentiality on/off, integrity on/off). Below is security level in ZigBee TS. Better to change security level to security modes (e.g., Raw Public Key, Certificate, PSK mode) or cipher suites.
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Frame Integrity

Security Level Sub- (length M of MIC,
Level Field Security Data in Number of

Identifier | (Table 4.24) Attributes Encryption Octets)
0x00 000 None OFF NO (M =0)
0x01 001” MIC-32 OFF YES (M=4)
0x02 010 MIC-64 OFF YES (M=8)
0x03 ‘011” MIC-128 OFF YES (M=16)
0x04 100 ENC ON NO (M =0)
0x05 ‘101” ENC-MIC-32 ON YES (M=4)
0x06 ‘1107 ENC-MIC-64 ON YES (M=8)
0x07 ‘111 ENC-MIC-128 ON YES (M=16)





SER-025: only unauthorized M2M Stakeholders are prevented

====================== 1st Change========================
	SER-017
	The M2M System shall be able to mitigate threats identified in TS-0003[x].

	

	SER-023
	If a Hardware Security Module (HSM) is supported, the M2M Device shall be able to use the HSM to support security.

	

	SER-025
	The M2M System shall be able to prevent unauthorized M2M Stakeholders from identifying and/or observing the actions of other M2M Stakeholders in the M2M System, e.g. access to resources and services.

Note: The above requirement does not cover whatever is outside of the M2M System,  e.g. Underlying Networks.
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