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Rationale:
Previous discussions at oneM2M TP7 and afterwards highlighted the need to agree on common definitions for security notions introduced in the Architecture or Security TRs and TSs, such as bootstrapping and provisioning.

 This contribution proposes definitions that intend to clarify the scope of each notion. Note that the definition of “role” is indicated as specific to the access control context, to avoid confusion with the more general meaning implied in the “Roles and Focus Areas” TR. This definition is adapted from ISO/IEC. 
Proposal:

Proposed Change: 
Insert following definitions:

In Acronyms section:

ACL

Access control list 

RBAC

Role-based access control

In Definitions section:

Access control list [i.4]: list of permissions to grant access to an object.
Editor’s note: Use of “Permissions” or “Privileges” in this definition is FFS.
Access Control role: Security attribute associated to anentity defining the entity’s access rights or limitations to allowed operations.

Note: One or more operations can be associated to an access control role. An access control role can be associated to one or more entities and an entity can assume one or more access control roles.
Role-based access control [i.4]: permissions attributed to an access control role granting access to an object.
Security provisioning: The process of configuring a device to enable access to a service provided by a target entity, such as communication services or M2M services. This involves putting in the device and target entity the security credential that will be used for mutual authentication. 
Security pre-provisioning: The security provisioning performed prior to device deployment, e.g. during manufacturing.


Security bootstrapping: The remote security provisioning for a service of a device deployed in the field.
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