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Rationale:
The intent of the “Roles and Focus Areas” TR was to identify functional roles and topics and derive appropriate terminology that will be useful to further elaborate the oneM2M specification. Since TP7 new notions related to Access Control and Authorization have emerged and a need was identified to introduce a related terminology. 
This contribution attempts to describe important notions that could provide a basis to clarify further terminology.
Proposal:

Proposed Change: 
Insert a new section related to Authorization and access control:
6.2.y
Notions related to access control and authorization
Access control and authorization are important aspects of several M2M scenarios, but they can involve a number of M2M roles in different positions depending on use cases. However, a general authorization and access control framework can be extracted that involves a few invariable access control notions which are mapped to M2M roles according to scenarios. 
Indeed the general framework involves a “resource”, owned by a first actor (“resource owner”), which needs to be accessed by a second actor (“Resource consumer”). For example, the resource may be a water flow sensor, deployed in a river upstream by public authorities, that generates a measurement stream which is useful to farmer downstream to manage their irrigation system. As another example, the resource may be the configuration parameters of a device deployed on the field.
This second actor needs to request and obtain authorization to access the resource, involving a decision that typically involves the resource owner: 

In M2M scenarios, this authorization step could happen offline, as resource owners and resource consumers could be human beings that want to configure their applications once for all in order not to to be disturbed again during each operation. In other words, the policy decision is performed offline involving humans, while policy enforcement takes place online and is performed by machines. 
Typically, this means that the resource consumer actually obtains, during an offline step, a kind of ticket (“access token”) that can be presented during operation as a proof that proper authorization has been granted by the resource owner. The ticket office that delivers the access token has to be a trusted entity, the “trusted access manager”. In the first example above, the farmers wanting to use the water flow measurement stream could go to a web site managed by the public authorities to open access to their sensors, and request to subscribe to the corresponding data stream.
Then, once authorization is obtained by the resource consumer, during online operation, the obtained proof of access (access token) is presented to the entity that manages access to the resource, which acts as a “resource access controller”for granting access. In the example above, the farmer’s application would present the access token obtained from the public authorities when requesting subscription to the water flow measurement stream, to show that it is properly authorized to access those data. 
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