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1.0 Title
Use Case on Vehicle Data Service
1.1 Description
This use case introduces several services based on various data collected by sensor devices via smart vehicle (vehicle with on-board communication system) which is regarded as M2M gateway.
Some sensor devices are equipped with M2M area network module and measure individual data. The smart vehicle connects to the sensor devices and collects data from sensor devices by using the M2M area network technology such as Wireless LAN, ZigBee, Bluetooth, etc., and sends the data to application server in infrastructure domain via mobile network.

Management server in M2M infrastructure domain connects the smart vehicle via mobile network in order to control its configurations updating software and map data.

It is important to consider that the smart vehicle as M2M gateway has mobility. For instance, there are possibilities for a mobile device to simultaneously connect to many sensor devices, and to newly connect to sensor devices which have never connected before.
This use case illustrates potential requirements from the use case of services utilizing mobile device.
1.2 Source (as applicable)
KDDI(TTC), based on proposal from Toyota Info Technology Center(member company of TTC)
1.3 Actors (as applicable)
· M2M Device: In-vehicle sensor device and outdoor sensor device. In-vehicle sensor includes on-board(built-in) sensor used for monitoring of machine health and also sensor on user carry-on device, such as smart phone and wearable device like Fitbit, Nike Fuelband, Sony SmartBandfor example. In-vehicle sensor may monitor machine health(diagnosis), mobility, passenger health and environment. Outdoor sensor device may be located outdoor and monitor roadway infrastructure, agriculture, property (surveillance) and utility (telemetering), for example. It may be multi-vendor device and equipped with several kind of communication protocol.

· M2M Area Network: Area network which connects M2M Device with M2M Gateway and also provides connection among M2M Gateways. It may include Wireless LAN, Bluetooth, ZigBee and Ethernet.
· M2M Gateway: On-board communication system equipped on the smart vehicle, which communicates with M2M Devices and other M2M Gateways via M2M Area Network and also communicates with Application Servers and Management Servers via Mobile Network.
· Mobile Network: Network which has functions to transfer data and control messages between M2M Gateway and M2M Application Server/Management Server. It may include cellular base station and Wi-Fi hotspot.
· M2M Management Server: Server which manages applications in M2M Gateway and M2M Device by installing, uninstalling and updating them.
· M2M Application Server: Server which maintains database and provides the data access services such as accepting data publication from and issuing data subscription to M2M Gateway and M2M Device.
1.4 Pre-conditions (if any)
· It is able to establish a connection among M2M Application Server, M2M Management Server and Smart Vehicle via Mobile Network.

· It is able to establish a connection between Smart Vehicle and M2M Device and among Smart Vehicles.

1.5 Triggers (if any)
M2M Device detects M2M Gateway, and vice versa. It may requires explicit operation(permission) for that association by users or administrator. Examples are below:
· Sensors are built in the smart vehicle at the factory.

· Sensors are equipped to the smart vehicle after market, e.g. at auto dealers or auto parts stores.

· Users bring sensors with user carry-on devices into the smart vehicle.

· The smart vehicle detects nearby outdoor sensors.

· The smart vehicle detects other smart vehicles nearby.

· The smart vehicle detects nearby Wi-Fi hotspot.
1.6 Normal Flow (as applicable)
●M2M Configuration 1: M2M Management Server and M2M Gateway

1. M2M Gateway has established a connection to M2M Management Server via Mobile Network.

2. M2M Gateway sends its attribute information (e.g. type of device, service certificates of the device, required application software, etc.) to Management Server.

3. M2M Management Server provides M2M Gateway with the appropriate application software and configuration data.
4. M2M Gateway configures itself according to the software and configuration data.

· M2M Configuration 2: Management Server and M2M Device
1. M2M Gateway has established a connection to M2M Device via M2M Area Network.

2. M2M Device sends its attribute information to M2M Gateway.

3. M2M Gateway has established a connection to M2M Management Server via Mobile Network.

4. M2M Gateway relays the attribute information to Management Server.

5. M2M Management Server provides M2M Gateway with the appropriate software and configuration data.
6. M2M Gateway relays the software and configuration data to M2M Device.

7. M2M Device configures itself according to the software and configuration data.

· Data Publication

1. M2M Gateway has established a connection to M2M Device via M2M Area Network.

2. M2M Device publishes measured data to M2M Gateway.

3. M2M Gateway has established a connection to M2M Application Server via Mobile Network.
4. M2M Gateway relays the data to M2M Application Server.

5. M2M Application Server receives the data and stores them into the database.
· Data Subscription

1. M2M Gateway has established a connection to M2M Application Server via Mobile Network.
2. M2M Application Server sends M2M Gateway attribute information of data in need.
3. M2M Gateway has established a connection to M2M Device via M2M Area Network.

4. M2M Gateway relays the attribute information to M2M Device.

5. M2M Device publishes measured data that meets the attribute information to M2M Gateway.

6. M2M Gateway relays the data to Application Server.

7. Application Server receives and stores the data.
· Application Update 1: M2M Management Server and M2M Gateway

1. M2M Gateway has established a connection to M2M Management Server via Mobile Network.

2. M2M Gateway sends its attribute information to M2M Management Server.

3. M2M Management Server provides M2M Gateway with the appropriate software, configuration data and contents such as map.

4. M2M Gateway configures itself according to the software, configuration data, etc.

· Application Update 2: M2M Management Server and M2M Device
1. M2M Gateway has established a connection to M2M Device via M2M Area Network.

2. M2M Device sends its attribute information to M2M Gateway.

3. M2M Gateway has established a connection to M2M Management  Server via Mobile Network.

4. M2M Gateway relays the attribute information to M2M Management Server.

5. M2M Management Server provides M2M Gateway with the appropriate software and configuration data.
6. M2M Gateway relays the configuration software and data to M2M Device.

7. M2M Device configures itself according to the software and configuration data.
1.6.1 Alternative flow (if any)
· M2M Gateway Opportunistic Communication (Store and Forward)

· M2M Gateway may store data that are destined to M2M Device, M2M Management Server and M2M Application Server.

· M2M Gateway may send the stored data to other M2M Gateway.

· M2M Gateway may deliver the stored data to the destination when connected.

· M2M Gateway may erase the stored data that has already been sent to the destination.

· M2M Gateway Data Aggregation

· M2M Gateway may aggregate (or even erase) data in criteria that are indicated in the data subscription or the configuration data from M2M Application Server.

· M2M Gateway Cross Layer Optimization

· M2M Gateway may indicate a full or part of data subscription in wireless pre-association information such as beacon.

· Smart Vehicle and Wi-Fi Hotspot may periodically broadcast beacon that contains the subscription in order to prevent sensor devices from establishing unnecessary connection and wasting radio resources as well as battery power.

· M2M Gateway Proximity Service

· M2M Gateway may communicate with other M2M Gateways via M2M Area Network.

· Application Data Security

· M2M Application Server may attach its public key to the data such as the subscription and deliver it to M2M Device.

· M2M Device may encrypt a full or part of the data, such as the publication, with the public key, attach its own public key and deliver it to M2M Application Server.

· M2M Device may initiate data security procedure mentioned above.

· M2M Device above may be M2M Gateway.

· Others

· Either M2M Gateway or M2M Device may establish a connection to each other even when M2M Device publishes data to M2M Gateway.

1.7 Post-conditions (if any)
· M2M Application Server stores data and provides data access service via API for user applications.

· M2M Devices and M2M Gateways are well maintained by M2M Management Server and M2M Application Server.

1.8 High Level Illustration (as applicable)
    [image: image2.png]
[image: image1]
1.9 Potential requirements (as applicable)          

· M2M Gateway SHALL be able to detect M2M Device, and vise versa.

· M2M Management Server SHALL be able to provide an authenticated and authorized application in M2M Gateway and M2M Device with appropriate configuration data
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