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1.1 Title

Integrity of Data Collection Monitoring
1.1.1 Description

In factories, a lot of data are created from Programmable logic controllers (PLCs) every second and data are utilised to monitor production lines. These data are available via industrial bus systems, e.g. Real-time Ethernet.
This type of data is called time series data which is a sequence of data points, typically consisting of successive measurements made over a time interval.
In order to monitor remotely, data are gathered by the oneM2M service platform that needs to interface with such industrial bus systems via M2M gateway (MN)s. 
However, when some of data are lost due to some reasons, such as, damage of product line, temporal network delay, continuous network capacity overload and so on, some actions will be required immediately for safety. Furthermore, some considerations may be necessary, for example, switching to a new network service with more capacity, changing to the backup network, or adjusting data collecting policy for addressing an original reason of data loss. Other considerations may be effective when remote monitoring application inquires the oneM2M platform about condition of network traffic, e.g. temporal delay, continuous capacity overflow, or connection failure.
Similarly, from remote monitoring application, M2M gateway (MN) in each factory receives analysis result or some kinds of commands, which can be lost due to some reasons, such as, failure in analysis process, temporal network delay, or continuous network capacity overflow. M2M gateway (MN) can detect the loss when the analysis result or the commands in form of time series data, or it can detect potential loss with the help of monitoring condition of network traffic. When temporal network delay or continuous network capacity overflow occur, analysis result or commands may be lost. This loss will also require immediate decision and addressing a root cause. 
This use case proposes that the oneM2M System shall be able to provide capability to collect, store time series data as well as monitor the integrity of data.
Moreover, the oneM2M System shall be able to provide the capability to monitor condition of network traffic. 
1.1.2 Source 

Hitachi and Huawei Technologies, CO., LTD
1.1.3  Actors 

· PLC (Programmable logic controller):  It controls sensors and devices in a production line according to embedded programs. It also has interface to Real-time Ethernet. It broadcasts data related to the production line to Real-time Ethernet.
· M2M Gateway (MN): It provides an interface from the Real-time Ethernet to the oneM2M System. The gateway collects and stores time series data from Real-time Ethernet then sends them to oneM2M service platform. It also receives analysis results or commands from M2M service platform. Furthermore, the gateway monitors the integrity of received analysis result or command by monitoring condition of network. It can detect the loss when the analysis result or the commands in form of time series data, or it can detect potential loss with the help of monitoring condition of network traffic when temporal network delay or continuous network capacity overflow occur.
· M2M service platform: It stores data gathered from gateway(s), and provides data to applications.
· Application: An M2M Application in the Infrastructure Domain monitors production lines by using collected data in M2M service platform and sends analysis results or commands depending on situations.
· Real-time Ethernet: A technology standardized in IEC TC65. Ethernet is used at physical layer. However the upper protocol is designed for industry purpose. In this use case, broadcast protocol is assumed.
· Internet connection: M2M service platform and gateway(s) are connected by the Internet physically.
1.1.4 Pre-conditions 

· PLCs and gateway are connected to Real-time Ethernet. PLCs broadcast data to Real-time Ethernet. Gateway is configured to pick up necessary data from Real-time Ethernet.
· On top of the internet, VPN connection is established between M2M service platform and gateway(s).
1.1.5 Triggers 

· The gateway starts to receive time series data.
1.1.6 Normal Flow 

Gateway picks up time series data which is broadcasted at Real-time Ethernet. The gateway sends collected data to M2M service platform.
M2M service platform receives data, then stores and sends them to application.
The application monitors the integrity of time series data which is sent from gateway. If data loss occurs, application user will decide to send a command for some control action immediately. Then the application user will check the condition of network traffic to determine which means are used to solve the data loss.
1.1.7  Alternative flow 
None
1.1.8 Post-conditions 

None 
1.1.9 [image: image1.png]High Level Illustration
1.1.10 Potential requirements 

1. The oneM2M System shall be able to collect, store time series data as well as monitor the integrity of these data.
2. The oneM2M System shall be able to provide the capability to monitor condition of network traffic.
Time Series Data : is a sequence of data points which typically consist of successive measurements made over a time interval.
Editor’s Note: this definition of Time Series Data should be moved to TS-0011 Common Terminology.
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