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6.x
Use case for Temporary Access Permission in Home Domain
6.x.1 Overview

6.x.1.1 Description

This Use case is from IETF Authenticaiton and Authorization for Constrained Environments (ACE) Working Group.
In Internet of Things environments, most of devices in home have networking capability and connected each other. For example, wireless smart door lock is used to lock and unlock the home door. The smart door lock detects a visitor and according to the access rules, the door lock is albe to be opened or not. It also can be controlled remotely.
We suppose a scenario that Alice and Bob have equipped their home with automated connected doorlocks at the door and the windows. The couple can control this system remotely.
Alice and Bob have invited Alice’s parents over for dinner, but are stuck in traffic and can not arrive in time, while Alice’s parents who use the subway will arrive punctually. Alice calls her parents and offers to let them in remotely, so they can make themselves comfortable while waiting. Then Alice sets temporary permissions that allow them to open the door. She wants these permissions to be only valid for some time and with limited trial numbers.
When Alice’s parents arrive at Alice’s and Bob’s home, they use their smartphone to communicate with the smart doorlock.
6.x.1.2 Source

KETI

6.x.1.3 Actors

Smart door lock
is an lock which is designed to perform locking and unlocking operations on a door. It has network connectivity and can be controlled remotely.
Home gateway

is a device which supports communication technology enabling each home appliance to be connected via Zigbee, Wifi, Bluetooth, etc. and smart door lock registers its information with the home gateway.

Home server

is a oneM2M platform provided by a service provider in the infrastructure domain. The home gateway registers its information with the home server.

Smart Phone
is a hand-held device and it can act as a key to the door lock
6.x.1.4 Pre-condition

Smart door lock is registered with a home gateway. The home gateway is registered with home server. 

6.x.1.5 Triggers

None

6.x.1.6 Normal Flow

When the Alice’s parent arrived in the Alice’s house, they try to unlock through approaching to the smart door lock using its smart phone via bluetooth or other wireless access technologies.
At this time, the notification message is delivered to the Alice’s smartphone and they sends the request message regarding creation of temporary permission access which grants permission to parent’s smartphone about accessing the resources about smart door lock.
Alice parent’s smartphone receives one notification and retries to access to the resources regarding smart door lock.
Based on the temporary permission access information, smart phone gets permission and the smart door lock unlocks the door.
6.x.1.7 Post-conditions
According to temporay permission constraints e.g., time, the number of accessing resources, if any one of constraints is satisfied, the temporary permission access information is deleted.
6.x.1.8 High Level Illustration

None
6.x.2 High Level Analysis
6.x.2.1 Functional Impacts


[image: image1]
In oneM2M configurations, the Alice and Alice parent’s smartphone and the smart door lock can be interpreted as ADN (Application Dedicated Node). The home gateway and the home server can be interpreted as MN (Middle Node) and IN (Infrastructure Node), respectively.

Smart door lock device registers its information with home gateway and home gateway is also registered with server. (Registration)
When the Alice parent’s phone accesses to the smart door lock, the message is notified to the alice’s phone. (Notification)
Alice phone sends the request message which include information about setting temporary access permission regarding alice parent’s phone ot the smart door lock. (temporary permission granted)
When alice parent’s phone retry to access the smart door lock, based on the temporary access permission information, the door is unlocked. After parent go into the house, if the temporary permission constraints is expired e.g. time or the number of access, the temporary access permission information is deleted. (temporary permission deleted)
6.x.2.2 High Level Information Flows

[image: image2]
001: ADNs 2, 3 register their respective information with MN. In addition, MN registers its information to the IN.

002: Alice Parent’s Phone (ADN1) accesses the smart door locke through bluetooth or other wireless network technology. At this time, ADN2 sends the access log information data to the MN and this infomraiton is delivered to the ADN3 via notification procedure.
003: Based on the delivered information, ADN3 sends the request message to the Home gateway (MN) regarding creaton of temporary access permission information about alice parent’s phone accessing to the smart door lock.
004: When Alice parent’s phone (ADN1) access to the smart door lock again, based on the received information from ADN1, the smart door lock (ADN2) sends the request message to the MN in order to check if the access is granted or not. After checking the permission, the door is unlocked.
005: The home gateway (MN) detects that the temporary permission constraints is expired and deletes the temporary permission information.
6.x.3 Potential requirements
The oneM2M system shall support granting temporay access permissions to a party based on the various context such as the time infomraiton or the number of access trial information.
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