	oneM2M-Template-Use-Case.doc
	[image: image10.png]






	Input contribution

Use case

	Use Case Title:*
	Use Case on Vehicle Data Wipe Service

	Group Name:*
	WG1

	Source:*
	Toyota InfoTechnology Center, KDDI, Fujitsu

	Contact:
	Ryokichi Onishi, Toyota InfoTechnology Center, onishi@jp.toyota-itc.com
Nick Yamasaki, KDDI, nr-yamasaki@kddi.com
Shingo Fujimoto, Fujitsu, shingo_fujimoto@jp.fujitsu.com

	Date:*
	2015-07-21

	Abstract:*
	Template for proposing use cases and scenarios.  

	Agenda Item:*
	

	Work item(s):
	WI 0015 - oneM2M Use Case Continuation

	Document(s) 

Impacted*
	TR-0001 - oneM2M Use Case Collection

	Intended purpose of

document:*
	 FORMCHECKBOX 
 Decision

 FORMCHECKBOX 
 Discussion

 FORMCHECKBOX 
 Information

 FORMCHECKBOX 
 Other <specify>

	Decision requested or recommendation:*
	Accept this use case.

	Template Version:23 February 2015 (Dot not modify)


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

1.1 Title

Use Case on Vehicle Data Wipe Service
1.1.1 Description

This use case introduces vehicle data wipe services in addition to the use case on vehicle data services as REQ-2014-0472R06.
Background: A data center on the cloud collects sensor data from vehicles using the mobile network (e.g. cellular and wireless LAN). The data may relate to diagnosis, mobility and context of vehicles. The diagnostic data are useful for vehicle design improvement and the mobility data for dynamic route guidance services. The contextual data are captured by stereo cameras and radar scanners in the automated driving system. And then those data may constitute the complete 3D roadway map which is also essential for the automated driving system in turn. In the use case of REQ-2014-0472R06, the data center, that is the M2M application server, requests data by sending a meta-data to vehicles. Then vehicles prepare data which meet the criteria of the meta-data and publish it to the server. The meta-data may describe attributes of requested data such as time period, geographical area, data type, statistic process options and so forth. The figure in section 1.1.9.1 shows how this simply works.
Problem statement: Though a certain volume of data (big data) obtains utility value, the bigger data gradually show less increase of the value (as is shown in the figure in section 1.1.9.2.) For instance, no more samples are required for statistical analysis once the number of samples gets sufficient. Duplicated collections of collected pieces of map are also redundant. Such wasteful data deliveries consume multiple expensive resources of vehicles, mobile network, network backhaul and servers. Data in the vehicle may also lose its value when it gets delivered, obsolete, false or even malicious.
Solution: Such the unwanted data collection needs to be cut off in order to spare those resources for other useful data delivery. In addition, unwanted data in a limited capacity of the vehicle storage need to be wiped out. These operations should be carried on under the right authorization.
1.1.2 Source 

Toyota InfoTechnology Center, KDDI, Fujitsu
REQ-2014-0472R06: Use Case on Vehicle Data Service
1.1.3  Actors 

· M2M Device: Data source node such as sensors in vehicles.
· M2M Gateway: Data relay node such as a vehicle on-board communication system with storage.
· M2M Application Server: Data requesting node such as a data center on the cloud.
1.1.4 Pre-conditions 

The M2M Application Server has disseminated a data request with the meta-data to vehicle(s) (as is shown in the figure in section 1.1.9.3.)
Note: the meta-data may describe attributes of requested data such as time period, geographical area, data type, statistic process options and so forth.
1.1.5 Triggers 

The M2M Application Server decides to cancel the data request and erase the data in the vehicles. (One of the reason for this could be that the data has been collected.)
1.1.6 Normal Flow 
1. The M2M Application Server transmits a wipe request with the same meta-data in the target data request to the vehicle(s).
2. On arrival of the wipe request, the vehicle deletes the meta-data and data which meet the criteria of meta-data from in its storage.
1.1.7 Alternative flow 
· If it is additionally instructed in the wipe request, the wipe request can be delivered from the vehicle to other vehicles.
· If it is additionally instructed in the wipe request, the vehicle may only stop publishing data which meets the criteria of meta-data, instead of deleting.
· The M2M Application Server and vehicles may share a credential and use the credential to authenticate the wipe request (as is shown in the figure in section 1.1.9.5.) The credential could be pre-shared key or could be based on public key infrastructure. The credential could also be delivered with the data request.
1.1.8 Post-conditions 

There is no data relating to the cancelled data request in the vehicle storage.
1.1.9 High Level Illustration
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1.1.9.1 Data Request and Response
[image: image2.emf]SEN

SOR

GW

SEN

SOR

GW

Request

MetaData

Data Center

Vehicle

Time Period

Geographical Area

Data type

Statistical process

And etc.

Request

MetaData

   [image: image3.emf]Data is developing.

SEN

SOR

GW

SEN

SOR

GW

Data Da

MetaData MetaData

Response

Data


1.1.9.2 Issue of Bigger Data
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1.1.9.3 Pre-condition of Data Wipe (and Post-condition of Data Request and Data Response)
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1.1.9.4 Data Wipe
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1.1.9.5 Data Wipe with Authentication
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1.1.9.6 Post Condition of Data Wipe
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1.1.10 Potential requirements 
· The oneM2M System shall enable the cancellation of continuous data collection and/or the deletion of collected data when pre-defined conditions are met.

· The oneM2M System shall enable pre-defined conditions to be protected from unauthorized modification.

· The oneM2M System shall enable the deletion of M2M data produced/stored by the M2M Devices/Gateways based on request from an authorized entity.
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