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GUIDELINES for Change Requests:

Provide an informative introduction containing the problem(s) being solved, and a summary list of proposals.

Each CR should contain changes related to only one particular issue/problem.
In case of a correction, and the change apply to previous releases, a separated “mirror CR” should be posted at the same time of this CR
Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.
Follow the drafting rules.
All pictures must be editable.
Check spelling and grammar to the extent practicable.
Use Change bars for modifications.
The change should include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change. Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.
Multiple changes in a single CR shall be clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.
When subsequent changes are made to content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text. 
Introduction
This CR introduces a requirement that is needed for the concept of a “Holistic Service Provider”. It introduces the requirement to enable a oneM2M entity to grant restricted access rights for data that the it can acces, to another oneM2M entity.
-----------------------Start of change 1--------------------------------------------
6.4
Security Requirements
Table 9: Security Requirements

	Requirement ID
	Description
	Release

	SER-001
	The oneM2M System shall incorporate protection against threats to its availability such as Denial of Service attacks.
	Partly Implemented in Rel-1

	SER-002
	The oneM2M System shall be able to ensure the confidentiality of data.
	Implemented in Rel-1

	SER-003
	The oneM2M System shall be able to ensure the integrity of data.
	 Implemented in Rel-1

	SER-004
	In case where the M2M Devices support USIM/UICC and the Underlying Networks support network layer security, the oneM2M System shall be able to leverage device’s USIM / UICC credentials and network’s security capability e.g. 3GPP GBA for establishing the M2M Services and Applications level security through interfaces to Underlying Network.
	Implemented in Rel-1

	SER-005
	In case where the M2M Devices support USIM/UICC and the Underlying Networks support network layer security, and when the oneM2M System is aware of Underlying Network’s bootstrapping capability e.g. 3GPP GBA, the oneM2M System shall be able to expose this capability to M2M Services and Applications through API.
	Implemented in Rel-1

	SER-006
	In case where the M2M Devices support USIM / UICC and the Underlying Networks support network layer security, the oneM2M System shall be able to leverage device’s USIM / UICC credentials when available to bootstrap M2M security association.
	Implemented in Rel-1

	SER-007
	When some of the components of an M2M Solution are not available (e.g. WAN connection lost), the oneM2M System shall be able to support the confidentiality and the integrity of data between authorized components of the M2M Solution that are available.
	Implemented in Rel-1

	SER-008
	The oneM2M System shall support countermeasures against unauthorized access to M2M Services and M2M Application Services.
	Implemented in Rel-1



	SER-009
	The oneM2M System shall be able to support mutual authentication for interaction with Underlying Networks, M2M Services and M2M Application Services.
	Implemented in Rel-1

	SER-010
	The oneM2M System shall be able to support mechanisms for protection against misuse, cloning, substitution or theft of security credentials.
	Implemented in Rel-1

	SER-011
	 The oneM2M System shall protect the use of the identity of an M2M Stakeholder within the oneM2M System against discovery and misuse by other stakeholders.
	Implemented in Rel-1

	SER-012
	The oneM2M System shall be able to support countermeasures against Impersonation attacks and Replay attacks.
	Partly implemented in Rel-1

(see note 3)

	SER-013
	The oneM2M System shall be able to provide the mechanism for integrity-checking on boot, periodically on run-time, and on software upgrades for software/hardware/firmware component(s) on M2M Device(s).  
	Not implemented in Rel-1

	SER-014
	The oneM2M System shall  be able to provide configuration data to an authenticated and authorized M2M Application in the M2M Gateway/Device.
	Implemented in Rel-1

	SER-015
	The oneM2M System shall be able to support mechanisms to provide Subscriber identity to authorized and authenticated M2M Applications when the oneM2M System has the Subscriber’s consent.
	Partly implemented in Rel-1

(see note 4)

	SER-016
	The oneM2M System shall be able to support non repudiation within the M2M service layer and in its authorized interactions with the network and application layers.
	 Implemented in Rel-1 

	SER-017
	The oneM2M System shall be able to mitigate threats identified in oneM2M TR‑0008 [2].
	Implemented in Rel-1

	SER-018
	The oneM2M System shall enable an M2M Stakeholder to use a resource or service and be accountable for that use without exposing its identity to other stakeholders.
	Partly implemented in Rel-1

	SER-019
	The oneM2M System shall be able to use service-level credentials present inside the M2M device for establishing the M2M Services and Applications level security.
	Implemented in Rel-1

	SER-020
	The oneM2M System shall enable legitimate M2M Service Providers to provision their own credentials into the M2M Devices/Gateways.
	Implemented in Rel-1

	SER-021
	The oneM2M System shall be able to remotely and securely provision M2M security credentials in M2M Devices and/or M2M Gateways.
	Implemented in Rel-1

	SER-022
	The oneM2M System shall enable M2M Application Service Providers to authorize interactions involving their M2M Applications on supporting entities (e.g. Devices/ Gateways/ Service infrastructure).
	Implemented in Rel-1

	SER-023
	Where a Hardware Security Module (HSM) is supported, the oneM2M System shall be able torely onthe HSM to provide local security.
	Partly implemented in Rel-1

	SER-024
	The oneM2M System shall enable M2M Applications to use different and segregated security environments.
	Partly implemented in Rel-1

	SER-025
	The oneM2M System shall be able to prevent unauthorized M2M Stakeholders from identifying and/or observing the actions of other M2M Stakeholders in the oneM2M System, e.g. access to resources and services (see note 1).


	Partly implemented in Rel-1

	SER-026
	The oneM2M System shall be able to provide mechanism for the protection of confidentiality of the geographical location information (see note 2).
	Implemented in Rel-1

	SER-027

	The M2M System shall support grouping of M2M applications that have the same access control rights towards one specific resources, together so that access control validation can be performed by validating if the M2M application is a member of certain group.
	2

	SEC-028

	The oneM2M System shall enable security protocol end-points to protect portions of individual application-generated data so that intermediate entities (whether trusted or untrusted) forwarding the data are unable to access the protected portions of the data in clear text.
	Targeted for Release 2

	SEC-029

	The oneM2M System shall enable security protocol end-points to protect portions of individual application-generated data so that security protocol end-points can detect modification, including modification by intermediate service layer entities (whether trusted or untrusted) forwarding the data.
	Targeted for Release 2

	SEC-030

	The oneM2M System shall enable security protocol end-points to protect portions of individual oneM2M messages so that intermediate entities (whether trusted or untrusted) forwarding the messages are unable to access the protected portions of the messages in clear text.
	Targeted for Release 2

	SEC-031

	The oneM2M System shall enable security protocol end-points to protect portions of individual oneM2M messages so that security protocol end-points can detect modification, including modification by intermediate service layer entities (whether trusted or untrusted) forwarding the messages.
	Targeted for Release 2

	SEC-032

	The oneM2M System shall enable security protocol end-points to establish security sessions which are used for protecting portions of one or more oneM2M messages so that intermediate entities (whether trusted or untrusted) forwarding the messages are unable to access the protected portions of the messages in clear text.
	Targeted for Release 2

	SEC-033

	The oneM2M System shall enable security protocol end-points to establish security sessions which are used for protecting portions of one or more oneM2M messages so that security protocol end-points can detect modification, including modification by intermediate service layer entities (whether trusted or untrusted) forwarding the messages.
	Targeted for Release 2

	SEC-034

	The oneM2M System shall enable security protocol end-points to protect portions of messages or data so that intermediate entities (whether trusted or untrusted) forwarding the messages or data are unable to access the protected portions of messages or data in clear text.
	

	SEC-035

	The oneM2M System shall enable security protocol end-points to protect portions of messages or data so that security protocol end-points can detect modification, including modification by intermediate service layer entities (whether trusted or untrusted) forwarding the messages or data.
	

	SEC-036

	The oneM2M System shall enable security protocol end-points to authenticate each other without relying on intermediate service layer entities (whether trusted or untrusted).
	

	SER-037

	The oneM2M System shall be able to support distributed authorization functions for making access control decisions, providing access control policies and providing authorization attributes (e.g. roles).
	

	SER-038

	The oneM2M System shall be able to expose an interoperable interface to provide Access Control Policies by means of specified access control policy language.
	

	SER-039

	The oneM2M System shall enable individuals to establish policies for controlling access to their personal identifiable information even when it may have been collected without their knowledge.
	

	SER-040

	When the M2M Devices are grouped and the M2M Gateway is authorized as delegate of the group for accessing the M2M Server, the M2M Gateway shall be able to, on behalf of the M2M devices in the group, perform mutual authentication with the M2M Server.
	

	SER-041

	When the M2M Devices are grouped and the M2M Gateway belongs to a third party, oneM2M System shall be able to protect security and privacy of communication between individual M2M Device and M2M Server from other M2M devices and the third party M2M Gateway.
	

	SER-042

	A secured API shall enable application and service layer entities to make use of sensitive functions and data residing within the Secure Environment, independently of the technical implementation of the Secure Environment.
	

	SER-XXX
	The oneM2M System shall enable authorizing a oneM2M entity to dynamically delegate its access rights (or a subset thereof) to another oneM2M entity, wherein the dynamically delegated access rights shall not give the “delegated-to” oneM2M entity the rights to dynamically delegate the same rights in turn to a third oneM2M entity
	

	NOTE 1:      The above requirement does not cover items outside of the oneM2M System, e.g. Underlying Networks.
NOTE 2:
Geographical location information can be more than simply longitude and latitude.
NOTE 3: Partly supported for Impersonation attacks not supported for Replay attacks.

NOTE 4: The oneM2M System has no means to verify a subscriber’s consent. This requirement is only fulfillable at application level.
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