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Introduction
The motivation for these requirements is provided in SEC contributions introducing the use cases for providing End-to-End data integrity and confidentiality.
-------------Start of change 1: insert at appropriate place in table 5----------------
6.4
Security Requirements
Table 5: Security Requirements
	Requirement ID
	Description
	Release

	SEC-0x1
	M2M system shall enable mechanisms to support the establishment of end-to-end data confidentiality using end-to-end security credentials
	2

	SEC-0x2
	M2M system shall support the ability to request E2E data confidentiality credentials
	2

	SEC-0x3
	M2M system shall support the ability to register E2E data confidentiality credentials
	2

	SEC-0x4
	M2M system shall support the ability to perform confidentiality protection of data (e.g. encrypt data)
	2

	SEC-0x5
	M2M system shall support the ability to host confidentiality protected data 
	2

	SEC-0x6
	M2M system shall support the ability to process encrypted data
	2

	SEC-0x7
	M2M system shall enable mechanisms to support the establishment of end-to-end data integrity using end-to-end security credentials.
	2

	SEC-0x8
	M2M system shall support the ability to request End-to-End data integrity credentials
	2

	SEC-0x9
	M2M system shall support the ability to register End-to-End data integrity credentials
	2

	SEC-0x10
	M2M system shall support the ability to generate and host End-to-End integrity protected data
	2

	 SEC-0x11
	M2M system shall support the ability to process End-to-End integrity protected data
	2


-----------------------End of change 1---------------------------------------------

© 2015 oneM2M Partners
                                                                                                   Page 1 (of 1)



[image: image1.png]