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oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

GUIDELINES for Change Requests:

Provide an informative introduction containing the problem(s) being solved, and a summary list of proposals.

Each CR should contain changes related to only one particular issue/problem.
In case of a correction, and the change apply to previous releases, a separated “mirror CR” should be posted at the same time of this CR
Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.
Follow the drafting rules.
All pictures must be editable.
Check spelling and grammar to the extent practicable.
Use Change bars for modifications.
The change should include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change. Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.
Multiple changes in a single CR shall be clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.
When subsequent changes are made to content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text. 
Introduction
This CR suggests a consistent use of capitalization of defined terms in TS-0002, according to the latest drafting rules as well as it suggests to add TSDSI as  Partner Type 1 to the copyright notice (on the cover page and in footer of the document pages).

The related defined terms are contained in the TS-0011 V2.2.0

The Change 1 is on page 2 to the cover page copyright notice. It is suggested to apply that change to the footer  throughout the document.
-----------------------Start of change 1-------------------------------------------
[..]

About oneM2M 

The purpose and goal of oneM2M is to develop technical specifications which address the need for a common M2M Service Layer that can be readily embedded within various hardware and software, and relied upon to connect the myriad of devices in the field with M2M application servers worldwide. 

More information about oneM2M may be found at:  http//www.oneM2M.org

Copyright Notification

No part of this document may be reproduced, in an electronic retrieval system or otherwise, except as authorized by written permission.

The copyright and the foregoing restriction extend to reproduction in all media.

© 2015, oneM2M Partners Type 1 (ARIB, ATIS, CCSA, ETSI, TIA, TSDSI, TTA, TTC).

All rights reserved.

Notice of Disclaimer & Limitation of Liability 
[…]

-----------------------End of change 1---------------------------------------------

The following changes are to be applied to section 6 of the TS-0002 V2.3.0.

Changes to section 6.1

Comment for change to OSR-022: 
This requirement uses the term oneM2M System Solution, which is not defined. Defined terms are oneM2M System, respectively M2M Solution. 
Whereas the terms defined are: 
oneM2M System: system developed by the oneM2M global initiative that enables deployable M2M Solutions.

M2M Solution: set of deployed systems satisfying all of the following criteria:

1) it satisfies the end-to-end M2M communication requirements of particular Users; and

2) some part of the M2M Solution is realized by including services compliant to oneM2M specifications.

It is suggested to use the term oneM2M System.

Comment for change to OSR-090: 

Feedback needed on the use of capitalization of “Data” – to be applied throughout the spec.

..
-----------------------Start of change 2-------------------------------------------

6.1
Overall System Requirements
Table 1: Overall System Requirements
	Requirement ID 
	Description
	Release

	OSR-001
	The oneM2M System shall allow communication between M2M Applications by using multiple communication means based on IP access.
	Implemented in Rel-1

	OSR-002a
	The oneM2M System shall support communication means that can accommodate devices with constrained computing (e.g. small CPU, memory, battery) or communication capabilities (e.g. 2G wireless modem, certain WLAN node).
	Implemented in Rel-1


[…]

	OSR-012
	The oneM2M System shall support communications between M2M Applications and M2M Devices supporting M2M Services by means of continuous or non-continuous connectivity.
	Implemented in Rel-1


[…]

	OSR-022
	When some of the components of a M2M Solution  are not available (e.g. WAN connection lost), the oneM2M System shall be able to support the normal operation of components of the M2M Solution that are available.
	Implemented in Rel-1


[…]
	OSR-058
	The oneM2M System shall be able to provide time stamps as needed by Common Services  Functions.
	Implemented in Rel-1

	OSR-059
	The oneM2M System shall be able to support Role-Based Access Control based on M2M Service Subscriptions.
	Implemented in Rel-1


[…]

	OSR-066
	The oneM2M System shall be able to support the placement and operation of M2M Applications in selected M2M Nodes per criteria requested by M2M Application Service Providers, subject to access rights.
	Implemented in Rel-1


[…]

	OSR-073
	The oneM2M System shall support distributed transactions to multiple devices or applications where the transaction includes the characteristics of atomicity, consistency, isolation and durability.
	2

	OSR-074
	The oneM2M System shall support the completion of distributed transactions to multiple devices or applications while maintaining the order of the operations and performing the transaction within a given time frame.
	2

	OSR-75
	The oneM2M System shall be able to collect, storeTime Series Data 
	2

	OSR-76
	The oneM2M System shall be able to detect and report the missing data in time series.

	2

	OSR-077
	The oneM2M System shall be capable of collecting asynchronous responses pertaining to the broadcasted messages.
	2

	OSR-078
	The oneM2M System shall support gateway-based capabilities for Event management, e.g. capability for arbitration of the resulting processing.
	2


[…]
	OSR-082
	The oneM2M System shall allow the update, modification, or deletion of data collection policies within an M2M Application. 
	2


[…]
	OSR-085
	The oneM2M System shall support resource caching of registered M2M Devices. Resource caching is a mechanism through which the oneM2M System retains resources of a registered M2M Device in temporarily inactive state by moving the resources to a temporary storage e.g. cache bin.
	2


[…]

	OSR-090
	The oneM2M System shall  be able to forward the M2M Application Data to M2M Application without storing the Data. 
	


[..]
	OSR-094
	The oneM2M System shall provide Information Model(s) to support interoperability among different devices/applications.
	

	OSR-095
	The oneM2M System should provide mappings between different Information Models from non-oneM2M System(s).
	

	OSR-096
	The oneM2M System should be able to interwork with non-oneM2M System(s). 
	

	OSR-097
	The oneM2M System shall be able to share data collection policies among multiple M2M Devices/Gateways within an M2M Application Service, or  among different M2M Application Services.
	2


-----------------------End of change 2---------------------------------------------

Changes to section 6.2

-----------------------Start of change 3-------------------------------------------

 […]

	MGR-003
	The oneM2M System shall be able to provide the capability to maintain and describe the management Information Model of devices and parameters (e.g. topology, protocol) of M2M Area Networks.
	Implemented in Rel-1


[…]
	MGR-018
	The M2M Service Infrastructure  shall be able to accept standardised configuration settings from an external configuration server to allow the M2M Devices to register.
	2

	MGR-019
	The M2M Device shall be able to accept standardised configuration settings from an external configuration server in order to  register to the oneM2M System.
	2


[…]

-----------------------End of change 3---------------------------------------------

Changes to section 6.3

In 6.3.2 to 6.3.6 the undefined term „M2M System“ is used.
It is proposed to change to the defined term one
M2M System (or de-capitalize i.e. M2M system) 
-----------------------Start of change 4-------------------------------------------

 6.3.2
Semantics Annotation Requirements
Table 4: Semantics Annotation Requirements
	Requirement ID
	Description
	Release

	ANN-001
	The oneM2M System shall provide capabilities to manage semantic information about the oneM2M resources, e.g, create, retrieve, update, delete, associate/link.
	

	ANN-002
	The oneM2M System shall support a common language for semantic description, e.g. RDF.
	

	ANN-003
	The oneM2M System shall support semantic annotation of oneM2M resources for example application related data contained in containers.
	

	ANN-004
	The oneM2M System shall support semantic annotation based on related ontologies.
	

	ANN-005
	The oneM2M System shall provide the capability for making semantic descriptions available in the M2M System, e.g. announcement.
	

	ANN-006
	The oneM2M System shall enable applications to retrieve an ontology representation related to semantic information used in the M2M System.
	

	SMR-007

	The oneM2M system shall provide capabilities to manage data quality descriptions of resource.
	2


6.3.3
Semantics Query Requirements
Table 5: Semantics Query Requirements
	Requirement ID
	Description
	Release

	QRY-001
	The oneM2M System shall provide capabilities to discover M2M resources based on semantic descriptions.
	


6.3.4
Semantics Mashup Requirements
Table 6: Semantics Mashup Requirements
	Requirement ID
	Description
	Release

	MSH-001
	The oneM2M System shall provide the capability to host processing functions for mash-up.
	

	MSH-002
	The oneM2M System shall enable M2M Applications to provide  processing functions for mash-up.
	

	MSH-003
	The oneM2M System itself may provide pre-provisioned or dynamically created processing functions for mash-up.
	

	MSH-004
	The oneM2M System shall be able to create and execute mash-ups based on processing functions.
	

	MSH-005
	The oneM2M System shall be able to expose mash-ups as resources e.g. virtual devices.
	


6.3.5
Semantics Reasoning Requirements
Table 7: Semantics Reasoning Requirements
	Requirement ID
	Description
	Release

	RES-001
	The oneM2M System shall be able to update ontologies as a result of the ontology reasoning.
	

	RES-002
	The oneM2M System shall be able to support semantic reasoning e.g. ontology reasoning or semantic rule-based reasoning.
	

	RES-003
	The oneM2M System shall be able to support adding and updating semantic information based on semantic reasoning.
	


6.3.6
Data Analytics Requirements
Table 8: Data Analytics Requirements
	Requirement ID
	Description
	Release

	ANA-001
	The oneM2M System shall be able to support capabilities (e.g. processing function) for performing M2M data analytics based on semantic descriptions from M2M Applications and /or from the M2M System.
	

	ANA-002
	The oneM2M System shall provide the capability of interpreting and applying service logic (e.g. rules/policies of triggering operations upon other resources or attributes according to the change of the monitored resource) described with semantic annotation and ontology.
	

	ANA-003
	The oneM2M System shall support a standardized format for the rules/policies used to define service logic.
	


-----------------------End of change 4---------------------------------------------

Changes to section 6.4
Comment on SER-001: propose to add “Denial of Service” DoS to the Abbreviations

Comment on SER-0015: use M2M Service Subscriber or subscriber

-----------------------Start of change 5-------------------------------------------

6.4
Security Requirements
Table 9: Security Requirements
	Requirement ID
	Description
	Release

	SER-001
	The oneM2M System shall incorporate protection against threats to its availability such as Denial of Service attacks.
	Partly Implemented in Rel-1

	SER-002
	The oneM2M System shall be able to ensure the Confidentiality of data.
	Implemented in Rel-1

	SER-003
	The oneM2M System shall be able to ensure the Integrity of data.
	 Implemented in Rel-1

	SER-004
	In case where the M2M Devices support USIM/UICC and the Underlying Networks support network layer security, the oneM2M System shall be able to leverage device’s USIM / UICC credentials and network’s security capability e.g. 3GPP GBA for establishing the M2M Services and M2M Applications level security through interfaces to Underlying Network.
	Implemented in Rel-1

	SER-005
	In case where the M2M Devices support USIM/UICC and the Underlying Networks support network layer security, and when the oneM2M System is aware of Underlying Network’s bootstrapping capability e.g. 3GPP GBA, the oneM2M System shall be able to expose this capability to M2M Services and M2M Applications through API.
	Implemented in Rel-1

	SER-006
	In case where the M2M Devices support USIM / UICC and the Underlying Networks support network layer security, the oneM2M System shall be able to leverage device’s USIM / UICC Credentials when available to bootstrap M2M Security Association.
	Implemented in Rel-1

	SER-007
	When some of the components of an M2M Solution are not available (e.g. WAN connection lost), the oneM2M System shall be able to support the Confidentiality and the Integrity of data between authorized components of the M2M Solution that are available.
	Implemented in Rel-1

	SER-008
	The oneM2M System shall support countermeasures against unauthorized access to M2M Services and M2M Application Services.
	Implemented in Rel-1



	SER-009
	The oneM2M System shall be able to support Mutual Authentication for interaction with Underlying Networks, M2M Services and M2M Application Services.
	Implemented in Rel-1

	SER-010
	The oneM2M System shall be able to support mechanisms for protection against misuse, cloning, substitution or theft of security credentials.
	Implemented in Rel-1

	SER-011
	 The oneM2M System shall protect the use of the identity of an M2M Stakeholder within the oneM2M System against discovery and misuse by other stakeholders.
	Implemented in Rel-1

	SER-012
	The oneM2M System shall be able to support countermeasures against Impersonation attacks and replay attacks.
	Partly implemented in Rel-1

(see note 3)

	SER-013
	The oneM2M System shall be able to provide the mechanism for integrity-checking on boot, periodically on run-time, and on software upgrades for software/hardware/firmware component(s) on M2M Device(s).  
	Not implemented in Rel-1

	SER-014
	The oneM2M System shall  be able to provide configuration data to an authenticated and authorized M2M Application in the M2M Gateway/Device.
	Implemented in Rel-1

	SER-015
	The oneM2M System shall be able to support mechanisms to provide M2M Service Subscriber identity to authorized and authenticated M2M Applications when the oneM2M System has the M2M Service Subscriber’s consent.
	Partly implemented in Rel-1

(see note 4)

	SER-016
	The oneM2M System shall be able to support non repudiation within the M2M service layer and in its authorized interactions with the network and application layers.
	 Implemented in Rel-1 

	SER-017
	The oneM2M System shall be able to mitigate threats identified in oneM2M TR‑0008 [2].
	Implemented in Rel-1

	SER-018
	The oneM2M System shall enable an M2M Stakeholder to use a resource or service and be accountable for that use without exposing its identity to other stakeholders.
	Partly implemented in Rel-1

	SER-019
	The oneM2M System shall be able to use service-level Credentials present inside the M2M Device for establishing the M2M Services and M2M Applications level security.
	Implemented in Rel-1

	SER-020
	The oneM2M System shall enable legitimate M2M Service Providers to provision their own Credentials into the M2M Devices/Gateways.
	Implemented in Rel-1
(see note 5)

	SER-021
	The oneM2M System shall be able to remotely and securely provision M2M security Credentials in M2M Devices and/or M2M Gateways.
	Implemented in Rel-1
(see note 5)

	SER-022
	The oneM2M System shall enable M2M Application Service Providers to authorize interactions involving their M2M Applications on supporting entities (e.g. Devices/ Gateways/ Service infrastructure).
	Implemented in Rel-1

	SER-023
	Where a Hardware Security Module (HSM) is supported, the oneM2M System shall be able to rely on the HSM to provide local security.
	Partly implemented in Rel-1

	SER-024
	The oneM2M System shall enable M2M Applications to use different and segregated security environments.
	Partly implemented in Rel-1

	SER-025
	The oneM2M System shall be able to prevent unauthorized M2M Stakeholders from identifying and/or observing the actions of other M2M Stakeholders in the oneM2M System, e.g. access to resources and services (see note 1).


	Partly implemented in Rel-1

	SER-026
	The oneM2M System shall be able to provide mechanism for the protection of Confidentiality of the geographical location information (see note 2).
	Implemented in Rel-1

	SER-027
	The M2M System shall support grouping of M2M Applications that have the same access control rights towards one specific resources, together so that access control validation can be performed by validating if the M2M Application is a member of certain group.
	2


[…]

	SER-037
	The oneM2M System shall be able to support distributed authorization functions for making access control decisions, providing Access Control Policies and providing authorization attributes (e.g. roles).
	

	SER-038
	The oneM2M System shall be able to expose an interoperable interface to provide Access Control Policies by means of specified access control policy language.
	

	SER-039
	The oneM2M System shall enable individuals to establish policies for controlling access to their personal identifiable information even when it may have been collected without their knowledge.
	

	SER-040
	When the M2M Devices are grouped and the M2M Gateway is authorized as delegate of the group for accessing the M2M Server, the M2M Gateway shall be able to, on behalf of the M2M Devices in the group, perform Mutual Authentication with the M2M Server.
	

	SER-041
	When the M2M Devices are grouped and the M2M Gateway belongs to a third party, oneM2M System shall be able to protect Security and Privacy of communication between individual M2M Device and M2M Server from other M2M devices and the third party M2M Gateway.
	

	SER-042
	A secured API shall enable application and service layer entities to make use of sensitive functions and data residing within the Secure Environment, independently of the technical implementation of the Secure Environment.
	

	SER-043
	The oneM2M System shall enable authorizing a oneM2M entity to temporarily delegate its access rights (or a subset thereof) to another authorized oneM2M entity, wherein the dynamically delegated access rights shall not enable the “delegated-to” oneM2M entity to delegate the same rights in turn to a third oneM2M entity
	

	SER-044
	For M2M Application Service data, that are processed by an M2M Application B in a M2M entity (e.g. M2M Gateway) on its path from an originator A to the recipient M2M Application C, the oneM2M System shall provide means that enable the recipient to verify both: 
· integrity of the data received by the M2M Application B  from the originator A 
and, at the same time

· that the M2M Application B that has processed the data has not been compromized.
	

	SER-045
	The oneM2M System shall support classification of application data by M2M Applications into various security levels that are specified by oneM2M and support the mapping of these levels to applicable security capabilities.
	2

	SEC-046
	 The oneM2M System shall enable to protect portions of individual application generated data that is at-rest (e.g. hosted data) for Integrity protection and data creator Authentication.
	2

	SEC-047
	 The oneM2M System shall enable to protect portions of individual application data at-rest (e.g. hosted data) for confidentiality protection.
	2

	SEC-048
	The oneM2M System shall ensure that the end-to-end data Credentials are protected for Confidentiality, Integrity and against tampering.
	2

	SEC-049
	The oneM2M System shall ensure that the end-to-end data Credentials are protected from exposure to intermediate entities.
	2

	SER-050
	The oneM2M System shall enable pre-defined conditions to be protected from unauthorized modification.
	2

	SER-051
	The oneM2M System shall enable the deletion of M2M data produced/stored by the M2M Devices/Gateways based on request from an authorized entity.
	2

	SEC-052
	The oneM2M System shall store and process privacy preferences in an interoperable manner.
	2

	SEC-053
	The oneM2M System shall support privacy profiles at various levels to care for conditions of legal requirements, manufacturers, and data subjects.
	2

	SEC-054
	The oneM2M System shall be able to prioritise privacy profiles where there is a conflict between profiles (legal profile takes priority over data subject profile, for example).
	2

	SEC-055
	The oneM2M System shall be able to support configuration of  security related settings of its infrastructure side components by a privileged user through standardized API.
	2

	SEC-056
	The oneM2M System shall allow overriding of security settings by a privileged User through standardized API.
	2

	SEC-057
	The oneM2M System shall support a mechanism enabling addition/deletion  of information enabling authentication of oneM2M entities through standardized API. 
	2

	SEC-058
	The oneM2M System shall enable delegation of security functions (e.g. message authentication / integrity protection) of an entity to a trust-worthy entity.
	2

	SER-059
	The oneM2M System shall protect the authenticity, Integrity, and Confidentiality of the representation of the delegated access rights.
	

	SER-060
	The oneM2M System shall be able to revoke the representation of the delegated access rights.
	

	SEC-061
	The oneM2M System shall be able to verify the App-ID to support the detection of impersonation or to support revocation.
	2

	NOTE 1:      The above requirement does not cover items outside of the oneM2M System, e.g. Underlying Networks.
NOTE 2:
Geographical location information can be more than simply longitude and latitude.
NOTE 3: Partly supported for Impersonation attacks not supported for Replay attacks.
NOTE 4: The oneM2M System has no means to verify a subscriber’s consent. This requirement is only fulfillable at application level.

NOTE 5: Regarding remote provisioning, Release 1 supports remote provisioning of symmetric key credentials only.


-----------------------End of change 5---------------------------------------------

Changes to Section 6.5
-----------------------Start of change 6-------------------------------------------
[…]
	CHG-002
	The oneM2M System shall support mechanisms to facilitate correlation of charging information (e.g. of a User) collected for M2M Services, M2M Application Services and services provided by Underlying Network Operators.
	Partially implemented in Rel-1
(see note 2)

	CHG-003
	The oneM2M System shall provide means to coordinate charging data records for data usages with differentiated QoS from the Underlying Network.
	Not implemented in Rel-1

	CHG-004
	The oneM2M System shall be able to utilize existing charging mechanisms of Underlying Networks.
	Not implemented in Rel-1
(see note 3)

	CHG-005
	The oneM2M System shall support transfer of the charging information records to the billing domain of the M2M Service Provider, for the purpose of:

· subscriber billing;

· inter-provider billing;

· provider-to-subscriber accounting including additional functions like statistics.
	Implemented in Rel-1

	CHG-006
	The oneM2M System should support generation of charging events for the purpose of requesting resource usage Authorization from the real time credit control system where the subscriber account is located.  The information contained in the charging events and the relevant chargeable events shall be fully specified including mandatory and optional elements (see note 1).
	Not implemented in Rel-1

	NOTE1:
A chargeable event is any activity, a provider may want to charge for that utilizes the resources and related M2M Services offered by such provider. A charging event is the set of charging information needed by the credit control system for resource authorization.
NOTE 2:
Information collected can be sent to the Underlying Networks which may used it for charging.
NOTE 3:
the oneM2M service layer can pass info to Underlying Networks but cannot use Underlying Network mechanism. Charging can be done by Underlying Network. This is covered by CHG-002.
NOTE 4:  only supported in the Infrastructure Node.


-----------------------End of change 6---------------------------------------------

Changes to Section 6.6

-----------------------Start of change 7-------------------------------------------

	OPR-008
	The oneM2M System shall be able to provide the M2M Applications with status information received from the Underlying Network.

	2


-----------------------End of change 7---------------------------------------------

Changes to Section 6.7
-----------------------Start of change 8-------------------------------------------
[…]
	CMR-011
	The oneM2M System shall be able to monitor its own usage of the Underlying Networks over given periods of time: attempted communications, failed attempts and successful attempts.
	Not Implemented in Rel-1

	CMR-012
	The oneM2M System shall be able to restrict its own usage of the Underlying Networks, based on communication policies and on its monitored usage of them, when exchanging data between the M2M Gateway / Device / Infrastructure Domain.
	Not Implemented in Rel-1

	CMR-013
	The oneM2M System shall be able to refrain from using its own usage of the Underlying Networks, based on a time-based back-off procedure configurable in communication policies, when exchanging data between the M2M Gateway / Device / Infrastructure Domain.
	Not Implemented in Rel-1

	CMR-014
	The oneM2M System shall be able to restrict its own usage of the Underlying Networks, based on communication policies and on the date and time, when exchanging data between the M2M Gateway / Device / Infrastructure Domain.
	Not Implemented in Rel-1

	CRPR-015
	The oneM2M System shall be able to identify a series of data (e.g. Time Series Data) and indicate individual data belonging to this series.
	2


[…]

-----------------------End of change 8---------------------------------------------

Changes to Section 6.8
-----------------------Start of change 9-------------------------------------------

[..]
	LWM2M-002
	The oneM2M System shall provide the capability to translate LWM2M Objects into a semantic representation of the LWM2M Object as oneM2M resources.
	


[…]

	LWM2M-006
	When interworking with LWM2M Objects, the oneM2M System shall provide the capability for M2M Applications to discover a LWM2M Object using the LWM2M Object’s identifier. 
	


[…]
-----------------------End of change 9---------------------------------------------
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