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This document is the detailed description of Clause 9 “Security Analysis” in TR-0018. 
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References
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2.1
Normative references

Not applicable.

2.2
Informative references
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.15]
IEC International Standard 62443 series “Industrial communication networks - Network and system security”
[i.16]
oneM2M TS-0003 "Security Solutions"
[i.17]
NIST Special Publications (SP)800-57 “ Guidelines for Derived Personal Identity Verification (PIV) Credentials”
[i.18]  Draft Recommendation ITU-T X.iotsec-1 “ Simple encryption procedure for Internet of Things (IoT) environments”
9. Security Analysis
The use cases in clause 6 have described three categories of smart manufacturing scenarios which include “inside the factory”, “collaborated factories” and “factories connected to remote server/center”. In these scenarios, devices are deployed in multiple networks which construct the factories (such as enterprise network, control system network, supervisory network, field network etc.) and these networks are connected by various types of boundary nodes. Besides, the factories also increase connectivity to the outside for remote facility, data center or remote smart manufacturing services. Therefore, cyber attackers have plenty of opportunities to access a manufacturer’s trade secrets and sensitive production data, or attack against important industrial systems (e.g. control system).
Comparing with other vertical domains, industrial domain has some specific characteristics which may impact on security requirements, such as,

· Real-time: This characteristic is also known as “timely response to events” in industrial domain. For some devices inside the factory, their tasks need to be processed within a certain period of time, especially the sensing and actuating devices in Industrial Automation & Control System (IACS).
· Various protection motivations & different device capabilities: In different industrial systems, the motivation for protection may vary (from normal to high) depending on the importance of asset or data. And the capabilities of device also vary, which means they may provide different resources or complexity of protection mechanisms. Therefore mixed mode of protection solutions is usually required in practical industrial scenarios. 
· Co-existence of multiple networks: In above three categories of industrial scenarios, industrial Ethernet/ fieldbus and enterprise WLAN are deployed for inside factory scenarios; public internet is the necessary network for connecting one factory to another or to remote center.
Considering these characteristics in industrial domain, some international standard organizations have made industrial security standards. For example, IEC have made 62443 series as the standards for IACS and defined 4 security levels (SL) based on various security motivations and device capabilities [i.15]. (SL0 is defined as no security requirements; from SL1 to SL4, the motivation for protection, consumed resources and complexity of protection mechanisms increase; for SL3 and SL4, IACS specific skills are possibly utilized.)
The foundational security requirements in industrial domain are described as follows:

9.1 Identification and Authentication
All users (humans, devices and software processes) need to be identified and authenticated before allowing them to access to certain systems for operating devices or acquiring data. 
The Identification and Authentication function defined in oneM2M TS-0003 [i.16] is in charge of identification and mutual authentication of CSEs and AEs. In the case of all actors in industrial domain are oneM2M compliant nodes, defined mechanisms in TS-0003 are possibly used to identify and authenticate any access request. Methods include using passwords, tokens or location (physical or logical), and not limit to other feasible methods.
9.2 Use Control
Once the user is identified and authenticated, the industrial domain has to restrict the allowed actions to the authorized use of the targeted devices/resources. If a requested operation is covered by the permissions according to the access control policies, the operation is executed, otherwise rejected. 
The requirement of use control additionally includes session lock which is required to prevent access after a period of inactivity, and the limitation of concurrent session which is required for DoS (Denial of Service) prevention.
9.2.1 Authorization
Similarly with the definition of Authorization function in TS-0003, services and data access in industrial domain are authorized to authenticated entities/users according to provisioned Access Control Policies (ACPs) and assigned roles. Identity-based ACP (Access Control List in[i.16]), role-based ACP (RBAC in [i.16]) and rule-based ACP are the common authorization mechanisms.
Besides, an additional requirement of supervisor override exists in industrial domain. The provisioned ACPs and automatically judgement of an action (executed or rejected) are efficient in the practice of industrial automation. But in the event of emergencies or other serious events, a manual override of automated authorization mechanism is needed (especially in control system).
9.2.2 Session lock & concurrent session control
Session lock: The industrial control system may require to prevent further access by initiating a session lock after a configurable time period of inactivity or by manual initiation (although the previous action has been authorized according to the ACP).
Concurrent session control: The industrial control system may require to limit the number of concurrent sessions per interface, for any given user to a configurable number of sessions. A resource starvation DoS might occur if a limitation is not imposed.
9.3 Data Confidentiality
The sensitivity and importance of data in industrial domain may be diverse (see clause 6.6 for classification of application data in industrial domain) . For example, in the case of some control system-generated data (whether at-rest or in transit), this kind of data have a confidential or sensitive nature, therefore data storage and communication channels should be secure. 

Based on the various protection motivations (depending on sensitivity of data) and different device capabilities, different industries may require different levels of encryption strengths for each data category. And the use of cryptography is required to match the value of data, the time period during which the data is confidential and industrial constraints (such as real-time is required for control system). The industrial control system should utilize encryption and hash algorithms such as AES, SHA series, and key size based on generally accepted practices and recommendations [i.17].
Besides using common cryptography mechanisms, security solutions to meet specific industrial requirements are required as follows,
9.3.1 Light-weight encryption
Since the requirement of real-time process could not be met by the standard applications of data encryption algorithms. More specifically, within a packet, data at different positions require different levels of importance consequently security. Therefore, encryption of data at the position that indicates a low security level is considered unnecessary processing overhead. For examples, devices used in control systems are inexpensive, efficient and highly automated, therefore a light-weight encryption procedure might be the best practice for these devices.
A simple encryption procedure is provided by ITU-T [i.18], which significantly reduces the consumed time for encryption and meanwhile protects data confidentiality and integrity. Such light-weight encryption algorithms shall be considered for protecting industrial data, especially for low-cost devices.
9.3.2 Session based encryption
To exchange very sensitive data (such as manufacturer’s trade secrets and sensitive production data), session key shall be utilized for secure sessions. The defined Security Association Establishment procedure in TS-0003 results in a TLS or DTLS session which protect data via secure session establishment. Such secure connection shall be established to protect the confidential and sensitive data in industrial domain.
9.4 System Integrity
The capability to protect system integrity is required in industrial domain, especially the protection of communication integrity and session integrity.

9.4.1 Communication integrity
Many attacks are based on the manipulation of data in transmission. Manipulation in the context of a control system could include the change of measurement values communicated from a sensing device to a receiver, or the alteration of command parameters sent from a control application to an actuating device.
The message integrity code (MIC) is defined in TS-0003 to provide integrity protection for the exchange of messages across reference points. Such cryptographic mechanisms shall be provided to detect the integrity of data in transmission for industrial domain.
9.4.2 Session integrity

Besides protecting data in transmission, the integrity of sessions also needs protection in industrial domain. This integrity focuses on the protection at the session versus packet level (such as prevent session hijacking , insertion of false information into a session). The intent is to establish confidence at each end of a communication session, in the ongoing identity of the other party. But use of session integrity may lead to significant overhead and therefore the use should be considered when real-time communication is required.
9.5 Restricted Data Flow
Some important industrial systems  (e.g. control system) may be disconnected from enterprise network or public networks by using unidirectional gateways, stateful firewalls and DMZs (Demilitarized Zones) to manage the flow of data.
Besides, since the co-existent multiple networks in industrial domain are connected by boundary nodes, these boundary nodes such as gateways, proxies, firewalls shall provide proper capabilities to restrict or prohibit network access in accordance with provisioned security policies and an assessment of risk.
9.6 Conclusion
Considering the specific security requirements and the best practice of industrial domain, enhancement of security  solutions shall be considered in the future oneM2M releases.
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