Doc# REQ-2016-xxxx-TR-0026-_Vehicular_Domain_Enablement_Clause_6_ Vehicular_Domain_Use_Cases.doc

	Input Contribution

	Meeting ID*
	REQ 21

	Title:*
	TR-0026-Vehicular_Domain_Enablement_Clause_6

	Source:*
	Hiroyuki Kubo, Hitachi, hiroyuki.kubo.do@hitachi.com
Jiaxin Yin, Huawei, yinjiaxin@huawei.com
Dongjoo Kim, LG Electronics, dongjoo7.kim@lge.com

	Uploaded Date:*
	2016-01-08

	Document(s) 

Impacted*
	WI 0046

oneM2M-TR-0018-Vehicular-Domain-Enablement-V0-1-0.DOC

	Intended purpose of

document:*
	 FORMCHECKBOX 
 Decision

 FORMCHECKBOX 
 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	Agree for inclusion in TR-0026.

	Template Version:23 February 2015 (Dot not modify)


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

This contribution moves vehicular domain use cases from Clause 11 of TR0001  to Clause 6 of TR0026.
6
Vehicular Domain Use Cases

6.1
Vehicle Diagnostic & Maintenance Report

6.1.1
Description

The Vehicle Service Centre wants to help the vehicle owner to be aware of the status of the vehicle and remind them to maintain the vehicle in a timely manner to avoid any damages. 

Hence the Vehicle Service Centre needs to obtain and analyse data from the vehicle periodically. Based on the analysis result, it will notify to the vehicle owner showing what's going on with the vehicle —in simple language and images together with some maintenance suggestions.

6.1.2
Source

oneM2M-REQ-2012-0067R03 Vehicle Stolen and Vehicle Diagnostics 
6.1.3 Actors

· Vehicle Owner: 
By reading the Vehicle Diagnostic & Maintenance Report sent from the Vehicle Service Centre, the vehicle owner would decide whether to maintain his/her vehicle.
· Vehicle Service Centre: 
It operates a service platform for diagnostics and maintenance of vehicles, obtains and analyzes the diagnostics data from the vehicle. It will also send vehicle Diagnostic & Maintenance Report in e-mail together with maintenance suggestions to the vehicle owner. 

· Mobile Communication Network Operator:
As the transmission medium, it supports the network services between Vehicle Service Centre and Vehicle for the information transmission.
·  M2M Device: 
It is embedded in a vehicle, which is used to send information to Vehicle Service Centre and implement diagnostics function from Vehicle Service Centre.
6.1.4
Pre-conditions

The vehicle supports the diagnostics pre-configured to report the diagnostics data collected from sensors within the vehicle periodically.

The vehicle is already ignited

6.1.5
Triggers

None
6.1.6

Normal Flow

[image: image1.emf]
Figure 6.1-1 Vehicle Diagnostics Normal Flow
1. The vehicle collects the diagnostics data from sensors within the vehicle and sends it to the Vehicle Service Centre. The diagnostics data includes information from Engine and Transmission System, Stability Control System, Air Bag System, Emission System, Antilock Brake System and so on. The information includes tyre pressure, odometer data, life of engine oil, engine and gear-box status, antilock braking system status etc.

2. The Vehicle Service Centre sends the diagnostics data to the “Vehicle Detection M2M Application”. This M2M application receives and analyzes the diagnostics data.

3. The “Vehicle Detection M2M Application” finds that the Brake pads need to be replaced. It queries the maintenance services provided by “Vehicle Resolution M2M Application” and gets the information of the company who can provide the components.

4. The “Vehicle Detection M2M Application” finally sends the Diagnostic & Maintenance Report to the vehicle owner together with the suggested component providers either by email or alert message displayed in the vehicle terminal.

5. The vehicle owner will decide whether to maintain his/her vehicle based on the Diagnostic & Maintenance Report.

6.1.7
Alternative Flow
None
6.1.8
Post-conditions
For normal flow, the vehicle owner maintains his/her vehicle according to the Diagnostic & Maintenance report in time.

6.1.9
High Level Illustration

[image: image2.emf]
Figure 6.1-2 Vehicle diagnostics Normal Flow

6.1.10
Potential Requirements

1. The M2M application System shall enable the M2M Devices to exchange M2M application to diagnostic data periodically with the M2M Application in the network domain.

2. The M2M System shall enable the M2M Application to configure the notification interval in the M2M Devices.

3. The M2M system shall support a mechanism to describe the syntax and semantics format of the M2M application diagnostics data exchanged between the M2M Devices and the M2M Application in the network domain.

6.2
Use Case on Remote Maintenance Services

6.2.1
Description

This use case introduces a remote maintenance service for the automobiles (cars).

Because integrity of the cars is a matter of human life, the remote maintenance service of the car (treated as M2M Gateway in this use case) should be strongly secured.

Therefore, the integrity measurements both before and after the remote maintenance operation should also be severely performed.

One of the methods to endorse the measurement process might be guaranteed by HSM (Hardware Security Modules) in the M2M Gateway. This method provides the higher reliability level than that by the software emulator, the decision on the level of security is based on the information sent to the center. In the HSM method, this case, the integrity measurement report is can be made by HSM through an internal the mechanism in the HSM and put in the electronic signature/ by the key in the HSM. 

This use case is derived from the automobiles, but the similar case of the remote maintenance services could be considered with Medical equipment, Household applications, financial transaction terminals and Industrial control and machinery.
6.2.2
Source

oneM2M-REQ-2013-0188R06 Use Case Remote Maintenance 
6.2.3
Actors

Relevant to the name in the figure in clause 6.2.9
, High Level Illustration:
· Car: the machine works as a M2M Gateway in which M2M Device(s) is implemented as the parts of it.

· Center: the M2M Platform which provides remote maintenance. 

· The Hardware Security Module (HSM): a module in the M2M Gateway (e.g. Trusted Platform Module) that helps determining the level of security functions to endorse the integrity measurement process and holds the electronic signature key.

· A white list: data base which is accessed by the center may be used for verifying the integrity measurement report from the M2M Gateway (car), using a secure communication protocol e.g. Trusted Network Connect TNC protocol.

· Support software: installable software module to check the integrity of the Car assisted by TPM or the emulator and to support the newly implemented M2M Device(s) (i.e. sensor(s)).

6.2.4
Pre-conditions

Center recognizes the software which is installed in the Car to shall be updated. 
6.2.5
Triggers

None
6.2.6
Normal Flow

1. Mutual authentication between the Car (M2M Gateway) and the Center (M2M Platform) is performed.

2. Center requests the Car to report the integrity check on that Car.

3. Support software which is installed in the Car runs integrity check of the Car assisted by TPM or the emulator.

4. Generated integrity status/configuration information report is endorsed by the hardware key which is protected by TPM. This report may contain a detection of the newly implemented sensor(s) (M2M Device(s)).

5. Support software sends the report based on TNC (Trusted Network Connect, which is application level secure communication protocol) to the Center.

6. Center verifies the report securely based on the White list which is based outside the M2M network.

7. Center determines whether the Car contains the software which shall be updated.

8. Center selects corresponding software modules.

9. Center delivers the support software module to the Car.

10. The support software is applied at the Car.

11. The applied result endorsed by the device key (actual process is done by TPM or the emulator) is reported to the Center.

12. Center side confirms the completion of delivery/embedding.

13. Center side stores the sequence of operations log as certifiable evidence for indemnity.

6.2.7

Alternative Flow
None
6.2.8
Post-conditions

Newly installed software/sensor(s) is correctly identified as authorized part(s) on the Car, and working correctly with installed support software. The Car’s integrity status/configuration information data which is endorsed by the hardware key which is protected by TPM or the emulator is sent to the Center side.

6.2.9
High Level Illustration
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Figure 6.2-1 Remote Maintenance Flow
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Figure 6.2-2 Remote Maintenance High Level Illustration

6.2.10
Potential Requirements

1. The M2M service SHALL be able to provide the mechanism for authorization for integrity-checking and installing processes of software/hardware/firmware component(s) on M2M Device(s). 

2. The M2M system SHALL be able to support authentication using device key on the integrity check for M2M Device(s).

3. The M2M Device SHALL be able to support HSM (Hardware Security Module) to protect its integrity depending on the security level requirement.

6.3
Traffic Accident Information Collection

6.3.1
Description

The Intelligent Transportation System (ITS) is mainly used for avoiding collision of vehicles. If doing some extension, an ITS can also be used for other purposes such as electronic payment of road tolls, traffic information collection and broadcast, local service advertisements, etc. 

 It is for sure that the ITS will save a lot of lives, but some traffic accidents will occur any way. So we still need rescue teams to go to the accident sites to help the victims and police to ease the traffic jam caused by the accident. A rescue team can make a more proper rescue plan if they are able to see the scene of accident. Similarly police can make a better traffic control plan if they are able to get an overview of traffic situation near the accident site.

This use case will show how the M2M technologies can help people to timely access to the detailed information of a traffic accident.
6.3.2
Source

oneM2M-REQ-2013-0264R05 Use Case Traffic Accident Information Collection
Note: From [i.10] ETSI TR 102 638

6.3.3
Actors

M2M Platform: It stores M2M data and runs M2M applications. It provides various M2M services to M2M service subscribers.

ITS Center: It is responsible for managing ITS on M2M Platform. It decides what service is provided to an ITS service subscriber.

Police Station: It is a subscriber of ITS service on M2M platform and responsible for controlling the traffic.

Rescue Center: It is a subscriber of ITS service on M2M platform and responsible for carrying out rescue missions.

ITS-Station (ITS-S): It is a kind of M2M Device installed in vehicles. It broadcast its travel status in a fixed interval in order to inform other ITS-S where it is. The ITS-S is equipped with a digital camera used for taking pictures according to the command given by a driver, ITS center or ITS-S itself. The ITS-S is able to communicate with M2M Platform through wireless network or a RSU using Dedicated Short Range Communications (DSRC). 

Road Side Unit (RSU): It is a kind of M2M Gateway installed at roadside. The RSU is able to communicate with ITS-S using DSRC and communicate with M2M Platform through wired or wireless network.

6.3.4
Pre-conditions
The ITS-Ss are equipped with a digital camera. 

The ITS-Ss nearby the accident site are able to connect to M2M platform through either the wireless network or a RSU.

Police Station and Rescue Center are the subscribers of ITS services.
6.3.5
Triggers

There are two ways to start an accident reporting process. One is the ITS-S involved in an accident detects the crash and then starts an accident reporting process automatically; the other is a driver in a passing by vehicle manually starts an accident reporting process through giving a command to the ITS-S in his vehicle.
6.3.6
Normal Flow

1. The ITS-S in the vehicle that is directly involved in an accident detects a crash has happened, and then starts an accident reporting process automatically.

2. An accident reporting process may also be started manually. For example, a driver of a vehicle that is passing by the accident site stops and then manually starts an accident reporting process through giving a command to the ITS-S in his vehicle.

3. The ITS-S first takes some pictures with its digital camera, and then uses these pictures together with current time and geographical coordinates to generate an accident report. This report shall be signed by the ITS-S.

4. The ITS-S tries to connect to M2M Platform and then sends the accident report to the M2M Platform. (step 1 in figure 6.3-1
)

5. There are two ways for an ITS-S to connect to the M2M Platform. One is through wireless network; the other is through a nearby RSU using DSRC.

6. The M2M Platform receives and verifies the accident report, and then does some necessary analysis. The analysis result will be pushed to the subscribers, i.e. the Police Station and the Rescue Center.

7. The subscribers receive, verify and parse the information coming from M2M platform, and then do some necessary analysis. Based on different situation the subscribers may ask the M2M Platform to provide further information.

8. In this scenario the Police Station asks the M2M Platform to provide an overview of the traffic situation near the accident site, and the Rescue Center asks the M2M Platform to provide more visual information about the accident. These service requirements are submitted to the M2M Platform.

9. The M2M Platform receives and verifies the service requirements from Police Station and Rescue Center, and then sends data collection commands to the ITS-S that originally sends the accident report. (step 2 in figure 6.3-1
)

10. The command generated for Police Station requires the ITS-Ss near the accident site to report their travel status. 

11. The command generated for Rescue Center requires the ITS-Ss around the accident site to provide pictures.

12. The ITS-S that originally sent the accident report receives the commands sent from the M2M Platform. It verifies and parses the commands, and then broadcasts the commands that should be broadcasted. (step 3 in figure 6.3-1
)

13. In this scenario the broadcasted commands are generated by the M2M platform for Police Station and Rescue Center respectively.

14. The ITS-Ss nearby the accident site receive, verify, parse and execute received commands, i.e. take pictures, get current travel status, generate reports, sign the reports and upload signed reports to M2M Platform. These reports could be sent anonymously. (step 4 in figure 6.3-1
)

15. Some commands need to be rebroadcasted within a predetermined area and predetermined period of time. (step 5 in figure 6.3-1
)

16. In this scenario the command generated for the Police Station needs to be rebroadcasted. The ITS-Ss receive this command will only report their travel status. (step 6 in figure 6.3-1
)

17. M2M Platform accumulates and verifies the reports uploaded by the ITS-Ss, and then generates a report contain visual information about the accident scene for the Rescue Center and a report about traffic situation near the accident site. These reports will be pushed to Rescue Center and Police Station respectively. 

18. The Rescue Center analyzes the report about the accident scene, and then makes a proper rescue plan. The Police Station analyzes the report about traffic situation, and then makes a proper travel control plan.

6.3.7
Alternative Flow

None
6.3.8
Post-conditions

Based on the detailed information provided by the ITS service on the M2M platform, the rescue team can make a proper rescue plan, and the police can make a proper travel control plan.
6.3.9
High Level Illustration

[image: image5.emf] 

Wide Area Network

RSU

[Gateway ]

M2 M

Platform

I

T

S

-

S

[

b

]

I

T

S

-

S

[

a

]

ITS-S[d]

ITS-S

ITS-S[c]

ITS-S ITS-S

ITS-S[e]

crash

ITS

Center

Police 

Station

Rescue

Center

1

2

5

3

4 6


Figure 6.3-1 High Level Illustration of Traffic Accident Information Collection

6.3.10
Potential Requirements

1. A M2M System shall support communication between M2M Platform and a M2M device either directly or via a gateway.

2. A M2M System shall be able to exchange information between M2M applications via M2M Platform.

3. A M2M System shall be able to take actions according to the received service requests from M2M Applications.

4. A M2M system shall be able to support service requests from M2M applications for communication with QoS requirement, such as, higher delivery priority, reliable delivery, etc.

5. A M2M System shall support mutual-authentication among M2M device, M2M gateway, M2M platform and M2M Application.

6. The information sent by a M2M device or the M2M platform or a M2M application shall use cryptographic technology to ensure information authentication and information integrity.

7. A M2M system shall permit information being provided in anonymous way.

8. A command issued by a M2M System shall be able to have time expiration or geography restriction.

6.4
Fleet Management Service using DTG (Digital Tachograph)

6.4.1
Description

“DTG-based fleet management service” is the fleet management services utilizing DTG data and related service, to facilitate extensive service features of fleet management. 
DTG provides vehicle data such as driving speed, RPM (Revolution Per Minute), brake’s status, and mileage, etc.

DTG data management service, based on M2M gateway and DTG data management server, reports and manages DTG data in real-time to store it in the memory of M2M device in vehicle at a certain rate (i.e. one second in this case) to submit it to the national authority or transfer it to central office managing the data in a server. 

The fleet management service utilizing the above mentioned service functionality provides advanced service features such as the precise quest of vehicles based on location and the tracking of cargo along with the route of the carrier vehicle, by means of the capability of remote monitoring and control of vehicle status provided by the DTG data management service.
6.4.2
Source

oneM2M-REQ-2013-0219R01 Use case – Fleet management using DTG 
6.4.3
Actors

· DTG device manufacturer to provide DTG devices and DTG management system 

· M2M device manufacturer to provide M2M gateway and related functionalities 

· The service provider for fleet management service using DTG

· The network provider supporting the communication for fleet management service

· The national agency that manages and operates DTG data (in case of Korea)

6.4.4
Pre-conditions

· The DTG device records the DTG data occasionally or periodically to transfer it to an application server through M2M Gateway.

· M2M service gateway delivers the DTG data, useful to fleet management service, from terminal system to the application server.

· Application server provides fleet management service, using DTG data, to customer. 

· A taxi call service provider operates fleet management service using DTG data, such as for reporting the taxi location and passenger status and for call arrangement. 

· A bus traffic service provider operates fleet management service using DTG data, including for providing guide information on bus arrival/estimated time, bus schedules on web-site, and status information such as route and air pressure of tire, etc.

· A fleet management service provider of truck operates fleet management service based on vehicle information (location, route, gas, tire pressure etc.) and peripheral device information (temperature, humidity, door lock and goods weight etc.)

6.4.5
Triggers

The following triggers could initiate the information exchanging process according to the flows described hereafter followings:

· Creation of DTG data that M2M device occasionally or periodically transfers to an application server.

· Arrangement of taxi service calls delivered to a DTG device.

· Report of information about vehicle location and route to application server.

6.4.6
Normal Flow

DTG service (Common service)

· DTG data is periodically (normally once in a second in this case) transferred and stored into DTG management server, and when in case of an event of accident, the data is stored at an immediate mode. (within 10ms in this case).

· The DTG data stored in DTG device will be transferred to DTG management server periodically, and once after the engine stopped.

· The DTG management server stores DTG data and accident event file which is to be posted onto the web site of national agency.

· Analysis of DTG data and accident data to provide driving behavioural habits (quick start/stop, excessive speed) or the accident causes.

[image: image6.emf]
Figure 6.4-1 Taxi Call Service Normal Flow

Taxi call service
· Terminal system occasionally or periodically reports location, passenger status information to application server (FMS server). 

· Customer requests taxi call service to the taxi call center through a phone call or smart phone application.

· Taxi call center sends call request to a terminal system in the taxi through the application server.

· The taxi driver accepts the call request through the terminal system, and then the taxi will come to the customer’s location.

[image: image7.emf]
Figure 6.4-2 Normal Flow - Fleet Management Service (Truck)

Fleet Management Service (Truck)
· Terminal system occasionally or periodically reports the vehicle status information including the location, current route, ignition status, terminal version, and driver information to application server (FMS server).

· When the application server receives the information, it delivers it to logistic management center.

· Terminal system also reports the peripheral information (air pressure of tire, gas gauge, temperature, humidity, door lock etc.) to the logistics management center through the application server.

· Logistic management center can request the information about vehicle itself or peripheral device, to enforce possible controls to them when it is needed.

· Terminal system reports the emergency events, such as fire in car, unlocked doors when unattended, and puncture while driving, etc. to FMS server 

[image: image8.emf]
Figure 6.4-3 Normal Flow - Fleet Management Service (Bus)

Fleet Management Service (Bus)
· When the application server receives the vehicle information (engine ignition, terminal version, car S/N, and driver ID, etc.) from terminal system, it provides the received information to the BTS management server.

· BTS management server sends time schedule, route of bus and the fare information to terminal system through the application server (FMS server).

· Terminal system sets the time schedule, the route, and the fare information. And then it occasionally or periodically reports its location and the driving route to application server.

· Terminal system also reports the information about peripheral devices such as air pressure of tire, gas gauge level, and bus fare status to BTS management server occasionally or periodically.

· BTS management server provides an arrival/estimated time and a bus schedule on web-site.

6.4.7
Alternative Flow
None
6.4.8
Post-conditions

None
6.4.9
High Level Illustration

[image: image9.emf]
Figure 6.4-4 High Level Illustration Fleet Management

6.4.10
Potential Requirements

1. Provisioning, installation, configuration and registration method of terminal system

· Especially for the case of overlapping two different system for DTG management system (owns and manages the device) and the application system using DTG data (utilising the data from the device).

2. DTG/FMS data storing method and delivery protocol

· There is no dominant standard specifying data formats and protocols for vehicle related applications.

3. Vehicle location based service method

· M2M service platform is expected to provide the service capability supporting location based service.

4. Control, configuration, error logging, and management method for the terminal system Over The Air.

· M2M service platform is expected to provide the service capability supporting the Over The Air management.

6.5
Use cases for Electronic Toll Collection (ETC) service

6.5.1
Description

ETC is an important part of Intelligent Transportation System (ITS). It is vigorously promoted in many countries. 
ETC aims to eliminate the delay on toll roads by collecting tolls electronically. ETC determines whether the vehicles passing are enrolled in the program, alerts enforcers for those that are not, and electronically debits the accounts of registered vehicle owners without requiring them to stop.
In the ETC Use Case, On Board Unit (OBU) is a dedicated device located in the vehicle and it can communicate with the local RSUs only. Stated differently, the communication between OBU and ETC platform is via the RSUs. With a vehicle moving, the OBU would connect to the next RSU and release connection with the previous RSU. It is necessary for the OBU to 'register' with ETC Service Platform for receiving M2M system services. The term 'registration' here refers to an OBU having its contextual information available at the ETC Service Platform.  Such registration information is for the duration of an OBU being subscribed to services from the ETC Service Platform. At the same time, OBU 'registers' with local RSUs also, as OBU connects to different RSUs. Such registration context at the RSUs is temporary, and gets released as the OBU moves out of the range of the RSU and connects to the next RSU. The OBU uses its connectivity with local RSUs for achieving communication with ETC Service Platform.
As regards the 'registration context' between the OBU and the ETC Service Platform, the contextual information needs to reflect the complete profile of the OBU at the ETC Service Platform. Such information can include OBU identity, credentials, service subscription information, payment history, account balance etc. This is referred to here as 'full registration'. 

As regards the 'registration context' between the OBU and the RSU, such contextual information is a subset of the contextual information at the ETC Service Platform for the said OBU. The information in this subset needs to be sufficient for the RSU to identify the OBU to the ETC Service Platform for the OBU to receive desired services without compromising any sensitive information to the RSU. This is referred to here as 'lightweight registration'

6.5.2
Source

REQ-2014-0431R03 Use cases for Electronic Toll Collection (ETC) service  

REQ-2014-0449R02 Use cases for Electronic Toll Collection (ETC) service 
6.5.3
Actors

· Vehicle Owner enrolls for ETC service. 
· On Board Unit (OBU) is a M2M device used to store information such as identifier of the vehicle. The OBU typically does not communicate with the ETC Service Platform directly while receiving services. Direct communication between OBU and the ETC Service Platform may however be supported, out of band, for example for subscribing for ETC services.

· Road Side Unit (RSU) is a device which is an intermediate entity and is available to connect from OBU to the ETC Service Platform. Typical role of RSU can be implemented as an M2M gateway, and it may provide other functions as well (e.g., traffic light control, barrier control etc.).

· ETC Service Platform is responsible for collecting the information regarding the OBU via the RSU, including information such as location information from the RSU.

· ETC Service Provider provides its own M2M services for the user (OBU) through the ETC Service Platform.

6.5.4
Pre-conditions

· Vehicle owner enrolls his/her vehicle for ETC services.
· All RSUs have their respective context (registration information) available at the ETC Service Platform.
6.5.5
Triggers

A vehicle equipped with OBU drives close to an electronic road charging station which equipped with RSU.
6.5.6
Normal Flow
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Figure 6.5-1 Normal Flow for Electronic Toll Collection (ETC) service

1. Vehicle owner subscribes to ETC services and the OBU is 'registered' with the ETC Service Platform. All RSUs are also registered with the ETC Service Platform.
Note: The term 'registration' refers to communication and resulting contextual information of the registering entity at the registered entity.

2. When the vehicle goes to a highway entrance (location A), OBU registers with RSU-A.
3. The Vehicle (OBU) sends a request to ETC Service Platform via RSU-A asking for permission to pass through.
4. RSU-A forwards the request from the OBU along with its own identifying information e.g. location information, to the ETC Service Platform.
5. ETC Service Platform processes the request for the OBU, received from RSU-A, and responds to RSU-A. The processing at ETC Service Platform can include charging the 'toll' to OBU account and updating account balance etc., for the OBU. The response to RSU-A includes the recommended action for the OBU for pass through.

6. RSU-A decides whether vehicle can pass through according to the response from the ETC Service Platform.
7. The vehicle drives to the highway exit at location B, and OBU registers to RSU at location B (RSU-B).
8. The vehicle sends a request to ETC Service Platform via RSU-B asking for permission for pass through.
9. RSU-B forwards the request for the OBU along with its own information e.g. location information to the ETC Service Platform.
10. ETC Service Platform processes the request for the OBU received from RSU-B. The processing at ETC Service Platform can include charging the 'toll' to OBU and updating account balance etc. for the OBU. The ETC Service Platform may communicate with the ETC Service Provider, as needed, while processing the request from the OBU. 

11. ETC Service Platform responds to RSU-B by including information such as the recommended action for the OBU to pass through. 
12. RSU-B decides whether vehicle can pass through according to the response from the ETC Service Platform.
6.5.7
Alternative Flow
None
6.5.8
Post-conditions

None
6.5.9
High Level Illustration
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Figure 6.5-2 High Level Illustration for Electronic Toll Collection (ETC) service
6.5.10
Potential Requirements

1. The M2M system shall provide the capability for an M2M device to maintain registration with multiple entities simultaneously. 

2. The registration shall be able to include information that identify the peer entity, and other information such as its management privilege, subscription etc., that are necessary for the conduct of the respective peer relationships.

3. It shall be possible for some registrations to hold the complete set of information context about the peer entity. This is refereed to as "full registration".

4. It shall be possible for some registrations to hold only a subset of information context about the peer entity. This is referred to as "lightweight registration".

5. It shall be possible for "lightweight registration" at different entities that pertain to a common peer entity, to hold different sets of information, if needed, about the common peer entity. 

6. It shall be possible to correlate the "full registration" and the "lightweight registration" that pertain to a common peer entity. 

7. It shall be possible to distinguish the "full registrations" and the "lightweight registrations" that pertain to a common peer entity.

6.6
Use cases for Taxi Advertisement

6.6.1
Description

For the taxi advertisement device, it does NOT need to access to the network during the day when the network is busy (e.g. from 8:00 to 23:00), but need to access the network at night when the network is idle (e.g. from 23:00 to 8:00) to download a large number of advertisement data. 

6.6.2
Source

REQ-2014-0467R02 Use case for taxi advertisement 
6.6.3
Actors

· Taxi advertisement device, which can download advertisement data from advertisement data server through M2M service platform and show to passengers.  

· The M2M service platform, which can control the taxi advertisement device and its access to the network 

· Advertisement data server, which can provide advertisement data for the advertisement device to download

6.6.4
Pre-conditions

The taxi advertisement device and the advertisement data server registered to the M2M service platform. 

6.6.5
Triggers

The taxi advertisement device accesses to the advertisement data server though M2M platform to download data.

6.6.7
Normal Flow
· The taxi advertisement device accesses to the advertisement data server through M2M platform.

· The M2M service platform checks the time policy. If current time is permitted, it allows the device to access the advertisement data server. Otherwise, it denies access and instructs the taxi advertisement device not to access the advertisement data server until the time when access is permitted.

· When access is permitted the taxi advertisement device downloads data from advertisement data server.

6.6.7
Alternative Flow
None
6.6.8
Post-conditions

None
6.6.9
High Level Illustration
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Figure 6.6-1 High Level Illustration of Taxi advert use case

6.6.10
Potential Requirements

The M2M service platform shall be able to support the time-based policies to access the Underlying network.  
6.7
Use Case on Vehicle Data Service

6.7.1
Description

This use case introduces several services based on various data collected by sensor devices via smart vehicle (vehicle with on-board communication system) which is regarded as M2M gateway.
The sensor devices may be located in the vehicle but may also be located outside the vehicle, e.g. on the road side. Some sensor devices are equipped with M2M area network module and measure individual data. The smart vehicle connects to the sensor devices and collects data from sensor devices by using the M2M area network technology such as Wireless LAN, ZigBee, Bluetooth, etc., and sends the data to application server in infrastructure domain via mobile network.

Management server and Application Server in the M2M infrastructure domain connect to the smart vehicle via a mobile network in order to control its configurations updating software and exchanging M2M data (e.g. updating a map).

It is important to observe that the smart vehicle as M2M gateway has mobility. For instance, there are possibilities for a mobile device to simultaneously connect to many sensor devices, and to newly connect to sensor devices which have never been connected before.

This use case illustrates potential requirements from the use case of services utilizing mobile device.

6.7.2
Source 

REQ-2014-0472R06: Use Case on Vehicle Data Services 
6.7.3
Actors

· M2M Device: In-vehicle sensor device and outdoor sensor device. In-vehicle sensor includes on-board (built-in) sensor used for monitoring of machine health and also sensor on user carry-on device, such as smart phone and wearable device like Fitbit™, Nike Fuelband™, Sony SmartBand™ for example. In-vehicle sensor may monitor status of machine health (diagnosis), mobility, passenger’s health and environment. Outdoor sensor device may be located outdoor and monitor roadway infrastructure, agriculture, property (surveillance) and utility (telemetering), for example. It may be equipped with several kind of communication protocol.

· M2M Area Network: Area network which connects M2M Device with M2M Gateway and also provides connectivity among M2M Gateways. It may include Wireless LAN, Bluetooth, ZigBee and Ethernet.

· M2M Gateway: On-board communication system equipped on the smart vehicle, which communicates with M2M Devices and other M2M Gateways via M2M Area Network and also communicates with Application Servers and Management Servers via Mobile Network.

· Mobile Network: Network which has functions to transfer data and control messages between M2M Gateway and M2M Application Server/Management Server. It may include cellular base station.

· M2M Management Server: Server which manages M2M applications in M2M Gateway and M2M Device by installing, uninstalling and updating them.

· M2M Application Server: Server which maintains database and provides the data access services such as accepting data publication from and issuing data subscription to M2M Gateway/Device. This server also manages non-M2M applications such as navigation system as well as contents such as map data in M2M Gateway and M2M Device by installing, uninstalling and updating them. 

6.7.4
Pre-conditions
· It is possible to establish a connection among M2M Application Server, M2M Management Server and Smart Vehicle via Mobile Network.

· It is possible to establish a connection between Smart Vehicle and M2M Device and among Smart Vehicles via M2M Area Network.

· The M2M Gateway has been configured by the M2M Management Server.

· The M2M Device has not yet been configured by the M2M Management Server.

6.7.5
Triggers
Subject to capabilities of the M2M Area Network, the M2M Device detects a M2M Gateway that can be associated, or vice versa. The association may require explicit operation (permission) for that association by users (e.g. owners of Gateway and/or Device) or administrator (a manufacturer of Gateway and/or Device and/or Management Server). Examples are below:
· Sensors are built into the smart vehicle at the factory (Permanent Association, no triggering is needed).

· Sensors are equipped to the smart vehicle after market, e.g. at auto dealers or auto parts stores. Triggering occurs when the smart vehicle is being equipped with the new sensor

· Users bring sensors with user carry-on devices into the smart vehicle.

· The smart vehicle detects nearby outdoor sensors.

· The smart vehicle detects other smart vehicles nearby.

6.7.6
Normal Flow

M2M Configuration step: Management Server configures M2M Device

Upon triggering, i.e. when the M2M Device detects a M2M Gateway that can be associated or the M2M Gateway detects a M2M Device that can be associated the following sequence is initiated:

M2M Gateway establishes a connection to M2M Device (or the M2M Device establishes the connection to the M2M Gateway) via the M2M Area Network.

M2M Device sends its attribute information (e.g. type of device, service certificates of the device, required application software, etc.) to the M2M Gateway.

M2M Gateway establishes a connection to the M2M Management Server via Mobile Network.

M2M Gateway relays the attribute information to Management Server.

M2M Management Server provides M2M Gateway with the appropriate software and configuration data for the M2M Device.

M2M Gateway relays the software and configuration data to M2M Device.

M2M Device configures itself according to the software and configuration data.
Transmission of data between M2M Device and M2M Application Server 

· Data Publication of M2M Device

· M2M Gateway (re-)establishes a connection to M2M Device via M2M Area Network.

· M2M Device publishes measured data to M2M Gateway.

· M2M Gateway establishes a connection to M2M Application Server via Mobile Network.

· M2M Gateway relays the data to M2M Application Server.

· M2M Application Server receives the data.

Data Subscription from M2M Application Server

· M2M Gateway establishes a connection to M2M Application Server via Mobile Network.

· M2M Application Server sends M2M Gateway attribute information of data in need.

· M2M Gateway (re-)establishes a connection to M2M Device via M2M Area Network.

· M2M Gateway relays the attribute information to M2M Device.

· M2M Device publishes measured data that meets the attribute information to M2M Gateway.

· M2M Gateway relays the data to Application Server.

· Application Server receives the data.

Update of non-M2M Application 1: M2M Application Server and M2M Gateway

· M2M Gateway establishes a connection to M2M Application Server via Mobile Network.

· M2M Gateway sends its attribute information to M2M Application Server.

· M2M Application Server provides M2M Gateway with the appropriate software, its configuration data and contents such as map.

· M2M Gateway configures itself according to the software, configuration data, etc.

Update of non-M2M Application 2: M2M Application Server and M2M Device

· M2M Device establishes a connection to M2M Gateway via M2M Area Network.

· M2M Device sends its attribute information to M2M Gateway.

· M2M Gateway establishes a connection to M2M Application Server via Mobile Network.

· M2M Gateway relays the attribute information to M2M Application Server.

· M2M Application Server provides M2M Gateway with the appropriate software and configuration data.

· M2M Gateway relays the configuration software and data to M2M Device.

· M2M Device configures itself according to the software and configuration data.

6.7.7
Alternative Flow 
Alternative Flow 1
This alternative flow may occur in the case where the M2M Gateway only occasionally connects to devices and servers – e.g. via M2M Area networks that can only occasionally be used.

· M2M Gateway Opportunistic Communication (Store and Forward)

· M2M Gateway may store data that are destined to M2M Device, M2M Management Server and M2M Application Server.

· M2M Gateway may send the stored data to other M2M Gateway.

· Both, the originator and the other M2M Gateway may deliver the stored data to the destination when connected.

· M2M Gateway may erase the stored data that has been already sent to the destination.

Alternative Flow 2
This variant flow may occur in the case where the M2M Gateway processes the data flow between M2M

Gateway and M2M Application Server.
· M2M Gateway Data Processing
· M2M Gateway may aggregate, statistically summarize (e.g. average) and/or erase data based on criteria that are indicated in the data subscription or the configuration data from M2M Application Server. 

Alternative Flow 3
This variant flow may occur in cases where the M2M Gateway broadcasts its interest to subscribe to specific data to all M2M Devices in its vicinity.
· M2M Gateway Cross Layer Optimization

· M2M Gateway may indicate a full or part of data subscription (attribute information of data in need) in wireless pre-association information such as beacon.

· Smart Vehicle and Wi-Fi Hotspot may periodically broadcast beacon that contains the subscription in order to prevent sensor devices from establishing unnecessary connection and wasting radio resources as well as battery power.

Note:  M2M Application Data Security (TBD)
6.7.8
Post-conditions
· M2M Application Server stores data and provides data access service via API for user applications.

· M2M Devices and M2M Gateways are well maintained by M2M Management Server and M2M Application Server.

6.7.9
High Level Illustration 
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6.7.10
Potential requirements          

1. The oneM2M System shall enable discovery of M2M Application Servers, M2M Management Servers and M2M Devices available to an M2M Gateway for data exchange. 

2. The oneM2M System shall enable discovery of M2M Gateways available to a M2M Management Server and an M2M Device for data exchange.

3. The oneM2M System shall be able to support the capabilities for data repository (i.e. to collect/store) and for data transfer from one or more M2M Devices or M2M Gateways, for delivery to one or more M2M Gateways via M2M Area Network without any assistance or instruction of M2M Management Servers and M2M Application Servers. 

4. Upon request from M2M Application Server, an M2M Gateway shall enable functions that pre-process (e.g. average) M2M data before providing them to the recipient.

5. Upon request, an M2M Gateway shall enable functions that erase M2M data (e.g. that have been sent or could not be sent to the recipient within a certain time) based on criteria from an M2M Application Server.

6. An M2M Gateway and/or an M2M Device shall be able to broadcast to all M2M Devices and/or M2M Gateways in the vicinity its need to receive/deliver specific data.

7. M2M Gateway and/or M2M Device shall be able to establish a connection to each other if it is able to receive/deliver the required specific data.

6.8
Smart Automatic Driving
6.8.1
Description

An attention to an automatic driving is increasing. An automatic driving technology normally superimposes dynamic information gathered by car-mounted sensors and/or cameras on a static high-definition map. It makes possible to calculate the way which is appropriate for the vehicle to take.
Because an automatic driving vehicle gathers dynamic surrounding circumstances by sensors and/or cameras, the coverage of the vehicle’s perception is normally almost a few hundreds of meters. Therefore, the automatic driving vehicle is forced to make a sharp lane change, a sudden stop or a return of its control to a driver at the worst in a case of unusual state such as a crash, a road work or a dropping on the road. 
In order to make a smooth lane change, a gradual slow down or a fully prepared return of its control to a driver even in such unusual states, the system which can collect current road conditions and feedback credible information to relevant vehicles is required. The information can be used by each vehicle to calculate the driving way such as a lane, path or speed.
6.8.2
Source 

REQ-2015-0554-Smart Automatic Driving
6.8.3
Actors 

· Vehicle Driving Support Centre:

It distributes high-definition maps to vehicles supporting an automatic driving. Furthermore, it collects unusual states from vehicles on the road, validates its credibility and feeds back credible information to relevant vehicles.
· OneM2M System:

It connects between the vehicle driving support centre and vehicles.
· Vehicles:

The automatic driving vehicles have multiple on-board sensors and cameras for the automatic driving which superimposes dynamic information gathered by the sensors and/or cameras on a static high-definition map distributed by the vehicle driving support centre. Furthermore, the automatic driving vehicles use unusual states information from the centre to calculate the driving way such as a lane, path or speed.
6.8.4
Pre-conditions 

Some vehicles support an automatic driving. 
The automatic driving vehicles have a mobile communication module and a function to notice their own location and on-board camera image to the vehicle driving support centre. 
6.8.5
Triggers 

The automatic vehicles report occurrence of an unusual state such as a crash, a road work or a dropping on the road.
6.8.6
Normal Flow 

The automatic driving vehicles reaching the location where the unusual state occurs detect the state by on-board sensors and cameras. As a result, the vehicles change a lane, slow down, stop or return the control to the driver, which become sudden operations depending on those situations. Additionally, the vehicles report the unusual state to the vehicle driving support centre. The state is reported as on-board camera image with additional information such as current time and locations of the vehicle.
The centre receiving those reports identifies the location where the unusual state occurs, compares the reports which seem to be sent from same location and validates its credibility.
The centre notices the unusual state to the vehicles which are reaching the location of the unusual state after finishing the credibility validation. The notice is protected by an appropriate way such as digital signature, because this information is used for each vehicle to calculate the way of the automatic driving.
The automatic driving vehicles receiving the notice from the centre make a smooth lane change, a gradual slow down or a fully prepared return of its control to the driver before reaching the location of the unusual state.
6.8.7
Alternative flow 
None.


6.8.8
Post-conditions 

None.
6.8.9
High Level Illustration
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Figure 6.8-1 High Level Illustration of smart automatic driving
6.8.10
Potential requirements 

OneM2M System shall be able to send the information to intended vehicles by unicast, multicast and/or broadcast.
OneM2M System shall be able to securely transfer the information by using an appropriate way such as digital signature.
OneM2M System shall be able to transfer the information on real-time basis for feeding back current road states to automatic driving control. The feedback time should be less than a few seconds (the distance between vehicles is normally worth of a few seconds) to avoid unnecessary speed down/stop of following vehicles.
OneM2M system shall be able to guarantee its reliability in order to receive/feedback massages from/to related vehicles.
6.9
Use Case on Vehicle Data Wipe Service

6.9.1
Description

This use case introduces vehicle data wipe services in addition to the use case on vehicle data services as REQ-2014-0472R06.
Background: A data center on the cloud collects sensor data from vehicles using the mobile network (e.g. cellular and wireless LAN). The data may relate to diagnosis, mobility and context of vehicles. The diagnostic data are useful for vehicle design improvement and the mobility data for dynamic route guidance services. The contextual data are captured by stereo cameras and radar scanners in the automated driving system. And then those data may constitute the complete 3D roadway map which is also essential for the automated driving system in turn. In the use case of REQ-2014-0472R06, the data center, that is the M2M application server, requests data by sending a meta-data to vehicles. Then vehicles prepare data which meet the criteria of the meta-data and publish it to the server. The meta-data may describe attributes of requested data such as time period, geographical area, data type, statistic process options and so forth. The figure in section 1.1.9.1 shows how this simply works.
Problem statement: Though a certain volume of data (big data) obtains utility value, the bigger data gradually show less increase of the value (as is shown in the figure in section 1.1.9.2.) For instance, no more samples are required for statistical analysis once the number of samples gets sufficient. Duplicated collections of collected pieces of map are also redundant. Such wasteful data deliveries consume multiple expensive resources of vehicles, mobile network, network backhaul and servers. Data in the vehicle may also lose its value when it gets delivered, obsolete, false or even malicious.
Solution: Such the unwanted data collection needs to be cut off in order to spare those resources for other useful data delivery. In addition, unwanted data in a limited capacity of the vehicle storage need to be wiped out. These operations should be carried on under the right authorization.

6.9.2
Source 

REQ-2015-0589R04-Usecase_on_vehicle_data_wipe_service

6.9.3
Actors 

· M2M Device: Data source node such as sensors in vehicles.
· M2M Gateway: Data relay node such as a vehicle on-board communication system with storage.
· M2M Application Server: Data requesting node such as a data center on the cloud.

6.9.4
Pre-conditions 

The M2M Application Server has disseminated a data request with the meta-data to vehicle(s) (as is shown in the figure in section 1.1.9.3.)

Note: the meta-data may describe attributes of requested data such as time period, geographical area, data type, statistic process options and so forth.
6.9.5
Triggers 

The M2M Application Server decides to cancel the data request and erase the data in the vehicles. (One of the reason for this could be that the data has been collected.)

6.9.6
Normal Flow 

The M2M Application Server transmits a wipe request with the same meta-data in the target data request to the vehicle(s).

On arrival of the wipe request, the vehicle deletes the meta-data and data which meet the criteria of meta-data from in its storage.

6.9.7
Alternative flow 

· If it is additionally instructed in the wipe request, the wipe request can be delivered from the vehicle to other vehicles.
· If it is additionally instructed in the wipe request, the vehicle may only stop publishing data which meets the criteria of meta-data, instead of deleting.

· The M2M Application Server and vehicles may share a credential and use the credential to authenticate the wipe request (as is shown in the figure in section 1.1.9.5.) The credential could be pre-shared key or could be based on public key infrastructure. The credential could also be delivered with the data request.

6.9.8
Post-conditions 

There is no data relating to the cancelled data request in the vehicle storage.

6.9.9
High Level Illustration
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6.9.9.1
Data Request and Response
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6.9.9.2

Issue of Bigger Data
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6.9.9.3

Pre-condition of Data Wipe (and Post-condition of Data Request and Data Response)
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6.9.9.4

Data Wipe
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6.9.9.5

Data Wipe with Authentication
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6.9.9.6

Post Condition of Data Wipe
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6.9.10
Potential requirements 

The oneM2M System shall enable the cancellation of continuous data collection and/or the deletion of collected data when pre-defined conditions are met.

The oneM2M System shall enable pre-defined conditions to be protected from unauthorized modification.

The oneM2M System shall enable the deletion of M2M data produced/stored by the M2M Devices/Gateways based on request from an authorized entity.
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