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This document is the description of Clause 7 “Overview of Potential Requirements” in TR-0026

7
Overview of Potential Requirements
Potential requirements from all vehicular domain use cases collected in this technical report are summarized as follows,

1. The M2M application System shall enable the M2M Devices to exchange M2M application to diagnostic data periodically with the M2M Application in the network domain.
Note: These requirements addresses the use case 6.1 “Vehicle Diagnostic & Maintenance Report”.

2. The M2M System shall enable the M2M Application to configure the notification interval in the M2M Devices.

Note: These requirements addresses the use case 6.1.
3. The M2M system shall support a mechanism to describe the syntax and semantics format of the M2M application diagnostics data exchanged between the M2M Devices and the M2M Application in the network domain.
Note: These requirements addresses the use case 6.1.
4. The M2M service SHALL be able to provide the mechanism for authorization for integrity-checking and installing processes of software/hardware/firmware component(s) on M2M Device(s) (SER-013). 
Note: These requirements addresses the use case 6.2 “Use Case on Remote Maintenance Services”.

5. The M2M system SHALL be able to support authentication using device key on the integrity check for M2M Device(s).
Note: These requirements addresses the use case 6.2.

6. The M2M Device SHALL be able to support HSM (Hardware Security Module) to protect its integrity depending on the security level requirement.
Note: These requirements addresses the use case 6.2.

7. A M2M System shall support communication between M2M Platform and a M2M device either directly or via a gateway.
Note: These requirements addresses the use case 6.3 “Traffic Accident Information Collection”.

8. A M2M System shall be able to exchange information between M2M applications via M2M Platform.
Note: These requirements addresses the use case 6.3.
9. A M2M System shall be able to take actions according to the received service requests from M2M Applications.
Note: These requirements addresses the use case 6.3.
10. A M2M system shall be able to support service requests from M2M applications for communication with QoS requirement, such as, higher delivery priority, reliable delivery, etc.
Note: These requirements addresses the use case 6.3.
11. A M2M System shall support mutual-authentication among M2M device, M2M gateway, M2M platform and M2M Application (SER-040).
Note: These requirements addresses the use case 6.3.
12. The information sent by a M2M device or the M2M platform or a M2M application shall use cryptographic technology to ensure information authentication and information integrity.
Note: These requirements addresses the use case 6.3.
13. A M2M system shall permit information being provided in anonymous way.
Note: These requirements addresses the use case 6.3.
14. A command issued by a M2M System shall be able to have time expiration or geography restriction.
Note: These requirements addresses the use case 6.3.
15. Provisioning, installation, configuration and registration method of terminal system

· Especially for the case of overlapping two different system for DTG management system (owns and manages the device) and the application system using DTG data (utilising the data from the device).
Note: These requirements addresses the use case 6.4 “Fleet Management Service using DTG (Digital Tachograph)”.
16. DTG/FMS data storing method and delivery protocol

· There is no dominant standard specifying data formats and protocols for vehicle related applications.
Note: These requirements addresses the use case 6.4.
17. Vehicle location based service method

· M2M service platform is expected to provide the service capability supporting location based service.
Note: These requirements addresses the use case 6.4.
18. Control, configuration, error logging, and management method for the terminal system Over The Air.

· M2M service platform is expected to provide the service capability supporting the Over The Air management.
Note: These requirements addresses the use case 6.4.
19. The M2M system shall provide the capability for an M2M device to maintain registration with multiple entities simultaneously. 
Note: These requirements addresses the use case 6.5 “Use cases for Electronic Toll Collection (ETC) service”.
20. The registration shall be able to include information that identify the peer entity, and other information such as its management privilege, subscription etc., that are necessary for the conduct of the respective peer relationships.
Note: These requirements addresses the use case 6.5.
21. It shall be possible for some registrations to hold the complete set of information context about the peer entity. This is refereed to as "full registration".
Note: These requirements addresses the use case 6.5.
22. It shall be possible for some registrations to hold only a subset of information context about the peer entity. This is referred to as "lightweight registration".
Note: These requirements addresses the use case 6.5.
23. It shall be possible for "lightweight registration" at different entities that pertain to a common peer entity, to hold different sets of information, if needed, about the common peer entity.
Note: These requirements addresses the use case 6.5. 

24. It shall be possible to correlate the "full registration" and the "lightweight registration" that pertain to a common peer entity. 
Note: These requirements addresses the use case 6.5.
25. It shall be possible to distinguish the "full registrations" and the "lightweight registrations" that pertain to a common peer entity.
Note: These requirements addresses the use case 6.5.
26. The M2M service platform shall be able to support the time-based policies to access the Underlying network.
Note: This requirement addresses the use case 6.6 “Use cases for Taxi Advertisement”.

27. The oneM2M System shall enable discovery of M2M Application Servers, M2M Management Servers and M2M Devices available to an M2M Gateway for data exchange (OSR-056). 
Note: This requirement addresses the use case 6.7 “Use Case on Vehicle Data Service”.
28. The oneM2M System shall enable discovery of M2M Gateways available to a M2M Management Server and an M2M Device for data exchange (OSR-057).
Note: This requirement addresses the use case 6.7.
29. The oneM2M System shall be able to support the capabilities for data repository (i.e. to collect/store) and for data transfer from one or more M2M Devices or M2M Gateways, for delivery to one or more M2M Gateways via M2M Area Network without any assistance or instruction of M2M Management Servers and M2M Application Servers(OSR-019). 
Note: This requirement addresses the use case 6.7.
30. Upon request from M2M Application Server, an M2M Gateway shall enable functions that pre-process (e.g. average) M2M data before providing them to the recipient.
Note: This requirement addresses the use case 6.7.
31. Upon request, an M2M Gateway shall enable functions that erase M2M data (e.g. that have been sent or could not be sent to the recipient within a certain time) based on criteria from an M2M Application Server.
Note: This requirement addresses the use case 6.7.
32. An M2M Gateway and/or an M2M Device shall be able to broadcast to all M2M Devices and/or M2M Gateways in the vicinity its need to receive/deliver specific data.
Note: This requirement addresses the use case 6.7.
33. M2M Gateway and/or M2M Device shall be able to establish a connection to each other if it is able to receive/deliver the required specific data.
Note: This requirement addresses the use case 6.7.
34. OneM2M System shall be able to send the information to intended vehicles by unicast, multicast and/or broadcast.
Note: This requirement addresses the use case 6.8 “Smart Automatic Driving”.
35. OneM2M System shall be able to securely transfer the information by using an appropriate way such as digital signature.
Note: This requirement addresses the use case 6.8.
36. OneM2M System shall be able to transfer the information on real-time basis for feeding back current road states to automatic driving control. The feedback time should be less than a few seconds (the distance between vehicles is normally worth of a few seconds) to avoid unnecessary speed down/stop of following vehicles.
Note: This requirement addresses the use case 6.8.
37. OneM2M system shall be able to guarantee its reliability in order to receive/feedback massages from/to related vehicles.
Note: This requirement addresses the use case 6.8.
38. The oneM2M System shall enable the cancellation of continuous data collection and/or the deletion of collected data when pre-defined conditions are met. (OSR-089)
Note: This requirement addresses the use case 6.9 “Use Case on Vehicle Data Wipe Service”.
39. The oneM2M System shall enable pre-defined conditions to be protected from unauthorized modification (SER-050).
Note: This requirement addresses the use case 6.9.
40. The oneM2M System shall enable the deletion of M2M data produced/stored by the M2M Devices/Gateways based on request from an authorized entity (SER-051).
Note: This requirement addresses the use case 6.9.
41. The oneM2M System shall support reporting of Geo-Fence based Location event of the target M2M Device to the M2M Application based on the Application’s configuration(OSR-047).
Note: This requirement addresses the use case 6.10 “Vehicle Management based on Geo-Fence”.
42. The oneM2M System shall support the M2M Application setting the configuration for Geo-Fence based location service.
Note: This requirement addresses the use case 6.10.
43. The oneM2M System shall be able to prevent unauthorized modification of the firmware of M2M Device.
Note: This requirement addresses the use case 6.11 “Use Case on Secure Over-The-Air Firmware Update for Automotive ECUs”.
44. The oneM2M System shall be able to detect unauthorized modification of the firmware of M2M Device. 
Note: This requirement addresses the use case 6.11.
45. The oneM2M System shall be able to stop operation of M2M device when it is updated with wrong firmware. 
Note: This requirement addresses the use case 6.11.
46. The oneM2M System shall be able to support security mechanisms to protect their cryptographic keys and cryptographic operations by using tamper proof devices such as TPM (Trusted Platform Module), HSM (Hardware Security Module) and SIM (Subscriber Identity Module).
Note: This requirement addresses the use case 6.11.
47. The oneM2M System shall be able to prevent malfunction of M2M Device caused by receiving unsolicited messages or information.
Note: This requirement addresses the use case 6.11.
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