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6.x
Vehicle location privacy protection
6.x.1
Description

The privacy protection is an issue that must be considered for locating in human to human communications. For example, in 3GPP network, privacy protection is implemented by an independent entity such as a privacy profile register (PPR) or a gateway mobile location center (GMLC). In the vehicle domain, the location information of the vehicle represents the location of the vehicle user. Therefore an issue of privacy protection is also closely related to the vehicle location information. The privacy protection refers to that when a vehicle is connected to the M2M system, the user of the vehicle has permission to specify when and where a third party application is allowed to access to the vehicle location information. 
After the M2M platform receives a message from a third part application, requesting for the location information of a certain vehicle, the M2M platform determines the entity that should performs the privacy inspection, according to the source of the location information. For example, if the location information of the vehicle is network based and the underlying network is 3GPP, then the entity that performs the privacy inspection should be the 3GPP location server. On the other hand, if the location information of the vehicle is device based, then it should be the M2M platform that performs the privacy inspection.
6.x.2
Source 

Huawei
 6.x.3
Actors 

· M2M Device: It is embedded in a vehicle, which is used to connecting to the M2M platform.
· Vehicle: Vehicle connects to the M2M platform via the embedded M2M device and it equips hardware devices for localization. (e.g. GPS, Cellular modem)
· Vehicle Owner: The owner of the vehicle. The owner has privacy agreement with the 3GPP network location server or the M2M platform.
· 3GPP network location server: When the vehicle connects to the M2M platform via the 3GPP underlying network, the 3GPP network location server can perform the location service and provide the location information to the M2M platform. In this case the 3GPP network location server also performs the privacy inspection function. The 3GPP network location server is configured with location privacy policies according to the privacy agreement with the vehicle owner and the network operator policy. The location privacy policies refer to when and where a third part application is allowed to access to the vehicle location information.
· M2M Platform: It connects, manages M2M devices and exposes location services to the M2M application. The M2M platform can collect the vehicle location information either from the underlying network, e.g. 3GPP network location server, or from the device itself, e.g. the vehicle is equipped with any location capable modules or technologies (e.g. GPS) and is able to position itself. The M2M platform is configured with location privacy policies according to the privacy agreement with the vehicle owner. The location privacy policies refer to when and where a M2M application is allowed to access to the vehicle location information.
· M2M Application server: The M2M application server requests for the location information of the vehicle for any possible application usage, e.g. fleet management or traffic monitoring.
6.x.4
Pre-conditions 

· The vehicle owner already has privacy agreement with the operator of the 3GPP network or the M2M platform.
6.x.5
Triggers 

The M2M application server requests to access to the location information of the vehicle.  
6.x.6
Normal Flow 

Scenario 1: The vehicle No.1 connects to the M2M platform via the 3GPP network and the location information is collected by the 3GPP network location server:
1. The M2M application sends message to the M2M platform to request for the location information of vehicle No.1.
2. The M2M platform checks the location information source of the vehicle. if the location information of the vehicle comes from the underlying network location server, e.g. 3GPP network location server, the M2M platform sends privacy inspection requests, including the M2M application identifier which can be recognized by the 3GPP network, to 3GPP network location server to verify whether the M2M application is allowed to access to the location information. 
3. The 3GPP network location server is configured with the privacy policies of vehicle No.1. When the 3GPP network location server receives the access right verify request, it performs the privacy inspection,  checking the privacy policies with the M2M application identifier and other information, e.g. the time and the lasted location of the vehicle. The 3GPP network location server returns the checking result to the M2M platform, that is whether the M2M application is allowed to access to the location information.
4. If the M2M application is allowed to access to the location information, after the M2M platform receives the responses from 3GPP network location server, it sends the location information request message to the 3GPP network location server.
5. The 3GPP network location server performs the location updating procedure inside the 3GPP network and collects the latest location information of the vehicle. Then the 3GPP network location server returns the location information to  the M2M platform.
6. The M2M platform forwards the location information to the M2M application.
Scenario 2: The vehicle No.2 connects to the M2M platform via the 3GPP network. It is equipped with location capable modules or technologies (e.g. GPS) and is able to position itself. The M2M platform can collect the location information of the vehicle directly without the help of any other location server.
1. The M2M application sends message to the M2M platform to request for the location information of vehicle No.2.
2. The M2M platform checks the location information source of the vehicle. if the location information of the vehicle is device based and is collected by the M2M platform directly from the vehicle itself, then the M2M platform checks the privacy policies configured in the M2M platform. 
3. If the M2M application is allowed to access to the location information, then the M2M platform returns the location information to the M2M application. If the M2M application is not allowed to access to the location information, then the M2M platform sends failure response to the M2M application with appropriate error code.
 6.x.7
Alternative flow 
N/A
6.x.8
Post-conditions 

N/A
6.x.9
High Level Illustration
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6.x.10
Potential requirements 

1. The oneM2M System shall able to support the privacy protection to the location information. 
2. The oneM2M system shall able to distribute the privacy inspection to the location server of the underlying network according to the source of the location information.
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