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Introduction
This document provides new security solution related to key issue 4: Security in clause 9.4. 
---------------------- Start of change 1-------------------------------------------

Informative references

Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.

[i.1]
oneM2M Drafting Rules (http://www.onem2m.org/images/files/oneM2M-Drafting-Rules.pdf) 
[i.a]
IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
[i.b]
ISO/IEC 29192:2012 “Lightweight cryptography”.

[i.c]
PRESERVE: “V2X Security Architecture v2”

[i.d]
EVITA: “Secure on-board architecture specification”.
[i.e]
EVITA: “Secure on-board protocols specification”.
-----------------------End of Change 1 ---------------------------------------------

---------------------- Start of change 2-------------------------------------------

10.X
Solution X: Secure Channel Establishment
10.X.1
External communication and inter-vehicle communication

10.X.1.1
Solution Description
In order to address key issue 4: security, vehicular security requires secure communication and lightweight cryptography to protect data confidentiality, data integrity and availbility. In general, assuming support of an Internet Protocol layer, Transport Layer Security (TLS)[i.a] is used to establish secure channel between entities and also supports data integrity in transport layer. 
According to clause 8  and 9, external communication (EC) is defined as communication between vehicle gateway (MN or ASN) and server at infrastructure domain (IN-CSE), and inter-vehicle communication (InterVC) is defined as communication between vehicle gateways (MN or ASN). These communications may use TLS or DTLS because vehicle gateway has more powerful resources than ECUs. Protection of these communications also discussed in PREparing SEcuRe VEhicle-to-X (PRESERVE) Project, and PRESERVE proposed secure communication for EC and InterVC [i.c].
10.X.2
Intra-vehicle communication
10.X.2.1
Solution Description
Intra-vehicle communication (IntraVC) is defined as communication between vehicle gateway (MN or ASN) and ECU (ADN-AE or non-oneM2M) or external sensors (ADN-AE or non-oneM2M) in clause 8. 

The former is a communication in the control system, and CAN is used as the communication protocol. Although ECU is a low resource device,  a strict response latency is defined as service performance requirement because the control system is impacting human life. 

The latter is a communication in information system and Wi-Fi, Bluetooth or Ethernet are used as communication protocol. The devices in this communication range from low resource device such as external sensor to relatively powerful resource such as smartphone. Service performance requirements level in the  information system is not high as compared with the control system. We propose two categories from the point of view of systems in intraVC. The classifications are described in Table 10.x.2.1.

Table 10.X.2.1 IntraVC classifications
	System
	Resource of devices
	Protocol
	Example

	Information system
	High or low resource
	Wi-Fi, Bluetooth, Ethernet
	Vehicle gateway and smartphone
Vehicle gateway and external sensor

	Control system
	Low resource
	CAN
	Vehicle gateway and ECUs
ECU and the other ECU


In the information system, it is possible to establish a secure channel using security protocols which are described in clause 10.X.1.1, because there is no strict requirement such as response latency within a few tens of milliseconds and it can use TCP/IP network. If external sensors have low resource, security protocols which are designed based on lightweight cryptography (i.e. lightweight encryption algorithm or lightweight MAC algorithm) may be suitable to establish secure channel. Lightweight cryptography is discussed in ISO/IEC29192 [i.b] and lightweight encryption algorithm is discussed in ITU[i.19].

In the control system,  there are severe service performance requirements such as response latency within a few tens of milliseconds because information sent from the ECU is involved in vehicle control. Almost all communications in control system send messages by plain text. However, Hardware Security Module (HSM) was discussed in E-safety Vehicle Intrusion proTected Application (EVITA), and EVITA defined three categories of security requirements: EVITA-HSM-Full-Version, EVITA-HSM-Medium-Version and EVITA-HSM-Light-Version [i.c]. According to  the definition of EVITA, ECUs correspond to EVITA-HSM-Medium. EVITA also proposed transport protocol with secure features based on EVITA HSM [i.e].
10.X.3
Solution Applicability

This solution applies to Key Issue 4.
-----------------------End of Change 2 ---------------------------------------------
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